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CONFIGURATION INSTRUCTIONS

This document explains how to configure the Total Control remote access
server to allow dial-in Point-to-Point Protocol (PPP) clients access to an
Internet Protocol (IP) network. It assumes that the Total Control server is
connected to the public switched telephone network (PSTN) by a

channelized T1 line.

The following diagram and tables show the components of this

application.

Dial-In Clients

Total Control
Remote Access Server

Clients

Analog modem

WAN protocols

IP over PPP

WAN connection

Channelized T1

LAN protocols

IP over Ethernet

Cards / Software

Software/Firmware Version

Dual PRI-T1/E1 or T1/E1 NAC & Dual T1 NIC

4.2.1 (P-T/E), 3.5.0 (T/E)

Quad Modem NACs

5.10.9 (ss), 5.9.9 (ds)

NETServer/PRI NAC & Ethernet NIC

3.7.24

NMC & Ethernet NIC

5.4.1 (386/4; 486/4), 5.5.2 (486/16)

Total Control Manager/SNMP for Windows

551

NETServer Manager for Windows

342




Chassis
Configuration

In this application, the Total Control chassis contains the following
network application cards (NACs), which are loaded from the front, and

network interface cards (NICs), which are loaded from the back.

Cards

Functions

Dual PRI-T1/E1 NAC &

Dual T1 NIC

Quad Modem NACs
NETServer NAC & Ethernet NIC

NMC & Ethernet NIC

Terminates the T1 and passes calls to modems in
the Quad Modem cards

Terminates modem connections from dial-in clients
and communicates with NETServer

Routes data between dial-in clients and an Ethernet
network

Handles SNMP management and software updates
on behalf of the other cards and components of
the Total Control system

Dual PRI-T1/E1 NAC

Quad Modem NACs

NETServer NAC

Fan Tray

Power Supply Units

Front view of the Total Control chassis in this application

Power Supply
Interfaces

Ethernet NIC (NMC)

Ethernet NIC (NETServer)

Dual T1 NIC

Fan Tray

Back view of the Total Control chassis in this application



Preparing the
System to Be
Managed

Communicating with
the Console Interface

This section explains how to make a local serial connection to the NMC
and then the NETServer and set IP parameters. This enables you to
manage the chassis remotely using an SNMP-based management
application, such as Total Control Manager.

1 Connect the DB-25 end of the cable shown in the following diagram
to a serial port of your computer.

2 Connect the RJ-45 end of the cable shown in the following diagram
to the console port of the NMC's Ethernet NIC. The console port is the
topmost port of the NIC.

RTS8

C1s7

TXD 6

RXD5

Signal ground 4
DTR3

D2

DSR1

2TXD
3RXD
4RTS
5CTS
6DSR
7 Signal ground
8CD
20DTR

RJ45 DB-25 .
Null Modem Adapter

DB-25

2RXD

3TXD

4CTS

5RTS

6DTR

7 Signal ground
8DTR

20 DSR and CD

Pinouts for the serial cable [8-pin RJ-45 jack, DB-25 (male), DB-25 (female) with
adapter]

3 On your computer, start any communications application that is
capable of sending commands to your computer’s serial port. An
example is HyperTerminal for Windows.

4 Configure your communications application to use the COM port to
which the serial cable is connected, plus the following settings:

Settings for serial communication with the NMC's console port

Port speed 9600 bps (default)
Terminal type VT100

Data bits 8

Parity None

Stop bits 1

Flow control None




5 Press <Enter> several times, until the NMC’s console interface
appears. Then continue with Configuring the NMC.

If garbled messages appear on the screen, try changing the serial port
speed from 9600 to 57600, 38400, or 19200 bps.

Configuring the NMC  Follow this procedure to configure the NMC.
1 Set IP parameters for the NMC.

Main Menu
1 Configuration
1 Local LAN IP Address
1 LAN IP Address
Enter New LAN IP Address:
X.X.X.48 <Enter>
2 LAN IP Subnet Mask
Enter New LAN IP Subnet Mask:
255.255.255.x <Enter>
<Esc>

3 Local Gateway IP Address
Enter New Gateway IP Address:
X.X.X.62 <Enter>

5 Local SNMP Community Strings
1 SNMP Read-Only (Public) Community String
Enter New SNMP Read-Only (Public) Community Stri
your_read-only_access_password <Enter>
2 SNMP Read-Write (Private) Community String
Enter New SNMP Read-Write (Private) Community St
your_read-write_access_password <Enter>
<Esc>

2 Save the configuration.

Configuration
9 Save Configuration To Non-Volatile Memory
<Esc>

<Esc>




3 Reset the NMC.

Main Menu
2 Command
1 Reset
Enter (Y) to Reset NMC:
y <Enter>

Configuring the  Follow this procedure to configure the NETServer.
NETServer

1 Unplug the serial cable from the NMC’s Ethernet NIC and connect it to
the topmost serial port in the NETServer's Ethernet NIC. Use the same
communications program with the same settings.

If garbled messages appear on the screen, try changing the serial port
speed from 9600 to 57600, 38400, or 19200 bps.

2 Login to the NETServer.

NETServer Console login: Iroot
Password: <Enter>
Command>

3 Set IP parameters.

Command> set net0 address x.x.x.49
Local (net0) address changed from 192.77.203.194 to X.x.

Command> set net0 netmask 255.255.255.0
net0 netmask changed from 255.255.255.192 to 255.255.255

Command> set gateway X.X.x.62
Gateway changed from 0.0.0.0 to x.x.x.62, metric = 1




4 Save the configuration.

Command> save all

Defragmenting flash filesystem...
Saving global configuration

(]
MPIP Clients Table Saved

Commiting configuration to FLASH.
Command>

5 Reboot the NETServer.

Command> reboot
Rebooting NETServer Card....
Command>




Preparing the
Management
Workstation

ig

Getting and Installing
Total Control
Manager and

NETServer Manager

At a workstation, install Total Control Manager and NETServer Manager
(if they are not already installed). Connect to the same IP network as the
chassis. Ping the chassis from the workstation to make sure you can reach
it. If not, solve your IP-connectivity problem before continuing.

These are the code versions for the software and firmware used in this

application. All except NETServer Manager are part of Total Control
system release 3.1.1.

Software versions in this application

Program Code version
Total Control Manager/SNMP for Windows 55.1
NETServer Manager for Windows 3.4.2

Firmware versions in this application

Card Code version
NETServer* or NETServer/PRI for Ethernet 3.7.24

Quad V.34 Modem NAC, single-sided 5.10.9

Quad V.34 Modem NAC, dual-sided 59.9

Dual PRI-T1/E1 4.2.1

Dual T1/E1 NAC 3.5.0

NMC, 386 MHz / 4 MB RAM; 486 MHz /4 MB RAM  5.4.1

NMC, 486 MHz / 16 MB RAM 552

NETServer hardware revision must be 5.0.0 or higher to run 3.7.24 code.

If Total Control Manager is already installed, start it, then from the Help
menu, click About Total Control Manager. The software version should
read 5.5.1.

You can get both Total Control Manager and NETServer Manager from
the TOTALservice web site, if you are a contract customer. Refer to
http://totalservice.3com.com/ for details.

To find the software, first log in to TOTALservice. Go to Latest Code.
Total Control Manager is in the Total Control Hub section and NETServer
Manager is in the NETServer 8/16 section.



Installing Total Control Manager

1 Unzip the file into a temporary directory. Four subdirectories are
Created:

= \accounti (Accounting Server)
= \alarms (Alarm Server)
« \tcm (Total Control Manager)
= \view (View)
2 Run Setup from the \tcm directory. Total Control Manager installs
itself.
Installing NETServer Manager
1 Unzip the file into a temporary directory.

2 Run Setup. Be sure that NETServer Manager installs within the
\usrsuite directory (where Total Control Manager is installed).

Inventorying the Inventory the chassis to determine the firmware versions of all the cards.
Chassis If they are not current, get and install new firmware.

1 Start Total Control Manager.

2 From the File menu, click New...

Mew
- Device I

Device Mame: ITDtaIIyControIIed
Target Host: Ix.x.:-:.élB

[evice TyEe:

IWAN HUE vl Aol EEaven,, |
—SMMP Commurity Strings

Fiead Only: Ipublic

Read+write: Iprivate

— Motepad

0K I LCancel Option =>




3 Enter a name for the chassis (this name is used for identification
purposes within Total Control Manager) the IP address you assigned to
the NMC, and SNMP community strings (passwords), if you entered
them. Click OK.

4 \When the chassis appears, from the Configure menu, click
Inventory.

5 Select the chassis from the list, then click OK. The inventory appears.

Inventory 3 || inventory [<]
Slat # Descripti 1 Sorial Number |~ Hardware version | DRAM (KB] | Flash RAM (KB] | _DIP Gwitches | Software version | ~

4 4

5 COM PRI-TI/E1 NAC [BCGSaF2 || 5 [20. 095 1024 00000000000 21 |
3 COM Quad V.34 Digital-Analog Modem NAC [B1GE56EN 5 [20. ] 00000001100 9.9

7 COM Quad V.34 Digital-Analog Modem NAC BERGBIED 7 0 00000007100 .10.9

8 [16 COM ISDN NETServer NAC BA27TPFX 8 [7.0. I 4096 00000000000 .7.24

9 [17 COM Nelwork Management Card with clock BBO7901P 3 [6. 9192 00000000000 .41

10 COM Bellcore Appraved Lang Haul Dual T1 NIC 10 1024 00000000000

11 [16 COM High Speed Ethernet (with ¥.35] NIC 1 T 4096 00000000000

1217 COM Ethernet NIC nnn 1277 ] 00000000000

13 13

14 14

15 15

16 16

17 17

18 18

19 — 19 —
I | LlJ : | »l“
Devices.._ | Save | Piint ) Ext Hep | Disiazn - Piint ) Ext Hep |

6 Scroll to the far right and find the Software Version column. Compare
the versions against those in . Then click Exit.

If you need new firmware, you can get it from the TOTALservice web site
(if you are a contract customer). Refer to http://totalservice.3com.com/
for details. To find the firmware, log in to TOTALservice. Go to Latest
Code for the Total Control Hub.

Updating the Firmware from the TOTALservice web site is in compressed ZIP files.
Firmware

1 Unzip the SDL and NAC files to the \usrsuite\sdl directory.

2 From the Configure menu, click Software Download. Total Control
Manager associates the files with the correct cards.
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Software Download - x x.x.48 = &

Selection | Siot | NAC/DMFFie | SDLFle | Stalus =~
-T1 e huzrzuitebadh 03050 & uzrsuitehzdi 01020 _|
- QADYVI4 e usrzuitetedlhgf0B030 & husrsuitehsdihgfO 3020
- QADV34 e husrzuitetadlhgrD5T 00 & wsrsuitezdigr03030
- Empty Slat

- Empty Slat

- Empty Slat

- Empty Slat

- Empty Slot

- Empty Slot

10 - Emphy Slot

11 - Empty Slat

12 - Emphy Slot

13 - Empty Slat

14 - Empty Slat

15 - Empty Slat

16 - ISDN-GWE e usrsuitetsd 0307 2: & husrsuitehad 030427

| 17 - NMIC CLE_ etuzrzuitesdnm0G0:) _lﬂ
4 »

¥ Default to Last Used Path TFTF Timeout @ TFTP Retries IEI

Start I LCancel | Help |

oo T o e =

w

N e e k)

3 Select the cards you want to update, then click Start.
4 When the box in the upper left reads Software download completed,
click Done.

Software download is complete. Continue with Configuring the
NETServer Card.
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Configuring the Use this procedure to set up dial-in ports and users in the NETServer card.
NETServer Card
1 Select the NETServer (indicated as ISDN-GWC in the far left of the
window).

il [TotalllyControlled].[«.x.x.48] - YFPD

¢ OO O O B O O G O G & DG

GHS| & & B @ B @ B @ @ @ 0 @
o TIOTIAILICIOIN]TIRIO]L] feme

2 From the Configure menu, click Programmed Settings.
3 From the Parameter Group list, select NETServer Configuration.

NETServer Manager launches.

Login To NETServer
HETServer Address or Name: |x.x.x.49 jl | 0K I
% Password: I xxxxxx Delete |

W Hemember NE TS erver Address Cancel |

4 Loginto the NETServer. Type the IP address of the NETServer. If you set
a password previously, type it. Select Remember NETServer

Address.

The window that appears displays the current status of the NETServer.
Perform all configuration using the Tables menu.
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Configuring Global
Settings

1 From the Tables menu, click Global. The Global Configuration
window appears.

Global Configuration
General | MName Service | Defaults | Advanced I PPTP Hosts | MPIP Servers I
System Name: [N51 Telnet Access Porl: |23
Assigned Address: |*-x-8.50 Reported Addiess: |0.0.0.0
Sys Loghost: |0.0.0.0 Max B Channels:|50
Sys Loghost2- |0-0.0.0
¥ IRoot Access [ Random Hosts [~ Proxy ARP [ SLIP In Modem
" ICMP Logging ¥ Connect Message | Met BIDS ¥ PPP In Modem
v PAP
Save | Password.__ | Exit Help

2 Fill in the following fields:

» In the System Name field, type the name of the NETServer as it will
be used for DNS.

« Inthe Assigned Address field, type the first address in the pool of
addresses to assign to dial-in users.

3 Click PPP in Modem.

4 Click the Name Service tab.



Global Configuration [ x|

General | Name Service I Defaults | Advanced I PPTP Hosts I MPIF Servers I

T NIS Name Server: | ¥-#.20.2
 DNS Hame Server2: | ¥-8.20.3
" None
Name Server3: [0.0.0.0
Domain Name: IT

CONFIGURATION INSTRUCTIONS

Save | Password___ | E it

Help |

13

5 Choose the type of name service to use. DNS is used in this example.

6 Fill in the following fields:

« In the Name Server field, type the IP address of your primary name

server.

» Inthe Name Server2 field, type the IP address of your secondary

name server [optional].

» In the Domain Name field, type the NETServer’s domain name (for
this to work, you must also register your host with a DNS server).

7 Click the Defaults tab.

Global Configuration

General I Mame Service | Defaults | Advanced | FPTP Hosts I MPIP Servers I

Default IP Gateway Default IPX Gateway

Default Routing:

Name: |x-x-x-62 Name: [0:000000000000

Metric: Il Metric: Il]

None j

Hosts

Plimal_qp:lﬂ-']-':'-':l Alternate 3:||:|-|1|]-|:I

Alternate B;ll].l].l]_l]

Altemnate 1;|u.n.u.u Alternate 4;|u_u_u_u

Alternate ?:Il].l].l].l]

Altemnate 2;|u.n.u.u Alternate 5;|u_u_u_u

Alternate B:Il].lll].l]

Save Paszsword.__ E xit

Help
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« Select a Default Routing option: None, Broadcast, Broadcast &
Listen, or Listen.

« Default IP Gateway should already be entered.

8 Click Save. A success message appears. Click OK, then click Exit.

Configuring Ports

1 From the Tables menu, click Ports.

Ports Configuration - x.x.x.49
Port Number
Port 0 - Port Type Configure Port I
Port 1 I—
Port 2 ¥ User Login -
Port 3 _— Serial Port Parameters I

[~ Host Device

Metwork Access
Dial In =] Init String

Mone j

Port 12 ﬂ ¥ Enable Modem

Save I Copy | Reset | Exit | Help |

« Port O is the serial console port on the NETServer's Ethernet NIC.

« Ports 1-4 are statically assigned to slot 1, which is being occupied
by the Dual PRI NAC. Skip them.

« Port 5 (the first port in slot 2) is the first modem port, assuming
that there is a Quad Modem card in slot 2.

2 Select Port 5, then select Port Type: User Login, Network Access: Dial
In, and Enable Modem.

3 Click Save, then Save Selected - Port 5, and then OK. A success
message appears. Click OK.

4 Click Reset, then Reset Selected - Port 5, and then OK.
5 Copy Port 5's configuration to the rest of the ports:

a Click Copy. A Copy Ports window appears.

b Select Port5 in the Copy From section.

¢ Select Port 6 in the Copy To section, hold [Shift], scroll down to
Port 64 and then click Port 64.



Configuring RADIUS
[Optional]

Adding users to
NETServer

CONFIGURATION INSTRUCTIONS 15

d Click Copy. A success message appears. Click OK, and then click
Exit.

6 Select Save, then Save All, and then OK. When the message Port
save completed appears, click OK.

7 Select Reset, then Reset All Ports, and then OK. A success message
appears. Click OK, and then click Exit.

NETServer can either manage its own user lists or act as a RADIUS client
to your RADIUS server. As a RADIUS client, when NETServer receives a
call, it prompts the user for a username and password. If the user data is
not in NETServer's database, it passes the user data to the RADIUS server,
which it knows by the IP address you enter in this section.

1 From the Tables menu, click RADIUS.

2 Under Primary Server Address, type the IP address of your primary
RADIUS security server.

3 Under Alternate Server Address, type the IP address of your alternate
RADIUS security server [optional].

4 Click RADIUS Secret. Type in the secret, then type it again to verify it.
Click OK.

5 Click the Accounting tab.

6 Under Primary Server Address, type the IP address of your primary
RADIUS accounting server.

7 Under Alternate Server Address, type the IP address of your alternate
RADIUS accounting server [optional].

8 Click RADIUS Secret. Type in the secret, then type it again to verify it.
Click OK.

9 Click Save. A success message appears. Click OK, and then click Exit.

Even if you are using RADIUS for authentication, add a user to the
NETServer for test purposes.

1 From the Tables menu, click Users.
2 Click New.
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Network User Parameters [ ]
Name: |iim Type: " User Login = Normal
Password. | &+ Network " Dialback
1P fduess Input Fiker:
& Assigned:
" Megotiated:
Protocol: | PPP/IP <
" Specified |255_255.255.254 J
Netmask: [255. 255 255,255
Houting: 1P Nelwolk:l—
PPP Aszync Map:|p |7’VJ
0k | | cancel | [PETPHosc | | Defaur | Help

3 In the Network User Parameters dialog:
a Type a user name.

b Click Password. Enter a password for the user. Verify the
password. Click OK.

¢ For Type, select Network; IP Address: Assigned; Routing: Listen;
Protocol: PPP/IP; Subnet Mask: 255.255.255.255 (with this subnet
mask NETServer figures out the correct one itself); VJ
Compression

d Click OK. A success message appears, click OK.
4 Add additional users as needed. Click Exit when finished.

5 From the File menu, click Save to FLASH. A success message
appears, and asks if you want to save the configuration to disk. Click
Yes.

6 From the File menu, click Reboot NETServer. An Are you sure?
message appears. Click Yes.

NETServer configuration is complete. Continue with Configuring the Dual
PRI-T1/ET or T1/E1 Card.
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Configuring the The appearance of the card in Total Control Manager is slightly different
Dual PRI-T1/E1 or depending on whether a Dual PRI-T1/E1 or Dual T1/E1 card is installed. In
T1/E1 Card this procedure, both cards are called Dual T1.

1 Connect a channelized T1 line to the SPAN 1 jack. Use a

straight-through cable with an RJ-48C (RJ-45) 8-pin modular jack with
the following pinout:

o N 0

Transmit Tip 5
Transmit Ring 4
3

Receive Tip 2
Receive Ring 1

If the physical layer connection is good, the Alarm light [red] goes off and
the CD light [green] goes on.

2 From Total Control Manager, click the LEDs (when you click one, the
others are also selected) for the span you want to configure.

T1FFI ™
RMIFL RundF ail
coi Carrieri
ALRM1 Carrier2
LFEK1 Alarmi
[k Alarmz
ALRMZ Loopback 1

LFEEZ Loopbackz

3 From the Configure menu, click Programmed Settings.

4 Select the DS1 Trunk Settings parameter group.
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T1 Card Programmed Settings [ x|

Selected Objects: I

<51CT:;

Parameter Group: IDS‘I Trunk Settings

I~

51C1

Framing Mode
Line Coding Options

Response to Remote Loopback
Jitter Attenuation

Transmitter Attenuation

Automatic Busy Out

Dial-in Address

Dial-in/Dial-out Trunk Signal Start
Acknowledgement Wink

Delay Sending Address Info.
Stuffed Byte Sent to TELCO
Dial-in/Dial-out Trunk Type

Idle Byte Pattern

ds1ESF
b8zs
ignore
attenitterOnT xmtr
dBO
disabled
noAddress
dialTone
disabled
70
254

roundS tart

254

EtM Mo Address Timer

1

-

d

Load From..

r— Current Group——

Get

Frint
LCopy
Wiew By Row

Default

1o ]

Cancel

g 4

Help

Double-click each parameter to change. The following must be set
correctly, according to the line information provided by your telephone

company.
Framing mode
Line coding

Dial-in address

Dial-in / dial-out trunk signal start

Acknowledgement wink

Dial-in / dial-out trun

k type

6 Click Set, then click OK.
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.......

7 Click the face of the Dual T1 card (not the LEDs).

T1FRI T1
RMIFL FiunfF ail
coi Carrieri
ALRMI Carrierz
LFEK1 Alarmi
coz Alarmz
ALRMZ Loopback 1

LFEKZ Loopbackz

8 From the Configure menu, click Actions/Commands.

9 Under Command to execute, select Software, then Save to
NVRAM.

10 Select Execute to save the configuration. Wait until Result reads
Success.

11 Under Command to execute, select Software Reset.
12 Select Execute to reset the Dual T1 card. Wait until Result reads
Success, then select Close.

Dual T1 card configuration is complete. Continue with Configuring the
Quad Modem Cards.
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Configuring the Use this procedure to set the Quad Modem line interface source.

Quad Modem Cards

Click the top LED of one of the Quad Modem cards, then hold [Ctrl]
while clicking the top LED of each Quad Modem card, one after the
other.

QADY24

FundF ail
Fodemi
MModem2
Modems
Fodemd

From the Configure menu, click Programmed Settings.

3 Under Parameter Group, select Line Interface Options.

Under Line Interface Source, change each to t1Tdm. Click Set, then
click OK.

| Line Interface Source [%Dn] |1 Tdm tTdm |

1| | 3

5 Select the top LED of each card.
6 From the Configure menu, click Actions/Commands.

7 Under Command to execute, select Software, then Save to

NVRAM.

8 Select Execute to save the configuration.

9 Under Command to execute, select Software Reset.

10

Select Execute to reset the Quad Modem card. Then select Close.

bl’he system is now configured to accept calls.
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Making a Test Call

This section explains how to make a test call from a Windows 95 PC
using Dial-Up Networking.

1

From the Start menu, click Programs, then click Accessories, then
click Dial-Up Networking.

2 Double-click Make New Connection.

3 Type a name for the new connection and select a modem to use for

the call.

For the Telephone number, type the number assigned to the PRI line.
Click Next, then click Finish.

Right-click on the icon for your new connection. From the menu that
appears, click Properties.

Click the Server Types tab. Deselect everything except Enable
software compression and TCP/IP. Click OK.

Double-click your new connection icon. Type the username and
password of the account you created on the NETServer. Then click
Connect.

The modem should answer.

8 From the Windows Start menu, click Run.

9 In the Open field, type ping, then press [Enter]. A PING dialog

appears.

10 Type the IP address of the NETServer, then press [Enter].

You should see Reply from messages.

b The configuration is verified.
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