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ABOUT THIS GUIDE

This guide describes how to configure the software for the HiPer Access Router
Card (ARC), a Network Access Server (NAS) module in the Total Control Hub.
Step-by-step instructions detail all HiPer ARC applications as well as all Command
Line Interface (CLI) commands, security and utilities.

This guide is intended for administrators with knowledge of networking,
telephony and remote access applications. While initial configuration can be
accomplished easily with the help of the HiPer Access Router Manager (HARM) or
the Quick Setup program, more substantial configuration requires a broader
understanding of networking principles.

If the information in the release notes that are shipped with your product differs
from the information in this guide, follow the instructions in the release notes.

Most user guides and release notes are available in Adobe Acrobat Reader
Portable Document Format (PDF) or HTML on the 3Com World Wide Web site:

http://www.3com.com/

Conventions

Table 1 and Table 2 list conventions that are used throughout this guide.

Table 1 Notice Icons

Icon Notice Type Description

b Information note  Information that describes important features or instructions
Caution Information that alerts you to potential loss of data or potential

A damage to an application, system, or device

e Warning Information that alerts you to potential personal injury

Table 2 Text Conventions

Convention Description
Screen displays This typeface represents information as it appears on the screen.
Parameter/value The words “parameter’ or ‘value” mean that you must evaluate the

syntax provided and then supply the appropriate values for the
placeholders that appear in angle brackets. Example:

To create a user, type the following:
add user <user_name>

In this example, you must supply a name for <user_name>.
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Table 2 Text Conventions (continued)

Convention Description

Commands The word “command” means that you must enter the command either

exactly as shown or with associated parameters and then press Return
or Enter. Commands appear in bold. Examples:

To edit a user, enter the following command:

set user <user_name>
password <password>

To display all IP addresses, enter the following command:

list ip addresses

The words “ENTER”  When you see the uppercase word “ENTER” in this guide, press the
and “type” Return or Enter key. Do not press Return or Enter when an instruction

simply says “type.”

Words in italics Italics are used to:

» Emphasize a point.
« Denote a new term at the place where it is defined in the text.

» Identify CLI command parameters and chapters in this manual.
Examples:

See Chapter 11: Command Reference.
Supply the IP address parameter ...

Related The following documents are included in the HiPer ARC documentation set. To
Documentation order additional copies, contact your sales representative.
m HiPer ARC 4.1 NAC Getting Started Guide
This card offers instructions to install and set hardware parameters on the HiPer
ARC 4.1 NAC.
m HiPer ARC ATM NIC Getting Started Guide
This card offers instructions to install and use the ATM NIC.
m HiPer ARC Manager(HARM) - Windows Quick Reference Card
This card offers quick and easy instructions to install and use HARM on a
Windows system.
m HiPer ARC Manager - UNIX Quick Reference Card
This card offers quick and easy instructions to install and use HARM on a UNIX
system.
m HiPer ARC Manager - Windows Online Help
This software is included in HiPer ARC firmware for use on a Windows system.
m HiPer ARC Manager - UNIX Online Help
This software is included in HiPer ARC firmware for use on a UNIX system.
m HiPer ARC 4.1 Release Notes

These notes provide information about the 4.1 system software release,
including new features and bug fixes. They also provide information about any
changes to HiPer ARC’s documentation.



Year 2000 Compliance  Xix

m Total Control Hub 3.5 System Overview

This guide describes how Network Interface and Application cards interact on
the Hub.

m Total Control Hub 3.5 Installation Road Map

This quick start card outlines the steps needed to get components of the Hub
installed.

m Total Control Hub 3.5 System Install Troubleshooting Guide

This guide details information about how to troubleshoot Hub installation
problems.

m Total Control Cabinet Getting Started Guide

This guide describes how to set up hardware components of the Total Control
Hub.

Year 2000 Compliance

For information on Year 2000 compliance and 3Com products, visit the
3Com Year 2000 Web page:

http://www.3com.com/products/yr2000.html

Contacting 3Com
Carrier Systems

ig

Use this chart as a reference when you need to contact 3Com Carrier Systems.

Contacting 3Com Carrier Systems

3Com Corp. - 5400 Bayfront Plaza - P.O. Box 58145 - Santa Clara, CA -
95052-8145

Internet http://www.3Com.com

Internet Customer Support http://totalservice.usr.com

Sales 1-800-877-2677

Technical Support 1-800-231-8770

(U.S. and Canada) 7 am. to 8 p.m. CST
Monday-Friday

Technical Support 353-1-205-7700

(Europe, Middle East, Africa) 9am.to7 p.m. CET
Monday-Friday

Technical Support 1-847-797-6600

(all other location) 7 am. to 8 p.m. CST
Monday-Friday

ISDN support 1-800-877-ISDN

The warranty that applies to this product is contained on the CD-ROM included
with the product. Instructions to view and/or print the warranty can be found
on the CD-ROM packaging.
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OVERVIEW

This HiPer ARC Product Reference provides a basis for using the HiPer Access
Router Card in 3Com’s Total Control Enterprise Network Hub. HiPer ARC is a
Network Applications Card (NAC) providing terminal server and remote access
services, via analog and digital modem connections in a multi-protocol
LAN/WAN networking environment.

The HiPer Access Router NAC is compatible with the PCI Dual 10/100 Base-T
Ethernet and DS3 ATM NIC.

What’s New with HiPer ARC v2 encompasses all the functionality of the previous release, and
HiPer ARC v2 more. This section provides a brief overview of these new features. An in-depth
description of each item can be found in subsequent chapters.

New features include:

m Full IPX support

m |[PX unnumbered networks

m Variable IPX RIP/SAP timers

m  Multiple FLASH configurations

m TFTP client support

m Tap to monitor port traffic

m Layer 2 Tunneling Protocols (L2TP) support

m Point-to-Point Tunneling Protocol (PPTP) support
m  Multilink PPP Interspan Protocol (MPIP) and Virtual Tunneling Protocol (VTP)
m [P Multicasting (IGMPv2)

m [P Address spoofing (Reported IP Address)

m EAP client

m TACACS+ support

m RADIUS enhancements

m Local DNS host rotation and authentication

m Call session statistics

m Chat scripts

m  ATM support on the PCI ATM Network Interface Card
m FLASH File System MIB

m PPP startup messages

m RADIUS monitor
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Full IPX Support

IPX Unnumbered
Networks

Variable IPX RIP/SAP
Timers

Multiple FLASH
Configurations and
Boot Images

TFTP
Configuration/loading

Tap to Monitor Port
Traffic

Layer 2 Tunneling
Protocols (L2TP)

m  Automatic RADIUS filter (support RADIUS 3.x filters)
m Dynamic Slot Assignment

Each new feature is summarized on the following pages.

Refer to Chapter 11: Command Reference, for commands about each feature.

IPX is supported on LANs and for dialup pPPP users.

networks are enabled with largely the same support given IP networks.

HiPer ARC supports any given dial in or dial out port to use a single network
number. HiPer ARC provides a single global IPX network address. The node
address for each IPX client can be accepted from the client or assigned by HiPer
ARC if a client is unable to do so.

Variable timers for IPX RIP and SAP are supported to reduce periodic updates
and produce tariff savings. These are configurable on a per network basis.

HiPer ARC can take a “‘snapshot' of an operating system configuration. This
function ““packages'* the full system configuration as well as operation images
in a file that can be stored in FLASH memory. At the direction of the
administrator, the system can be requested to reboot using a ““bulk
configuration™ file stored in FLASH.

The stored configuration can then be installed on top of an existing
configuration and the system rebooted. The file remains in local storage.

HiPer ARC now supports TFTP client as well as TFTP server software to retrieve
configuration files from another system. A table is maintained and used at boot
time to retrieve the desired configuration files.

This debugging tool records all traffic on a port or modem group and transmits
it to the Console or a SYSLOG host. It’s helpful to interpret raw data and display
it in hexadecimal, ASCII or clear text format.

This tool records and displays raw data - similar to that provided by a protocol
analyzer - before and after a call is connected and up to the point where a call
is terminated on a user, interface or next session basis.

HiPer ARC can originate or host Layer 2 Tunneling Protocol (L2TP) sessions,
which allow Virtual Private Networks (VPNs) to be established to other L2TP
Network servers. HiPer ARC provides:

m L2TP Access Concentrator (LAC) support for incoming and outgoing calls
m PPP framing
m L2TP Network Server (LNS) support



Point-to-Point Tunneling
Protocol (PPTP)

Multilink PPP Interspan
Protocol (MPIP) and
Virtual Tunneling
Protocol (VTP)

IP Multicast Forwarding

Reported IP Address

PPP EAP Client
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HiPer ARC can originate or host Point-to-Point Tunneling Protocol (PPTP)
sessions, allowing Virtual Private Networks (VPNs) to be established with
Windows NT Remote Access Servers (RAS) servers. HiPer ARC can support up to
8 NT RAS servers running PPTP sessions, which are saved as a global list in the
FLASH file system. PPTP on HiPer ARC polls the list trying to establish tunnels
with each server until a connection is made or the list exhausted.

Additionally, each local user and modem interface can connect up to 8 hosts in
a port/user specified list, also saved as a list to FLASH.

HiPer ARC also offers PPTP support over incoming and outgoing ISDN/analog
calls, including all protocols supported under ISDN that can carry PPP (v120,
v110, 56Kk, sync, etc) connections. RADIUS also supports PPTP calls because it
authenticates incoming calls based on DNIS/ANI data passed to the RAS server.

HiPer ARC utilizes the Multilink PPP Interspan Protocol (MPIP) along with its
proprietary tunneling protocol, VTP, to support incoming multilink PPP sessions
where the links terminate on more than one HiPer ARC.

This is accomplished by MPIP re-combining MLPPP packet fragments at one
endpoint router even though the links of a bundle are physically connected to
different routers.

An MPIP control server residing on any HiPer ARC server located on the network
keeps track of bundle owners and links, informing the client (the HiPer ARC to
which the link is physically connected) who the bundle owner is. With that
information in hand, the client establishes a secured VTP tunnel with the bundle
owner HiPer ARC. The client uses this tunnel to transfer data on the MPIP link
to the bundle owner HiPer ARC, and vice versa.

HiPer ARC provides full (host functional) IGMPv2 support including multicast
registration request and proxy for clients. Specifically, it offers:

m Joining multicast groups over LAN and WANSs
m  Multicasting group memberships over the LAN
m  Maintenance of group member lists for adjacent hosts

m Forwarding of multicast packets from the LAN to one or more HiPer ARC
WAN clients, or vice versa

HiPer ARC supports unnumbered links by assigning a globally selected IP address
as the local IP address for a WAN link. If this global IP address is set to zero
then the LAN IP address is used.

Administrators can set the global IP address to the same value across multiple
platforms on the same network. For example, HARC1, HARC2, and HARC3 are
HiPerARCs configured with the same internal address - 1.1.1.1. If one or more
PCs dial in, no matter which HiPer ARC they physically dial into, the remote
address (1.1.1.1) appears the same.

HiPer ARC supports the new PPP authentication protocol EAP (Extensible
Authentication Protocol) for use with RADIUS.
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TACACS+ support

RADIUS enhancements

Local DNS Host Rotation
and Authentication

Call session statistics

Chat scripts

HiPer ARC now supports the authentication, authorization, and accounting
functionality of TACACS+.

m Authentication - determines who a dial-up user is and if that user should
have access to the network, the access server or HiPer ARC.

m Authorization - determines what services a user has access to once a
connection has been established. Authorization does not (but usually does)
necessarily follow authentication. Authorization allows users to be mobile.
Mobile and temporary users (portable users with modems in hotels and
tele-commuters with modems or ISDN connections at home) can connect to
the closest local connection and still have the same access privileges of their
local networks.

m Accounting - collects information about what a user is doing and when for
billing and security auditing purposes. Billing data includes connect time, user
ID, location connected from, start time, and stop time. Billing information
also identifies the protocol that the user is using and may contain commands
being run if users are connected through NAS shell and TELNET.

The RADIUS Configurable PPP Compression Protocol is now supported, allowing
a RADIUS Server to return the compression protocol type for each user in the
Access-Accept message. Also, support for a DNS/RADIUS Server is available. It
works by HiPer ARC querying a DNS server for a RADIUS server to use for a
given user. This option is globally configurable.

NETServer 3.x RADIUS filter rule handling is now supported. If RADIUS returns
an Authentication-Response, we support NETServer 3.x and HiPer ARC formats.

HiPer ARC supports DNS host rotation and authentication in an external security
server, using the responses from DNS or the authentication server. The feature
includes three different components:

m The DNS Client supports DNS responses with multiple entries in the RR
record (multiple IP addresses for a given name). At least the first 40
addresses are saved in the cache.

m When a login user is created, a host name can be assigned to the user as a
destination. The name entered is not resolved at the time the name is
entered, but rather the name is saved in the user profile.

Once a user logs in, a DNS lookup occurs to get the list of addresses
associated with the name. From these addresses a primary followed by eight
alternate servers is built.

m A global switch allows randomization of IP addresses when returned as
primary and alternate addresses. This allows each user to potentially connect
to different hosts creating a type of load balancing.

HiPer ARC provides a set of session statistics per port which are reset at the
outset of every call to provide error statistics on a per-call basis.

Chat-style scripts can be used to support dial in users, including setting up a
TELNET session, reporting IP and gateway addresses, and runtime errors, setting
time-outs, and disconnecting calls. HiPer ARC supports chat scripts locally as
well as remotely for RADIUS users.



ATM support on the PCI
ATM Network Interface
Card

Embedded SNMP
Version 1 agent

PPP startup messages

RADIUS monitor

Dynamic Slot
Assignment
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HiPer ARC supports the drivers, protocols, and network management for ATM
on the PCI ATM NIC as well as a separate binary image for ATM and Ethernet.
ATM support includes permanent virtual circuits (PVCs) over ATM using RFC
1483 encapsulation, IP over ATM using RFC 1577 for PVCs and SVCs, UNI 3.0
and 3.1, and ILML.

More information can be found in the Total Control ATM NIC manual.

HiPer ARC contains an embedded SNMP Version 1 Agent. All parameters and
statistics are available as SNMP objects. Whenever possible, standard MIBs are
supported such as MIB Il, IPX MIB, Ethernet MIB, and many others.

Objects that are 3Com-specific are described in our proprietary MIB -
usr_hiper.mib, a text file which is included in the HiPer ARC binary on the
distribution CD-ROM. MiIBs can also be obtained from 3Com’s TotalService
Website at http://totalservice.usr.com.

A message string can be displayed at a client’s terminal when a PPP connection
is established in HiPer ARC. Also, the HiPer ARC’s local (server’s) IP address and
remote (client’s) IP address can be shown.

HiPer ARC supports monitoring of realtime RADIUS activity. This feature
monitors: all RADIUS packets transmitted or received by HiPer ARC, all RADIUS
authentication or accounting packets sent or received by HiPer ARC, a specific
RADIUS user, the next session that starts up, or all RADIUS packets sent to or
received from a specific server.

HiPer ARC supports dynamic slot assignment (DSA) in the Total Control Hub for
static load balancing and hot-standby fault tolerance. DSA is an algorithm in the
Network Management Card (NMC) which periodically polls chassis application
cards for slots which support DSA. The NMC summarizes the information
received and forwards that data to each HiPer ARC, and on the basis of that
data, computes statically load-balanced slot assignments. New assignments are
made every time a modem or application card is removed from, reboots, or is
inserted into the Hub.

Also with idle mode rebalancing, modems are periodically rebalanced between
application cards when no calls are up on the modem card.
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HiPer ARC
Applications

IP Terminal Service

HiPer ARC is a multi-protocol, dial-up router and terminal server commonly
described as a remote access server. The Hub performs four basic applications:

m |P Terminal Service

m Network Dial-in Access
m Dial-Out Access

m LAN-to-LAN Routing

Also, HiPer ARC provides many administrative tools for security including packet
filtering, remote management, and a host of utilities for troubleshooting.

HiPer ARC provides network access for dumb terminals or computers that
emulate dumb terminals. So, remote terminals can log into an IP host on HiPer
ARC’s local network as if they were physically connected to it.

To do this, HiPer ARC receives TTY terminal output over a dial-up line. The ASCII
data stream from these remote terminals is converted into a virtual terminal
protocol (TELNET or Rlogin) and a session is established with a host to provide
an IP terminal service connection on the Total Control Hub’s local network. Since
the connection is bi-directional, the terminal can also receive the host’s
responses.

HiPer ARC offers extensive access security, dialback, and substantial
configurability for terminal service connections. See Figure 1 below.

TTY (Terminal) Data
Total Control

Hub with

Remote Office HiPerARC

Mobile User

Figure 1-1 IP Terminal Service Topology



Network Dial In Access
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HiPer ARC provides dial-in network access for remote users. Remote networked
users can dial in and attach to the local network as if they were local nodes.
These connections can be maintained continuously or established on an
on-demand basis and disconnected when not needed.

Packets transmitted over the dial-in connection are encapsulated using either of
the following protocols:

m PPP (Point-to-Point Protocol)

m SLIP (Serial Line IP Protocol)

When received by HiPer ARC, the packets are forwarded from the remote user
to the LAN and back again.

HiPer ARC offers access security, dialback, and substantial configurability for
dial-in network connections. See Figure 2 below.

Internet

Total Control )
Hub with -
PPPorSLIP |0 O RC :
Remote Office tPer

User

Mobile User

Server

RADIUS
. Server

Figure 1-2 Network Dial In Topology
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Dial-Out Access Chassis ports (modems) can be accessed by PCs and workstations on a local IP
network to provide dial-out service. HiPer ARC can also create pools of modems
that can be used by local hosts on a first-come, first-serve basis.

To do this, HiPer ARC allows the host to establish a virtual terminal session with
the modem. The host can then interact with the modem’s command line and,
from there, dial out.

On a UNIX host, a pseudo TTY driver can be installed that allows the host to
interact with this virtual terminal connection as if it was actually a serial port.
This makes the modem appear to be directly connected to the host.

Dial-out service allows network users to send faxes, connect to Bulletin Board
Systems (BBS) or information services such as AOL, or access the Internet over a
dial-up PPP connection. LAN users require a NCSI-compatible communications
application to access Hub modems.

Consult Chapter 6: Network Dial-Out Access, for more information. See Figure 3
below.

Total Control
Hub with

Dial-Out Modem HiPerARC

CETEEEEEFEEFER R P

Figure 1-3 Dial-Out Topology
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HiPer ARC performs dial-up routing over a PPP connection between facilities
(SLIP is not supported at this time). This occurs when one device dials up
another and logs in as a user. See Figure 4 below.

Connections can be set up in a number of ways: manual, on-demand, timed, or
continuous and connections configured to use various routing and protocol
parameters. HiPer ARC is also capable of establishing additional connections to
increase bandwidth automatically when traffic increases.

N N
LAN A LAN B

8

[ IR AR (G KRHNLNHHralgl

Total Control Hub B

ERTEEPRE R R
Total Control Hub A

Figure 1-4 LAN-to-LAN Routing Topology

HiPer ARC supports IP packet filtering in both the inbound and the outbound
directions of ports, users, and dial-out locations. Packet filter configuration is
discussed in detail in Chapter 9: Packet Filters.

HiPer ARC’s command line includes an assortment of utilities for troubleshooting
connections including:

m The ability to manually dial a location to test connectivity

m The ability to use TELNET, Rlogin or ClearTCP to establish a session with
another host from HiPer ARC’s command line.

m  UNIX-like troubleshooting commands including ping and traceroute for
debugging IP connections.

These commands are described in Chapter 10: Administrative Tools and
Chapter 11: Command Reference.
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Total Control Hub
Overview

System Components

The Total Control Hub is designed to be a powerful data communications
platform that can support a broad variety of applications. The applications that
can be accommodated are governed by Network Application Cards (NACs) such
as HiPer ARC and Network Interface Cards (NICs) that are installed in the chassis
midplane.

NACs are intelligent data processors and routers, communicating over the
midplane to provide a full-duplex connection with external networks. NICs
provide the physical network interface.

Local Area Network
or
Wide Area Network

or
Packet-Switched
Network

/[ Modem
Data Lines:
(RS-232, Ethernet)

WEE

S—IModem

EEEREREREEEREES

Analog or Digital
Phone Lines

Figure 1-5 Total Control Hub Configuration

Figure 5 illustrates the capabilities of the Total Control Hub. This system provides
modem management through the Total Control Manager/SNMP software and a
Network Management Card (NMC). The NMC has a rear-mounted NIC, and
must always occupy the right-most slot in the Total Control chassis (i.e., slot 17
in the Hub).

The basic configuration of a Hub consists of:

« One 19-inch chassis, or card cage, containing a high-speed, multi-layer
midplane across the length of the chassis

« Up to 16 front-loaded Network Application Cards (NACs) including one or
more HiPer ARCs, and their associated rear-loaded Network Interface
Cards (NICs) including Quad or High Density Modem (HDM) cards

« One front-loaded NMC NAC, with its rear-loaded Network Interface Card
(NMC NIC)

« One or two front-loaded Power Supply Units (PSUs); the second PSU
available for redundancy

« Fan tray (required)
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Figure 1-6 Total Control System (Top View)

Chassis Midplane

The heart of the Total Control chassis is its high-speed, multi-layer midplane,
which spans the width and height of all card slots. The midplane provides
seventeen connectors on the front for the NACs and the NMC, and an equal
number of NIC connectors on the rear. The midplane provides multiple data
buses that enable NACs to communicate with each other and the NMC.

Midplane Data Buses
Management Bus

The Management bus consists of the NAC Management bus and the NIC
Management bus.

The NAC Management bus provides dedicated, full duplex, 512 Kbps serial
channels that run from the NMC slot to each of the NAC slots. This lets the
NMC configure installed cards, query status, issue commands, perform tests,
and download software to the NACs.

The NIC Management bus provides a common serial channel from the NMC to
each NIC, and an individual dedicated serial channel from each NIC to the NMC.
This bus operates at 9600 bps and lets the NMC manage the network interface
directly.
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Packet Bus

The Packet bus, which allows inter-card communications between all NACs in
the chassis, spans all but the last slot.

The NMC, located in slot 17 in the Hub/16 does not have access to the Packet
bus. The Packet bus is a 10 MHz, 32-bit wide parallel bus that is used between
packet-oriented devices.

The High Performance Access Router card’s primary use of the packet bus is
exchanging data with the Quad or High Density Modems NACs. To do this,
HiPer ARC forms a virtual serial connection to each modem over the packet bus.

TDM Bus

The TDM (Time Division Multiplexed) bus carries traffic between circuit-switched
devices, such as a T1 Card and a digital modem. The TDM bus consists of
multiple TDM highways passing synchronous serial data, providing 64 Kbps time
slots.

How HiPer ARC works with modems

Although HiPer ARC talks to the chassis modems over the packet bus, it
interacts with them as serial devices. Virtual serial ports (modems), are created
using the packet bus. This allows a quad modem NAC to be configured and
used by the unit as if they were four ordinary serial modems attached to a serial
port.

Analog Modem HiPer ARC

SR

(Packet bus emulating R [W:Rahatics | Rebetics
RS-232 serial port) S 8 S

Analog Lines

Figure 1-7 View of the chassis virtual ports routing through an Analog Quad Modem

When used with a T1 or E1 card, calls are routed through a Digital Quad
Modem NAC rather than the analog Quad NAC shown in Figure 8.
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Figure 1-8 View of the chassis virtual port routing through a Digital Quad Modem

The configuration of these virtual ports determine what applications the
attached modems can be used for. For example, virtual ports used for terminal
service are configured as Login user ports.
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HIPER ARC SETUP

This chapter describes what to do now that you are initially acquainted with
HiPer ARC functionality. Read the following sections appropriate to your needs
and skip the rest. The sections covered in this chapter are:

» System Administrator Requirements

= Accessing the Configuration Interface

« Command Line Interface Conventions

» Hardware Setup

» Security Configuration Advisory

» Configuring with Quick Setup

» Setting Up the System Manually

« Configuring a Manage User

» Manually Configuring the WAN Interface
» Configuring Static Routes

» Configuring Two HiPer ARCs on the Hub

System
Administrator
Requirements

TCP/IP Reference
Material

This document assumes you’re familiar with IP/IPX networks. TCP/IP information
is available from a variety of sources, some of which are described below.

If you require the assistance of a qualified professional, consult your nearest
authorized 3Com reseller for advice. For a service fee, 3Com also offers
qualified engineering assistance on site. Contact Product Support at (800)
231-8770 for more information.

The network manager is typically responsible for devising an addressing strategy
appropriate for the size and growth potential of the network. We recommend
the following reference book for TCP/IP:

Comer, D.E., Internetworking with TCP/IP Volume I: Principles, Protocols and
Architecture, Prentice-Hall, Englewood Cliffs, New Jersey, 1995.

You must obtain registered addresses from the Internet’s Network Information
Center (InterNIC) for IP machines and networks that will be attached to the
Internet. InterNIC can be contacted at the following address and phone number.

Network Solutions

InterNIC Registration Services
505 Huntmar Park Drive
Herndon, VA 20170
1-703-742-4777

The InterNIC Website is: http://ds.internic.net
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For networks with only a few IP machines, you may be able to contact your
local Internet access provider and let them handle the details.

Accessing the
Configuration
Interface

Establishing
Communications with
HiPer ARC

Automated Quick Setup
Programs

This section explains how to attach to the configuration interface locally via the
Console port. You may also do so remotely via the HiPer ARM (Access Router
Manager), the Windows-based GUI provided in your package.

Depending on your type of computer, your terminal emulation communications
settings should be set to:

« 115,000 baud

. 8 data bits
= NO parity
= 1 stop bit

. direct connect

The Console port baud rate is configured on HiPer ARC via DIP switches. See
Appendix C: LEDs and Switches for more detailed information. Also, be sure
that a null modem is used to connect your PC with the HiPer ARC Console port
and the cable has carrier capability.

IBM-PC Compatible Computers

Windows Terminal (included with Microsoft Windows) and Procomm Plus are
popular communications packages which support VT100 terminal emulation for
IBM-PC compatible computers. HyperTerminal, bundled with Windows 95, also
supports terminal emulation.

UNIX-Based Computers

Kermit, minicom and tip are typical terminal emulation programs for UNIX-based
computers. Depending on the platform you’re using, you may need to modify a
configuration file for VT100 settings.

As an alternative to manual configuration described in the manual, HiPer ARM
offers two easy, automated configuration programs (see below) to quickly and
efficiently get your unit up and running.

HiPer ARM Setup Wizard

A Setup Wizard is built into our Windows-based HARM, which can be accessed
remotely (without hooking up the Console port) and does not require using the
Command Line Interface (CLI). We recommend this program for its graphical
user interface (GUI) and means of configuring your unit via SNMP.

Be aware that if you want to use HARM, you must first access the NMC or CLI
and begin minimal configuration by adding an IP address and SNMP community
for HiPer ARC before returning to HARM for additional system configuration.
See the HARM/NMC documentation for easy setup.

Quick Setup (CLI)

HiPer ARC’s automated Quick Setup program provides user-friendly
configuration on the CLI. It performs simple setup of your entire system or
selected functions. Simply answer the mostly yes or no queries and the program
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does the rest. It is accessed automatically upon installing your hardware and
turning on the Hub. If you prefer, you have the option to start configuration in
Quick Setup and continue in HARM.

The Quick Setup program is designed for initial setup only. When setup is done,
this one-time program will alter your configuration files, which Quick Setup
cannot edit. So, if you make an error and need to restart, issue the delete
configuration command to reboot and return to factory defaults.

Command Line
Interface
Conventions

The HiPer ARC CLI is an interactive, prompt line application that lets you view
information and set system parameters. This section provides general
information about CLI command conventions and usage.

Most commands are not case sensitive

You can type most commands and parameters in upper or lower case except for
the <name> value which requires typing the correct case. The Kill <process
name> command is case sensitive though.

Many commands are position independent, multi-tiered and have
keywords

Multi-tiered commands let you type the base command (e.g.: set interface)
and implement associated parameters (filter_access, input_filter, etc.). Position
independence does not require all parameters to be specified at once, nor in
sequence, to work. But typing a keyword in the base command such as
network in set ip network is mandatory to enable the command.

You can abbreviate commands

Shorten most commands and command options by typing the first few letters
that distinguish that command from any other. For example, while the full
command is list tcp connections, type only type li tc to invoke it.

An error message displays if you type an ambiguous abbreviated command.

Double quotations distinguish text strings

Add white space or special characters to a string by wrapping it in double
guotes.

Command syntax and CLI rules

This document uses the following CLI command syntax conventions:
« Keywords are in bold text. For example: ping

» Values following keywords are in brackets. For example: [interval]

= Values that are position dependent and do not have keywords are in carets.
For example: <ip_address>. Some of these parameters are required and
some are not. Required values are displayed in the CLI when querying a
command (typing a question mark) or upon issuing a command where
required values were omitted.
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» Position independent arguments display vertically after the command, e.g.:

set dns
domain_name <name>
number_retries <1-5>
timeout <5-125 seconds>
= A vertical character between parameters indicates a choice of options, e.g.:

<yes | no>

= A series of commas between a set of choices indicates multiple options, e.g.:

[login,network,callback,dial_out,manage,location]

Command completion

Finish spelling a unique, abbreviated command parameter by pressing the TAB
key. It’s helpful to speed up input or verify a command value.

For example, if you type add ip n and press TAB, command completion spells
out the keyword network without losing your place in the command syntax. If
the keyword is not unique, you will get an error message.

Command retrieval

Recall an earlier command by pressing Ctrl p or advance to the next command
by pressing Ctrl n. Command retrieval consults the history of previous
commands entered, defaulting to the last 10 commands. Change the depth of
the buffer holding command history by issuing the set command history
command. Issue the history command to view current depth and a list of your
last issued CLI commands.

Command reprint
Redisplay what you typed before pressing the ENTER key by pressing Ctrl .

Command Line Editing

Command line editing offers these options: Ctrl b or left arrow retreats one
character; Ctrl ¢ closes a CLI process; Ctrl f or right arrow advances one
character; ESC b retreats one word; Esc f advances one word; Ctrl a advances
to the beginning of a command; Ctrl e retreats to the end of a command, Ctrl
d or Ctrl k deletes the selected character.

Paused (--More--) output display

When HiPer ARC outputs more information than your screen can accommodate,
you can invoke a ““more” pager for one more line or page of output or cancel
the request. It works as follows. At the point on your screen where output
breaks (-- More --), pressing:

» ENTER or Ctrl m - produces one more line of output

» ESC - produces one more page of output

= q or Ctrl c - cancels the output request

Two commands enable page breaks for commands which display long text

output: list, show, et al. One command runs globally (for all HiPer ARC sessions)
and the other locally (for the current session) They are:



enable command global_terminal_settings_page_breaks
enable command local_terminal_settings_page_breaks
» The following command varies the number of rows output to your screen:

set command global_terminal_settings_rows

Using general and positional help

HiPer ARC includes general and positional help to assist you in determining the
proper command syntax.

For general help, type the following command:

help <any command>
A cursory list of associated commands and their proper syntax is provided.

Positional help is available when entering a command by typing a question mark
( ?) after the command. The CLI displays possible completions and returns the
cursor to the point in the command before you entered the question mark.

First disable, then delete objects

Some delete commands require that you first disable the object or function.
Deleting an IP network, for instance, first requires that it be disabled. But if you
issue the reconfigure ip network command, HiPer ARC will automatically
reconfigure network parameters of any established static IP LAN network. This
command changes network parameters without you having to remove the
router from service.

Saving changes

Save changes using the save all command. It is important to remember that
most commands may be accepted when entered, but not necessarily saved
across reboots until you use the save all command.

Running and stopping processes

HiPer ARC encompasses many standard processes. These processes are
transparent to the user but administrators can run them issuing the do
command, or end them using the kill <process name> command. This is useful
for diagnostic or test purposes. Refer to Chapter 10: Administrative Tools for
more information.

Using network services

The following network services are provided:

» ClearTCPD - a daemon enabling ClearTCP access to a modem group

= SNMPD - an SNMP agent utilizing the UDP protocol

» TELNETD - a TELNET daemon to access either the CLI or a modem group

» TFTPD - a TFTP daemon utilizing UDP on the server side of the network to
access files

» DialOut - a supported PPP connection to an IP host
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Using add and set commands

Issue add and set commands to set and change system parameters. These
matched commands are functionally related, but also differ dramatically. Table
entries such as user, interface, network, etc., require the add command to set
initial parameters. Then use the set command to edit those parameters.

Using list and show commands

Issue list and show commands to view table entries or detailed table entries.
The list command displays a list of table entries only, while the show command
displays information about a single line in a table or a set of scalars (non-table
items). The show all commands display all parameters for all entries in tables
associated with particular commands.

Rebooting

In general, rebooting is rarely required but changing settings on the fly can
sometimes cause inconsistent behavior in HiPer ARC. So, if you edit your
configuration and want to ensure the changes are accepted, save your work
using the save all command and issue the reboot command. A more flexible,
feature-rich alternative employs the Boot Configuration menu to retrieve a
configuration from FLASH memory or a network source as well as provides a
host of other options.

Switching between RADIUS and TACACS+ requires a reboot.

Hardware Setup

Please consult the HiPer ARC NAC Hardware Installation Guide included in your
package for hardware setup and configuration.

Security
Configuration
Advisory

A

Password Protecting
adm

HiPer ARC is configured with an administrative user named adm which has no
password. This allows remote access via TELNET. To ensure security on your
system, use the Command Line Interface to either:

» add a password to the adm user, or

» add a new administrative user and then disable adm

CAUTION: If you intend to perform a NETServer to HiPer ARC upgrade,

complete the upgrade first. The NETServer to HiPer ARC Upgrade program
requires an adm user without a password.

To password protect adm:

1 Type the following text, making sure to fill in the desired password:

set user adm password <password_text>

2 Press ENTER.
3 Type:

save all

4 Press ENTER.



Adding a New The alternative to password protection is to add a new user and then disable
Administrative User adm. However, be sure to add the new administrative user first and then disable
And Disabling adm adm only after you save the newly added user.

To add a new administrative user and disable adm:

1 Type the following text, making sure to fill in the desired user name and
password:

add user <user_name> password <password_text> type login,manage

2 Press ENTER.
3 Type:
save all
4 Press ENTER.
5 Type:
delete user adm
6 Press ENTER.
7 Type:

save all

8 Press ENTER.

Using Quick Setup If you're not performing a NETServer to HiPer ARC upgrade and you want to
use the Quick Setup program, type the following.

_quicksetup

Then press ENTER.
For more information about Quick Setup, see Chapter 2: HiPer ARC Setup.

If you have any further questions, please contact the NETServer Trade Up Help
Desk at 1 (800) 373-7367 or the email address hiperarcupgrade@3com.com.

A WARNING: in consideration of providing the password protection directions
above, you are accepting the following disclaimer: 3com Corporation hereby
disclaims and shall not be liable for damages of any kind, whether direct,
indirect, special, consequential, or punitive, or for loss of revenue or profits, loss
of business, loss of information or data, or other financial loss arising out of any
event in which an unauthorized party accesses your system for any reason.

Configuring with If you've set up your hardware, you're ready to begin software configuration.
Quick Setup

When using the CLI to configure your HiPer ARC, we recommend the Quick
Setup program to get your unit up and running fast. This CLI program
incorporates a Wizard to help you step by step through the process. A script of
the Quick Setup follows - use it to jot down information you’ll need to know.

b If you do not want to use Quick Setup, skip to Setting Up the System Manually.
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Power on the Total Control Hub.

In a few moments, after your screen has registered system initialization, it will
load the bootrom and display the following message:

BOOT PROM Version 1.15 (Built on August 23rd, 1998 at 12:24:24)

For the following few seconds, new code can be downloaded but that is
unnecessary at this point in first-time configuration. After HiPer ARC loads the
kernel and enables several processes, this Boot Configuration menu appears:

HiPer Access Router Boot Configuration

1. Boot mode :FLASH
2. IP Configuration Source :STATIC
3. Boot IP Interface eth:1
4. Boot IP Address :149.112.217.148
5. Boot IP Default Gateway :149.112.217.254
6. Boot IP Network Mask :255.255.255.0
7. TFTP Image on Startup :NEVER
8. TFTP Boot Server IP Address :149.112.213.1
9. TFTP Boot Image File Name :ne040001.dmf
10. Crash upload :DISABLED
11. Crash Dump Upload Filename
12. Manufacturing Diagnostics :NONE
13. Delete Router Configuration :NO
14. Delete Boot Configuration :NO
15. Command Line Parameters
E Exit :

Enter Choice [E]

These items let you configure parameters for system booting upon normal
power up, after a system crash or to simply test the system - all unnecessary
options at this point in first-time configuration.

For more information on the Boot Configuration Menu, see Chapter 10:
Administrative Tools.

To proceed, you can type Esc and press ENTER or simply wait until the menu
times out and the HiPer ARC prompt appears with the following screen - the
actual Quick Setup script.

Underlined spaces have been added to the script to allow its use as a

b worksheet. Text in parentheses and italicized indicates a text annotation. If you
are reading this section before actually configuring HiPer ARC, we recommend
jotting down configuration information here before actually running the
program to facilitate setup. Bracketed text [xxx] indicates the default value.

HiPer> Welcome to Quick Setup

The HiPer Quick Setup will let you set up simple configuration for your whole
system or different portions of the system.

Do you want to continue with HiPer Quick Setup?



There are two ways to proceed: You can set up only the basic configuration,
which will allow you to continue with the Windows-based Access Router
Manager. Or you can configure a simple configuration for IP and IPX.

Do you want to configure only enough to use the GUI based system [yes]?
(If you pressed yes to the previous question, the script will continue with Quick

Setup Identification information. If you pressed no, the script will continue with
the next question below).

Please answer the following questions with "'yes™ or "'no" to indicate which
portions of the system you want to configure.

When Quick Setup displays a question it will display a default answer in square
brackets, like "'[yes]". If you simply press enter, this is the answer that will be
used for you.

Network management [yes]?

IP [yes]? __

IPX [yes]?

Quick Setup Identification information

>>> Enter the name of your system [ ]:
>>> Who is the system contact person [ ]?
>>> Where is this system located [ ]?

Quick Setup Management information

You can set up your system to require a user to log in via the console or leave it
so that the console is always in command line mode.

>>> Do you want a log in required at the console [n0]? ____

(IMPORTANT: If you desire login at the console, after Quick Setup is completed,
maintain system security by configuring an idle timeout for Console login. If you
do not set this value, the console will remain connected until the first HiPer ARC
reboot. The commands to issue following Quick Setup are:

set command idle_timeout [1-60 minutes] ENTER
save all ENTER
If you do not require a console login, continue below.)

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no, the script will continue with: ”Do you
want to be able to manage the system via SNMP...”).

You will need a user configured in order to log in at the console.
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>>> What user name will be allowed to manage this system [administrator]?

>>> What password will be used for this user [administrator]?
>>> Do you want to be able to manage the system via SNMP [yes]?

(If you pressed yes to the previous question, the script will continue below. If
you pressed no, the script will continue with: "Do you want to allow command
line management via TELNET ...”).

An SNMP community names a group of systems that can manage your system
via SNMP. It is a rudimentary form of security.

>>> What SNMP community will manage this system [public]?

Along with a community name, you need to give the IP address of the system
using that community. ““0.0.0.0” means any system.

>>> What is the address of the management station [0.0.0.0]?

You also need to specify if this community can only read information, or read
and write information.

>>>Can this community change management information [yes]?__
This completes the section on SNMP management configuration.
>>> Do you want to allow command line management via TELNET [yes]? __

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no to the previous question, the script will
continue with: Do you want to set up the syslog daemon ...”)

>>> Do you want to set up the syslog daemon [no]?

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no, the script will continue with: “Would
you like to set up radius accounting ...”).

>>> What is the ip address of the syslog [ ]?
What level of information do you want logged to the syslog?

It must be one of the following: "common®,

unusual®, *critical.
>>> What level of logging do you want [critical]?
>>> Would you like to set up radius accounting [yes]?

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no, the script will continue with: “Would
you like to set up radius authentication ...”).

>>> Enter the IP address of the primary radius accounting server [ ]?



>>> Would you like to set up radius authentication [yes]?

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no, the script will continue with: “Would
you like to use NMC chassis awareness ...").

>>> Enter the IP address of the primary radius authentication server [n.n.n.n]?

>>> What is the shared secret with this server [ ]?
>>> Would you like to use NMC chassis awareness [yes]?

Quick Setup IP information

IP configuration for LAN interface eth:1

The HiPer uses a network name to identify the network for future management
commands.
>>> Enter the network name of your IP network [ip]:

>>> Enter the IP address [ ]:

The IP mask can be specified as a class (**A™, *'B", or "'C"), the number of one
bits in the mask, or as an address in the format 255.x.x.x

>>> What should the mask be set to [C]? __

You need to specify the framing for the IP network. It should be either
“ethernet_ii"" or "'snap"'.

>>> What is the framing for the IP network [ethernet_ii]?
>>> Do you want to set up a default gateway [yes]? __

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no, the script will continue with: “Do you
want to configure DNS for...” or “It is possible to restrict...”).

The default gateway gives the address of a router that the HiPer will forward
packets to when it has no other route to their destination.
It cannot be the same address as the IP address for the HiPer.

>>> Enter the IP address of the default gateway [ ] ?

The metric or "*hop count™ tells the HiPer how far the default router is from the
HiPer.

>>> What metric should be applied to the default gateway [1]? __
>>> Do you want to configure DNS for this HiPer [yes]?

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no, the script will continue with: “Do you
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want to set up an address pool ...” or “You can either assign each user his or
her own address ..."”).

>>> What is the address of the main DNS server for this HiPer [ ]?
>>> What is the default DNS domain name for this HiPer [ ] ?

You can either assign each user his or her own address or you can set aside a
pool of addresses for dynamic allocation.

>>>Do you want to set up an address pool [yes]?

(If you pressed yes to the previous question, the script will continue with the
next question below. If you pressed no, the script will continue with:* It is
possible to restrict access to the TFTP server ...”).

The address pool is a continuous range of addresses.
>>>Enter the name of your IP address pool [ippool]:
>>>What is the initial address in the pool [ ]?
>>>How many addresses should be in the pool [16]?

It is possible to restrict access to the TFTP server to a specific system or a list of
systems. Quick Setup will allow you to enter one system that is allowed or allow
all systems access.

>>>Do you want to allow all systems to access the TFTP server [n0]?___

(If you pressed no to the previous question, the script will continue with the
next question below. If you pressed yes, the script will continue with: “IP setup
is completed. Would you like to review... *

>>> From what IP address will you allow access to your TFTP network
server [ ]?

IP setup is completed.

Quick Setup IPX information

The network name is used by the HiPer to identify your IPX network.
>>> Enter the name of your network [ ]:

The network number is a non-zero hexadecimal number of up to 8 digits.
>>> Enter the ipx network number [ ]:

You need to specify the framing for the IPX network.

It should be one of the following: "ethernet_ii*", ""snap"’,
"novell_8023."

dsap"',

>>> What is the framing for the IPX network [ethernet ii]?




You can either assign each user his or her own address or you can set aside a
pool of addresses for dynamic allocation.

>>>Do you want to set up an address pool [yes]?

(If you pressed yes to the previous question, the script will continue below. If
you pressed no, the script will continue with: “Would you like to review ...”)

The address pool is a continuous range of addresses.

>>>What is the initial address in the pool []? __

>>>How many addresses should be in the pool []?

Would you like to review your current settings before executing [yes]? __

(If you pressed yes to the previous question, the script will continue below. If
you pressed no, the script will continue with: “Do you want to change any
answers?)

|dentification Information:

System Name:

System Contact:

System Location:

Management Information:

Console Login:

User name:
Password:

SNMP Management:
SNMP Community:
SNMP IP Address:
SNMP Read & Write:

TELNET Management:

Syslog Daemon:

Syslog IP Address:
Syslog Level:

Radius Accounting:
IP Address:

Radius Authentication:
IP Address:

Radius Secret:
NMC chassis awareness:
IP Information:

IP configuration for interface eth:1

IP Network Name:
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IP Network Address:
IP Mask:
IP Frame Type:
IP Def Gateway Addr:
IP Def Gateway Metric:
DNS Server Information:
DNS Server Address:
DNS Server Domain Name:
IP address pool:
IP pool address:
IP pool size:
IP WAN Information:
TFTP Client Information:
TFTP Access:
IPX Information:
IP configuration for interface eth:1
IPX Network Name:
IPX Network Number:
IPX Frame Type:
IPX address pool:
IPX pool address:
IPX pool size:

Do you want to change any answers [no] __
((If you pressed no to the previous question, the script will continue below. If
you elected to change an answer by pressing yes, Quick Setup will prompt you

section by section for new entries and ask you once again to review current
sessions before executing.)

Do you want to actually execute these commands [yes]? __

Setting Up the
System Manually

Power On

This section describes how to manually set up your HiPer ARC with minimum
configuration. If you want to use our Windows-based GUI, refer to the on-line
HiPer ARM documentation for instructions.

To begin manual configuration:

Power on the unit. After a few moments, when your screen has registered
system initialization, loaded the kernel and enabled a number of processes, the
Boot Configuration menu appears (see description on page 2-22). For the
following few seconds, new code can be downloaded but that is unnecessary at
this point in first-time configuration. After HiPer ARC loads the kernel and



System Basic Setup

enables several processes, this Boot Configuration menu appears:). Type the
following:

15 ENTER

The Hiper>> prompt appears. When prompted by the Quick Setup Program to
continue, type: no

Name your HiPer ARC and specify additional system information. The name you
enter serves as the HiPer ARC's DNS name and SNMP system name. It will also
be the name that the HiPer ARC advertises in SAP broadcasts.

The name must be unique - no other device on your network can share it. You
should also indicate the following information:

» location - where the HiPer ARC actually resides
= contact - the person to contact about HiPer ARC issues

Use the following command:

set system name <“HiPer ARC name” (up to 64 characters)>
location [““system site”]
contact [“contact information™]

You can enter the command all at once or in separate commands. For example:

set system name “total control” location "boston" contact “Keyser Sosay @ 508 123-4567
666X ENTER

Or type:

set system name “total control” ENTER
set system location "boston" ENTER

set system contact "Keyser Sosay @ 508 123-4567 666x” ENTER

2 Verify the previous configuration by typing::

show system

3 Optional. Set the system Greenwich Mean Time (GMT) date and time using this

command:

set date <dd-mon-yyyy> time <hh:mm:ss>

For example:

set date 01-jan-2001 time 01:01:01 ENTER

4 Verify the previous configuration by typing::

show date
show time

5 Save your work by typing

save all ENTER
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IP Configuration

This section describes how to manually configure the HiPer LAN interface
(eth:1/eth:2) for IP networks.

Enter IP Network information. The network address consists of the station
address and a subnet mask using this format:

nnn.nnn.nnn.nnn/A, B, C, H, 8-30 or nnn.nnn.nnn.nnn

The first four octets describe the IP station address, followed by the subnet
mask (contiguous) designator. You can specify the subnet by class, numerical
designation or in the IP address format. If you specify a Class C mask, for
example, this command will generate a 255.255.255.0 subnet value for you. If
you specify the number of 1 bits in the mask, the acceptable range is 8-30 (32
if a host). For help counting the bits, see Appendix C: Addressing Schemes for a
handy bitmask table.

The network address is considered invalid if the portion of the station address
not covered by the mask is 0, or if the station address plus the mask is -1 (all
1's). Defining a numerical subnet is useful when it falls between classes.

Enter IP network information. Type:

add ip network <network name>
interface [eth:1 or eth:2]
address <station address/mask
frame [ethernet_ii | snap]

For example:

add ip network backbone address 192.75.202.99/C interface eth:1 frame ethernet_Il ENTER

A numerical mask example:

add ip network backbone address 192.75.202.99/24 interface eth:1 frame ethernet_Il ENTER

Verify the previous configuration by typing:

show ip network backbone

Check the connection by using the ping <ip address> command. See Chapter
10: Command Reference for more information.

Configure an IP address pool of contiguous network addresses for allocation to
dialin hosts. This command limits RIP traffic by aggregating users within a single
advertised address. Set an initial_pool_address, overall size of the pool, and
public or private pool membership. Use this command:

add ip pool
initial_pool_address <ip_address/subnet mask>
route <aggregate | no_aggregate>
size <1-4096>
state <public | private>
For example:

add ip pool homelan initial_ip_address192.75.202.99/c route aggregate size 150 state private ENTER

4 Verify the previous configuration by typing:

list ip pools



5 Set a default gateway. Default gateways must be on the same subnet as a
configured interface.

You also need to supply a metric (hop count) for each type of default gateway.
Possible values range from 1 (default) to 15. Note that since the actual metric of
a default gateway is only 1 hop, the value entered here is used to control the
perceived cost of the gateway to other routers on your network.

For example, a high metric will limit the number of hops that the route is
broadcast and may cause other routers to see it as a less preferable route.

To add the default gateway, use the following command:

add ip defaultroute gateway <default route gateway ip address>
metric <integer>

For example:
add ip defaultroute gateway 192.75.202.40 metric 1 ENTER

6 Verify the previous configuration by typing:

list ip defaultroute

7 Save your work by typing
save all ENTER
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IPX Configuration

ig

To configure HiPer ARC's LAN interface on an IPX network, you must:

= Determine the IPX network number
» Set HiPer ARC IPX parameters

Important: Even if your network uses only IPX, you must still set up an IP
address for HiPer ARC if you want to use our NMC or HARM application later.

Determining the IPX Network Number

If your network uses the IPX protocol, you must first enter the IPX network
number of the segment connected to HiPer ARC's LAN port. You can find this
network number using the Novell CONFIG utility.

For File Servers Running Novell Version 3.xx

1 Go to a console of a file server on the same network segment as HiPer ARC.
2 From the Novell Console program press Ctrl Esc, then Esc, until the : (colon)

prompt appears. Select System Console and press ENTER.

Type the following:
config ENTER

A display similar to the one shown below appears:

File server name: USR_SERVER_ONE
IPX internal network number: 0000000A
Western Digital Star EtherCard PLUS Driver v2.05 (910424)
Hardware setting: 1/0 Port 300h to 31Fh, Memory CC0O00h to Cffffh, Interrupt Ah
Node address: 0000C0488D28
Frame type: ETHERNET_802.3
Board name: TENBASE_802.3
LAN protocol: IPX network 00000255
Western Digital Star EtherCard PLUS Driver v2.05 (910424)
Hardware setting: 1/0 Port 300h to 31Fh, Memory CCO00h to Cffffh, Interrupt Ah
Node address: 0000C0488D28
Frame type: ETHERNET_802.2
Board name: TENBASE_802.2
LAN protocol: RPL
LAN protocol: IPX network 00000684

This is an example of the information returned for one version 3.xx card that
has two different frame types. The card has one port address, but two LAN
protocol network addresses, one for each frame type. The network number for
802.3 is 00000255, and for 802.2 it is 00000684.

4 Jot down the LAN protocol IPX network number for the frame type you require.

For File Servers Running Novell Version 2.xx

1 Go to the console of a file server on the same network segment as HiPer ARC.

2 Press Ctrl Esc until the : (colon) prompt appears and type the following:

config ENTER



DNS Configuration -
Optional

A display similar to the one shown below appears:

LAN A Configuration Information:

Network Address: [0788] [002608C0D53F4z]

Hardware Type: [3Com 3C505 EtherLink Plus (Assy 2012 only) V2.30EC (880813)]
Hardware Setting: IRQ=5, 10=300h, DMA 5

The example above has only one frame type, so the network address is 0788.
Jot down the network address for the frame type you require.

Setting IPX Parameters
To configure HiPer ARC's LAN interface for an IPX network:

Specify IPX network information including the network name, address, interface
and frame type of the network segment connected to HiPer ARC’s LAN port.
Note that the same physical network segment will have a different network
number for each frame type used. Be sure to enter the network number
associated with the chosen frame type. Use the following command:

add ipx network <network name>
address [ipx address]
interface [eth:1 | eth:2]
frame [ethernet_ii | snap | dsap | novell_8023]

For example (abbr.):
add ipx net segment2 add 00000576 int eth:1 fra ethernet_ ii ENTER
Omit preceding zeros: HiPer ARC accepts “576” as the correct network number.

Verify the previous configuration by typing:

show ipx network segment2

Set the IPX default gateway with the format XXXXXXXX.XX:XX:XX:XX:XX:XX where
XXXXXXxX is the IPX network address and xx:xx:xx:xx:xx:xx is a MAC address.

set ipx system default_gateway <network number.mac address>

For example:

set ipx system default_ gateway 011:11:11:01:11:00:11 ENTER

Verify the previous configuration by typing:

list ipx routes

Save your work by typing:
save all ENTER

This section sets a Domain Name Server (DNS). If you do not wish to use DNS,
skip to SNMP Configuration.

Specify the IP address of the server you want to function as the DNS server,
which translates host names into their corresponding IP addresses - when
queried - and saves that information in a local Hosts Table.
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SNMP Configuration -
Optional

Also, name up to 10 DNS servers using the command below and specify the
order (preference) you prefer they be chosen (highest priority: 1).

HiPer ARC tries to reach each configured host three times in round-robin
fashion before issuing an error message. For instance, in the case of three
off-line servers - A, B and C - HiPer ARC admits failure only after trying to reach
them one after the other, three times.

Use the following command:

add dns server <ip_address> preference <number> name <server_name>

For example:

add dns server 192.75.222.182 preference 1 name farley ENTER

The DNS server is only consulted to resolve host names not found in the Hosts
Table. If you are using a name service, the Hosts Table may be left empty. Use
the resolve name or host command to learn DNS host names or numbers.

Verify the previous configuration by typing:

list dns servers

Specify the default domain - the Ethernet segment where your system resides
and where you are defaulted should you forget to name the DNS server. Adding
this entry to the Hosts Table avoids having to always specify the domain. Type:

set dns domain_name <string>

For example:

set dns domain_name usr.com ENTER

Verify the previous configuration by typing:

show dns

Save your work by typing:
save all ENTER

The following section configures SNMP service. If you do not wish to set up
SNMP, skip to Save Your Work.

If you plan to use an SNMP application to configure and manage the HiPer
ARC, you must specify SNMP community values. SNMP community hames
segregate administrative management groups and should match the community
settings of your generic SNMP software. You must set the following:

= Name - community name
= address - IP address of the SNMP manager
= access - either read-only, read-write or administrator (read and write) access

For a public community with read-only privileges, assign the address to any
station (0.0.0.0.). Read/write and administrator privileges are also available.



1 Add the SNMP community values. Type:

add snmp community <name>
address <IP address>
access [ro | rw | adm]

For example (abbr.):
add snmp com mis add 192.77.202.30 acc adm ENTER
b Abbreviate command keywords provided they are unique to the command.

2 Verify the previous configuration by typing:

list snmp communities

3 Save your work by typing:
save all ENTER

Configuring a This section describes how to create an administrative user with manage

Manage User privileges to configure HiPer ARC at the CLI via a direct login to the system
through the Console port or eventually via a TELNET session. You can add a
remote login user, or, if you prefer to dial in, add a manage user locally through
the Console port now, but you can not do so via TELNET at this point in set up.

b Important: Only manage users can access the CLI.

1 Create a manage user. You have these options:

» If you want the manage user to login, use the command below, set the type
to manage,login and login service (TELNET is the default; otherwise choose
Rlogin or ClearTCP).

» If you want a manage user to access the device via a dial-in (network)
connection, use the command below. The network service default is PPP;
otherwise select SLIP.

add user <user_name>
network_service [ppp i slip]
password [password]
type [login,network,callback,dial_out,manage]

Passwords are optional. You may add a null password with the keyword
password and string: *”

Network example with a password:

add user predator type manage,network password arnold ENTER
Login example without a password:

add user predator type manage,login password arnold ENTER

2 Verify the previous configuration by typing:

show user predator

3 Save your work.
save all ENTER
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Manually
Configuring the
WAN Interface

Protocols are set up over the WAN by creating and editing a user profile. A user
profile specifies the call type, protocols, addresses, and bandwidth management
parameters that determine how you connect and communicate to that user
(remote site) over the WAN. User profiles are detailed in chapters 4 - 8.

When you save user profiles you’ve just created, you’re finished configuring the
HiPer ARC side of the link. Configuration of the router on the remote side of
the link will vary with your product, but set up will include the local IP address.
See your product manual for more information.

Configuring Static
Routes

IP Routes

IPX Routes

HiPer ARC provides the ability to dynamically learn remote IP routes via the IP
RIP protocol. HiPer ARC also offers the option of configuring a static route when
you know the destination you want to connect with. The add ip route or add
ipx route commands set the destination’s IP/IPX address, the gateway used to
access the remote destination, and a metric value or distance in hops to reach
the destination from HiPer ARC.

The command below adds an IP static route entry to the IP Routing Table:

add ip route <ip_network_address>
gateway [gateway_address]
metric [hop_count]

The IP address of the remote destination is written in the format
nnn.nnn.nnn.nnn, entered with or without a mask specifier. The mask specifier
can be designated either ‘A’, ‘B’, ‘C’, or ‘H’ (host), or with a numeric value from
8 to 30 (32 if a host) that describes the number of one bits in the mask. You
can also specify the netmask in the xxx.xxx.xxx.xxx format. If you do not specify
a mask, the system will generate it (based on the network address) for all routes
(ip_net_addresses) except host routes, for which you must specify a mask. For
help counting the bits, see Appendix C: Addressing Schemes for a bitmask
table.

For example:

add ip route 145.122.231.43/h gateway 145.122.232.28 metric 1 ENTER

The list ip routes command displays all currently defined routes including the
route just configured but only if you have specified a gateway.

Static routes are installed but not visible via the list ip routes command until
the interface to the gateway is active (entered in the IP/IPX Forwarding Tables).

The command below adds an IPX static route entry to the IPX Routing Table:

add ipx route <ipx_network_address>
gateway [gateway_address]
metric [hop_count]
ticks [number]

The IPX network address of the remote destination is written in the hexadecimal
format xxxxxxxx where addresses ffffffff or fffffffe are invalid.



ig

The gateway is expressed in the hex format XXXXXXXX.XX:XX:XX:XX:XX:XX where
XXXXxxxx is the IPX network address and xx:xx:xx:xx:xx:xx is a MAC (Ethernet)
address. Metric and tick values are also required. Ticks specify the interval
between transmission and delivery of a packet to the remote network.

For example:

add ipx route fffff111 gateway fffff101.ff:ff:ff:00:00:ff metric 1 ticks 1 ENTER

The list ipx routes command displays all currently defined routes including the
route just configured but only if you have specified a gateway.

Static routes are installed but not visible via the list ipx routes command until
the interface to the gateway is active (entered in the IP/IPX Forwarding Tables).

Configuring Two
HiPer ARCs on the
Hub

Slot Configuration Test
Cases

Administrators concerned with enhancing the performance of their Total Control
Hub may want to install two or more HiPer ARCs in their chassis. Using more
than one HiPer ARC lowers latency rates by applying plenty of CPU processing
power to calls received and relegates fewer calls per card. It also guarantees
redundancy should one HiPer ARC card fail, and, if the Hub is employed as a
router, ensures that performance will not degrade significantly as LAN traffic
increases.

In order to properly configure more than one HiPer ARC on the Hub, statically
configure your installed modem cards by setting their card type ownership or
dynamically configure the cards using Dynamic Slot Assignment (DSA). A third
method employs DSA rebalancing which periodically reassigns slot ownership by
the Network Management Card (NMC).

With one HiPer ARC installed, modem and other NACs in the Hub normally are
set dynamically by the device discovery ability (Chassis Awareness) of the NMC
which automatically determines the card type. If your Hub has the NMC
installed, we recommend you configure only the owner parameter for each
HiPer ARC and allow the NMC to configure the system as necessary.

To configure more than one HiPer ARC, use this command on each HiPer ARC:

set chassis slot <1-16>
card_type <empty | hdm_24 | hdm_30 | quad_i_modem | quad_modem>
owner <no | yes>
ports <1-30>

If your Hub does not have an NMC installed, and you want to statically
configure slots, you must specify all values configured by the set chassis slot
command. If your Hub has the NMC installed, you need only specify slot and
owner parameters for static configuration - the NMC will do the rest.

Example 1

In the example below, if an NMC is installed, set the owner value for the
modem cards on each HiPer ARC:
HiPer A:

set chassis slot 1,3,5,7,9,11,13,15 owner yes ENTER
set chassis slot 2,4,6,8,10,12,14,16 owner no ENTER
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HiPer B:
set chassis slot 1,3,5,7,9,11,13,15 owner no ENTER
set chassis slot 2,4,6,8,10,12,14,16 owner yes ENTER

Issue the following command to verify your previous configuration:

list chassis

The first two commands above allow the NMC to configure owned Hub slots
and prevents configuration of non-owned Hub slots. In other words, HiPer ARC
A owns the odd slots and HiPer ARC B owns the even slots. Be careful not to
configure conflicting owned/non-owned slot values.

IMPORTANT: Non-owned slots (owner no) are considered off-line by both HiPer
ARCs and their modems non-functional by NMC. any modems.

Example 2

In the next example, configure two HiPer ARCs with all ports statically set,
without an NMC installed. Be sure to turn off chassis awareness. Type:

HiPer A:
set chassis slot 1-8 card_type hdm_30 owner yes ports 30 ENTER
set chassis slot 9-16 card_type hdm_30 owner no ports 30 ENTER
disable nmc chassis_awareness

HiPer B:

set chassis slot 9-16 card_type hdm_30 owner yes ports 30 ENTER
set chassis slot 1-8 card_type hdm_30 owner no ports 30 ENTER
disable nmc chassis_awareness

Issue the following command to verify your previous configuration:

list chassis

The first two commands above assign ownership of all 30 modems in each of
the first 8 HDM cards to one HiPer ARC and all 30 modems on each of the next
8 HDM cards to the second HiPer ARC in the Hub. To support load balancing,
we recommend you statically configure half of your modem ports per HiPer ARC
installed. If you have a mix of different card types in the Hub, you should assign
ownership so that the total number of ports are owned equally by HiPer ARCs.

Example 3

In the example below, set the same configuration as above but with the NMC
installed. Chassis awareness is enabled by default. Also, be sure that enough
IP/IPX addresses are configured in the address pool (add ip/ipx pool command)
to handle traffic for the entire chassis. Type:

HiPer A:
set chassis slot 1-8 owner yes ENTER
set chassis slot 9-16 owner no ENTER
enable nmc dynamic_slot_assignment
HiPer B:

set chassis slot 9-16 owner yes ENTER
set chassis slot 1-86 owner no ENTER
enable nmc dynamic_slot_assignment



The commands above illustrate how the NMC can recognize the card type and
port numbers without you having to specify them.

Example 4

In the example below, to configure one HiPer ARC with half the slots configured
statically and the other HiPer ARC with half the slots configured dynamically,

type:

HiPer A:
set chassis slot 1-8 card_type hdm_24 owner yes ports 30 ENTER
HiPer B:
set chassis slot 9-16 owner yes ENTER
Example 5

Another scenario involves installing one HiPer ARC to handle all modems
statically and having the other HiPer ARC, a manual “warm spare,” on hand in
case the first HiPer ARC fails. This option avoids a single point of failure and
extensive down time for a heavily used Hub. Load rebalancing should not be
used when configuring a hot standby. Type:

HiPer A:
set chassis slot 1-14 card_type hdm_24 ports 24 owner yes ENTER

HiPer B:
set chassis slot 1-14 card_type hdm_24 ports 24 owner no ENTER

If the HiPer ARC which currently owns the modem cards fails, type:

HiPer A:
set chassis slot 1-14 card_type hdm_24 ports 24 owner yes ENTER
or
HiPer B:
set chassis slot 1-14 owner yes ENTER
Example 6

The following scenario sets the same configuration as above but turns on DSA
and turns off Idle Rebalancing. Type:
HiPer A:

set chassis slot 1-14 card_type hdm_24 ports 24 owner yes ENTER
disable nmc dsa_idle_rebalancing

HiPer B:
set chassis slot 1-14 card_type hdm_24 ports 24 owner no ENTER
enable nmc dynamic_slot_assignment
disable nmc dsa_idle_rebalancing

If the HiPer ARC which currently owns the modem cards fails, type:

HiPer A:
set chassis slot 1-14 card_type hdm_24 ports 24 owner yes ENTER

or

HiPer B:
set chassis slot 1-14 owner yes ENTER
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Viewing Chassis
Parameters

PPP Compression
Options

Viewing Compression
Settings

Use the following command to verify your dynamic and static slot settings, as
well as card types and port numbers on the Hub. Type:

list chassis ENTER

The command lists:

Slot Owner  Description Ports Type

1 NO --EMPTY- 0 STATIC

2 NO --EMPTY- 0 STATIC

3 YES Quad Anal-Digi V.34 Modem 4 DYNAMIC
4 NO --EMPTY- 0 STATIC

5 NO --EMPTY- 0 STATIC

6 NO --EMPTY- 0 STATIC

7 NO --EMPTY- 0 STATIC

8 NO --EMPTY- 0 STATIC

9 NO --EMPTY- 0 STATIC
10 NO --EMPTY- 0 STATIC
11 NO --EMPTY- 0 STATIC
12 NO --EMPTY- 0 STATIC
13 NO --EMPTY- 0 STATIC
14 NO --EMPTY- 0 STATIC
15 NO --EMPTY- 0 STATIC
16 YES HiPer Access Router NAC 0 DYNAMIC

PPP compression on HiPer ARC presents throughput concerns in the case of a
Hub supporting mostly ISDN traffic. PPP compression could seriously affect
latency if enabled in this circumstance. In response, administrators should turn
off ppp compression for digital packets - HiPer ARC compresses digital and
uncompressed analog packets by default - and add a second HiPer ARC for
enhanced performance. Use the following command to turn off all PPP
compression for all call types:

set ppp ccp_modemtype_accept none ENTER
Or, to enable PPP compression only for analog calls with modem compression:

set ppp ccp_modemtype_accept compressed_analog ENTER

Use the command below to verify the type of packet compression you want
HiPer ARC to perform. Type:

show ppp settings ENTER

For example:

PPP AUTHENTICATION

DIAL_IN Users Authenticate PAP or CHAP: EITHER
PPP Authentication Preference: DEFAULT
System Transmit Authentication Name: HiPer

PPP offloading ENABLED



CCP will be attempted for call type(s): DIGITAL
UNCOMPRESSED_ANALOG

Primary NBNS Server address: 0.0.0.0

Secondary NBNS Server address: 0.0.0.0

DNS configuration Usage: SYSTEM

Primary PPP DNS Server address: 0.0.0.0

Secondary PPP DNS Server address: 0.0.0.0

PPP session start message: PPP session from %server_ip to %

client_ip beginning....



2-42  CHAPTER 2: HIPER ARC SETUP



CONFIGURATION OVERVIEW

HiPer ARC and related components are Simple Network Management Protocol
(SNMP) manageable by HiPer ARM or HiPer ARC via a TELNET connection. The
parameters you set through these interfaces are stored in a number of tables
that reside in the card’s FLASH memory.

This chapter includes the following sections:

» Setting Up Applications

» Configuration Command Overview

» Configurable Table Overview

Setting Up
Applications

The CLI allows you to perform four basic applications. Refer to the appropriate
chapter for more information:

» |P terminal service (see Chapter 4)

= Network dial-in access (see Chapter 5)
« Dial-out access (see Chapter 6)

= LAN-to-LAN routing (see Chapter 7)

Configuration
Command
Overview

Configuration data is stored in several tables (User and Interface tables, e.g.).
You can change most parameters in these tables using the generic set
command:

set [user | interface | system | etc.] <parameter name> <value>

For example:

set user maximillian message “Mexico is Mine” ENTER

Many objects, such as users, must be created before they can be configured.
Use the generic add command:

add [user | filter | etc] <name>

Anything that you can add can also be deleted, disabled or enabled. Use these
generic commands:
delete [user | filter | etc.] <name]

disable [user | filter | etc.] <name]
enable [user | filter | etc.] <name]
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You can view current configuration information with either the show, list or
show all commands. List commands display table entries, show commands
display information about a specific table or non-table entry. For example:

show network backbone ENTER
show user John ENTER

list networks ENTER

list services ENTER

list users ENTER

For a complete list of commands and options see Chapter 10: Command
Reference. Also, you can access the on-line help command by typing:

help <command> ENTER

Configurable
Table Overview

Interface Tables

User Table

Local and Login Hosts
Tables

ig

This section briefly describes some important internal databases, or tables,
which contain configuration information accessed by list <keyword>
commands. Not all HiPer ARC tables are detailed.

These tables contains Call Information Process (CIP) and LAN information about
all interfaces, including modem groups, modem ports and Ethernet interfaces.
They include the: CIP Port Parameters Table, Modem Port Parameter Table,
Modem Group Interface Table, and Modem Group Table.

This table contains authentication and configuration information for five types
of users: Login, Network, Callback, Dial-out, and Manage users.

Login Login users are remote users dialing in to request terminal service from an IP
host. Once such a user is authenticated, he or she is connected to a host with a
login service such as TELNET or Rlogin

Network | Network users are remote users dialing in to become a virtual node of the local
network. Such a user may be an individual attaching to the network or an entire
LAN dialing in to route packets onto the local network.

Callback | Callback users are remote users who dial into the device. Once the user is
authenticated, the Hub disconnects and dials the user back, using a pre-defined
telephone number.

Dial-out |Dial out users are local or remote users who login then connect to a remote host)

Manage |Manage users have administrator-level privileges on the Console or a dialup
session.

User table entries override settings for the interface the user is connected to.

The Local Hosts Table contains a list of local hosts and associated IP addresses.
It’s used to translate names to IP addresses and vice versa. This allows users and
administrators to type host names rather than addresses.

The Hosts Table is especially useful if your network does not have a name
service such as DNS. If your network has a name server, the server first tries to
match the host name with an IP address using the Hosts Table before using the
name server.



Initialization Script and
Global Host Tables

Facility Level Table

Module Table

IP Network Table

IP Address Pool Table

IP Interface Block Table

Forwarding and IP
Routing Tables

SNMP Configuration
Tables

The Login Host Table contains hosts you configured using the add login_host
command.

These tables contain generic modem initialization setup scripts that can be sent
to a modem each time the port is reset (a modem resets itself every time it
disconnects).

Initialization scripts for modems will probably contain the AT commands needed
to configure them for use on your network. This table contains information
accessed by the list init_scripts command.

This table is used to configure the log level of all facilities (software systems) on
HiPer ARC. It contains each event facility and its associated log level. Each
facility generates unique event messages during processing which can be sent to
a SYSLOG server you define as a means of judging system performance.

Facilities are configurable in that you can change log levels from the defaults
shown below. Available log levels are: verbose, common, unusual and critical,
with critical being the most severe event. This table contains information
accessed by the list facilities command.

This table contains information used by processes or management features that
run in the background. Display a list of these items using the list processes
command.

The IP Network Table contains all generic protocol information about IP
networks entered with the add ip network command.

This table holds information on user-configured IP addresses entered with the
add ip pool command.

This table contains IP addresses associated with each system interface. Interfaces
with point-to-point connections show the neighbor field with the address of the
remote system.

These tables contain static and dynamic routing information. Dynamic routes are
updated by broadcasts received from other routing devices on the network
using the RIP routing protocol. Static routes are added to the table manually. A
static route to a given site will override a dynamic route.

Static routes to a given site are required when the site is not running dynamic
routing. Without dynamic routing protocol messaging, HiPer ARC cannot gather
information on the location of other routers, gateways, and remote hosts and
must know exactly where to send a packet.

HiPer ARC provides support for SNMP version 1 and industry standard MIB-II
variables. These variables are fully described in your MIB-Il documentation.

The SNMP Community Table stores information about which SNMP servers (if
any) are permitted to make SET and GET requests, as well as Read and Write
Communities.
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SYSLOG Table

Event Critical Messages
Table

Filter and Associated
Tables

File Table

Network Services and
Available Servers Tables

Dial-Out Port Table

UDP Listeners Table

TCP Connections Table

DNS and Associated
Tables

TFTP Access Table

Traceroute and
Traceroute Hop Tables

The SNMP Trap Community Table saves names and addresses of trap
communities.

The SNMP Community and Trap Community Pool tables save names and
addresses of communities as associated pools.

This table contains IP addresses of SYSLOG hosts to which event messages are
sent. You can define multiple SYSLOG hosts that record event messages by the
message's log level.

This table contains event messages logged critical. Using the list critical events
command displays these messages to TELNET and dial-in sessions as well as the
default Console session.

Filter file names of filters you create are stored in the Filter Table but the filters
themselves are stored as ASCII text in FLASH memory. The Access Filter Table
determines whether user filters take precedence over interface filters.

This table contains system files and other files you may have loaded in HiPer
ARC including filter files.

The Network Services and Available Servers tables hold information related to
HiPer ARC-supported network services such as TELNET, SNMP, ClearTCP, DialOut
and TFTP. These default services can be edited or new services created with the
add and set network services commands.

This table lists virtual ports available for NCSI dial-out service.

This table details User Datagram Protocol (UDP) ports being used by HiPer ARC.
These ports correspond to processes which are receiving UDP data (for example
SNMP, User Management, TFTP service).

The TCP Connections Table contains information regarding all system and
user-created TCP links.

The Domain Network Service tables in HiPer ARC contain resource records about
address resolution. The tables include the: DNS Host Table, DNS Server Table,
DNS Cache and Negative Cache tables, and Resolve Cache and Negative Cache
tables.

The TFTP Access Table contains information about available clients for TFTP
service. Use the add tftp client command to add entries to this table.

The Traceroute and Traceroute Hop tables contain routes that data packets take
from their source to a specified destination on the network and the interval to
reach each hop and return. Traceroute utilizes the ICMP protocol to monitor
network messages and the UDP protocol to transmit packets.



Remote Ping and Ping
Busy Out Tables

Address Translation
Table

Chassis and Packet Bus
Tables

CIP Port Parameter Table
User Manager Active
Sessions Table

Chat Script Table

Modem Tables

PPP Tables

These tables contain a host of information regarding ICMP entries for local and
remote ping requests. Entries are added to the Remote Ping Table using the
ping command while the list ping service_loss_systems command displays
resource records of connected systems stored in the Ping Busy Out Table.

This table contains the network address to physical address equivalences
resolved by ARP.

These tables contain hardware and software information about NIC and NAC
cards stored in Hub slots.

This Call Information Process (CIP) Table contains information regarding current
connections on HiPer ARC derived from the list connections command.

This table contains protocol and other information regarding current network or
login sessions.

The Chat Script Table contains chat script files created to handle dialin users
using the add chat_script command.

More than a dozen modem tables contain entries for Data Compression, Call
Control, Error Correction, Call Statistics, and Signal Conversion, among others.
These tables are associated with the add modem_group command.

Several PPP tables contain entries regarding PPP connections on HiPer ARC.
These include:

» PPP Link Table

» PPP Authentication Table
« PPP Bundle Table

« PPP IP Table

» PPP Compression Table

=« AAA Table
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IP TERMINAL SERVER SETUP

Remote User Remote users dial in to establish a terminal session with a host on a local
Overview network using a login service such as TELNET, Rlogin or ClearTCP. See Figure 1.
[

TTY Terminal data Total Control Hub
with
Remote HiPer ARC

office user

Host

=S
Mobile user ?
H
Figure 4-1 IP Terminal Server Topology
Configuring the Remote terminal users are known as login users. The system administrator

Remote Computer should provide the remote login user with the following information:

= A user name
» A telephone number
» Login host address or name

HiPer ARC does not require passwords to be supplied by the user. For more
security, add a password.

The remote computer should be configured for the following communications
parameters:

» 8 bits, no parity, and 1 stop bit
» Hardware (RTS/CTS) flow control
« Normal Carrier Detect

These settings are the defaults. If you change communications settings, you
must provide the remote user with the appropriate settings as well. See Chapter
11: Command Reference for more data.
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Configuring Login  For a login host to be available to a login user, you must define it in the Login
Hosts Hosts Table. This table contains the host name, address, selection preference,
and login service port for each login host.

To allow the user to access a login host using a host name, you must first
configure a DNS server using the add dns server command. For example:

add dns server 7.7.7.7 name boston preference 1 ENTER

To set up login host table entries, perform the following steps:

1 Configure Login Hosts. You may add up to 10 hosts to support your login users.
Use this command:

add login_host <host_name>
address <ip_address>
preference <number>
rlogin_port <TCP_port_number>
telnet_port <TCP_port_number>
clearTCP_port <TCP_port_number>

Host Name
Name of the login host.

Address

Optional. The IP address of the login host. If you do not specify an address,
HiPer ARC consults the DNS server to resolve the address.

Preference

Priority ranking for the login host, from 1 (highest) to 10. The preference
number must be unique for each host entry.

Rlogin, TELNET and ClearTCP Ports
Optional. The Rlogin, TELNET and ClearTCP port numbers of the host.

To add a login host, type:
add login_host detroit address 236.135.221.167 preference 1 ENTER

2 Check Your Work. Check your host entries using the following command:
list login_hosts ENTER

For example:
LOGIN HOSTS

Rloging Telnet Clear Top Host
Preference Name Port Port Port Address
1 detroit 513 23 0 236.135.221.167
2 collander 513 23 0 236.135.220.179
3 zebra 513 23 0 236.135.222.157

3 Save Your Work. Use the following command:
save all ENTER



Configuring Login

Users

ig

Remote login users can use login services such as TELNET, Rlogin, or ClearTCP
by dialing into HiPer ARC. Login users can connect directly, or be configured as
callback users, meaning the Hub will call the user back at a phone number
specified in the user profile. You can set up the user for a specific login service
to access a specific login host, or you can let the user determine the login
service and login host.

You can also specify login user information in RADIUS. When RADIUS
authenticates a user, it can pass on user configuration information to HiPer ARC.
For more information, refer to Appendix E: RADIUS and TACACS+ Systems.

To configure a login user:

Add the User. Use the following command:

add user <name>
password [password]
login_service [rlogin | telnet | cleartcp]
type [login | network | callback]

Password
Passwords are optional.

Login Service

Specifies the default login service. The default is TELNET. This parameter can be
one of the following:

» TELNET - Offered by most TCP/IP computers, TELNET lets users login to
supporting hosts.

You should run RIP when setting up a global IP network if you intend to
support TCP services such as TELNET, rlogin and ClearTCP. Without RIP on the
local network, you will not learn of remote networks should the Ethernet
interface be disabled.

» Rlogin - Although Rlogin was originally a UNIX protocol, it is now supported
by some non-UNIX machines as well. Unlike TELNET, Rlogin allows a user
logged into a host to access accounts on other (trusted) hosts without
re-entering a password.

» ClearTCP - Unlike TELNET and Rlogin, ClearTCP is not actually a login
service, but a direct connection to a given TCP port number. Eight-bit data is
exchanged without interpretation.

The host type setting may override this setting. See step 2 for more information.

Type

Valid types for a login user are:
« login

« login,callback

If you include callback in the user type, you need to specify a phone number at
which the user is called back using the following command:

set user <name> phone_number <number>
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Tip: At this point, it may be helpful to use the show user command to display
the user's default values. This lets you decide which parameters you need to set,
and which parameters you can leave as defaults.

Configure Login User Parameters. Use the following command:
set login user <name>
host_type [prompt | select | specified]
login_host_ip_address <ip_address>
login_service [rlogin | telnet | cleartcp]

tcp_port <port_number>
terminal_type <string>

Host Type
Determines how the user is connected to a login host. The default is select.

« prompt - If the user is prompted, this setting overrides the login service
setting. At the prompt, the user can enter the login service (for example,
TELNET) and the host name or address, or type connect and enter host name
or address to use the default login service.

» select - (Default) The user is automatically connected to a host selected from
the Login Hosts Table. The method of choosing the host is set using the set
connection <host_select> command by random or round robin (default)
fashion. For example:

set connection host_select random ENTER

» specified - The user is connected to the host specified in the
login_host_ip_address setting

Login Host IP Address

If login user's host type is specified, you must enter the IP address for the host
to be connected to.

Login Service
Specifies the default login service. See Step 1 for details.

TCP Port

Optional. If the login host uses a TCP port number other than 23 (the default
for TELNET), you can set the TCP port number using this command. For
ClearTCP connections, make sure that the host's TCP port number matches the
TCP port number you enter here.

Terminal Type
Optional. Set the terminal type for the remote connection. The default is VT100.

3 Save Your Work. Use the following command:

save all ENTER
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IP Terminal
Service Case
Studies

Case Study A

This section provides examples of how to configure a login user to dial-in to
HiPer ARC and establish a TELNET session with hosts on the network.

In Case Study A, the user is prompted for the login service and host address
desired. In Case Study B, the user is connected directly to a host you designate.

Figure 2 below depicts the remote terminal connection for a user named Jack to
the corporate LAN. Jack's home computer uses VT100 terminal emulation
software to establish a IP terminal session with any host on the LAN that he is
authorized to access. In the first example, Jack uses TELNET to access the host
named Quartz. In the second example, Jill uses rlogin to access the host name
Granite.

|
Total Control
Jack’s Hub with :
Computer HiPer ARC Telnet
—
Login Host
Quartz

195.112.133.20

il

Login Host
Granite
] 195.112.133.10

VT100 Terminal
emulation
(8bits, no parity, 1 stop bit)

Figure 4-2 IP Terminal Service Example

This case study assumes the following:

« The user has set up a terminal emulation session such as Windows’

HyperTerminal with a phone number and standard communications
parameters described on page 4-49.

» The IP network is configured
= All other settings remain at factory defaults
= A DNS server is configured. If not, see Chapter 2: HiPer ARC Setup.

Follow these steps to configure the login host and user:
1 Add a user “Jack™ of the login user type with a password.

add user jack type login password sprat ENTER
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2 Add login hosts “Quartz” and “Granite” for Jack to access. You can prioritize

the order these hosts will be offered to him by setting the preference of Quartz
to 1 and Granite to 2 so if Quartz is unavailable Jack can access Granite. Type:

add login_host quartz address 195.112.133.2 pref 1 ENTER

add login_host granite address 195.112.133.10 pref 2 ENTER

Configure Jack to be able to choose a login service and host name at the
command prompt. Type:

set login user Jack host_type prompt ENTER

Save your work. Type:
save all ENTER

When Jack dials in, he is prompted for his login name as shown below.

Welcome to 3Com Total Control HiPer ARC (TM)
Networks That Go The Distance (TM)
login:

After Jack is successfully authenticated, the system prompt appears (HiPer:). At
this point, Jack can connect to either host by using the following command:

telnet quartz ENTER

or telnet granite ENTER

Since Jack's default login service is TELNET, he could also enter the following
command to connect to either host:

connect quartz ENTER

or connect granite ENTER

Jack is connected to the host and prompted for a user name/password. See
below..

Trying 195.112.133.2...

Connected to 195.112.133.2.

Hummingbird Communications Ltd., Telnet Daemon V5.1
Username: jack

Password:

Microsoft(R) Windows 95
(C)Copyright Microsoft Corp 1981-1995.
Quartz:\>

When Jack ends his host session, he is returned to the HiPer: prompt. He can
access another login host, or he can exit HiPer ARC by typing exit. For example:

Quartz:\> exit
Connection refused.
HiPer: exit

NO CARRIER
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Case Study B This case study assumes the following:

« The user has set up a terminal emulation session such as Windows’
HyperTerminal with a phone number and standard communications
parameters described on page 4-49.

» The IP network is configured
= All other settings remain at factory defaults
= A DNS server is configured. If not, see Chapter 2: HiPer ARC Setup.

Follow these steps to configure the login host and user:
1 Add a user “Jill” of user type login, login service of rlogin and a password. Type:

add user jill type login password hill login_service rlogin ENTER

2 Configure lill to specifically access Granite. Type:
set login user Jill host_type specified login_host_ip_address 195.112.133.10 ENTER

3 Save your work. Type:

save all ENTER

When Jill dials in, she’s prompted for a login name/password as shown below.

Welcome to 3Com Total Control HiPer ARC (TM)
Networks That Go The Distance (TM)

login:

Password:

After Jill is successfully authenticated, she is connected to the host and
prompted for a user name and password. For example:

Trying 195.112.133.10...
Connected to 195.112.133.10.

Hummingbird Communications Ltd., Telnet Daemon V5.1
Username: jill
Password:

Microsoft(R) Windows 95
(C)Copyright Microsoft Corp 1981-1995.
Granite:\>

After system authentication, Jill is up and running on the host.

When Jill logs out of her host session, she is exited from HiPer ARC as well. For
example:

Granite:\> logout
NO CARRIER
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NETWORK DIAL-IN ACCESS

Dial In HiPer ARC allows remote PC users to dial in over analog lines and connect to

Introduction the local network via the Internet and Internet Packet Exchange protocols..
Remote users can use either of the following protocols to communicate with
the network:

« Point-to-Point Protocol (PPP)

« Serial Line Internet Protocol (SLIP)

HiPer ARC provides the remote user with access to all network services such as
file servers, electronic mail, Internet services, and printers as if the remote user
were connected locally to the network.

Figure 1 below depicts the card’s remote network access capabilities.

Internet

- ¢\
Total Control I
) pPPorsLp  Hubwith !
Remote Office HiPerARC -
User PCs

Mobile User

g [T

e 12 5

Server
%%
RADIUS

[ ] Server
Figure 5-1 Remote Access Capabilities
Dial-in Access This section describes what you need to do to provide remote access services to

Overview dial-in network users.
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IP Parameters

IPX Parameters

Configuring for dial-in access simply involves setting up a network user profile
for each remote user. The network user profile contains all of the information
necessary for the user to connect to the network, such as IP/IPX protocols,
remote addresses, and other unique settings.

IP remote access sessions can use either the PPP or SLIP remote access protocols.
You can specify a unique IP address, or you can simply assign the user an
address each time he or she dials in. You should know:

« The connection protocol (PPP or SLIP) that users will employ
« The dial-in user’s subnet mask

« The Maximum Transmission Unit (MTU) for PPP is 1514, and is negotiated
between client and HiPer ARC. If the client uses SLIP, the MTU is 1006, and
should match on both sides of the link

« Whether or not the dial-in user is configured with TCP/IP (Van Jacobson)
header compression

You can configure the user profile to specify a unique IPX network number that
will represent the link between the remote system and the local network for the
duration of the connection, or you can configure HiPer ARC to assign an IPX
network number from a pool. Be aware that:

» IPX remote access sessions must use the PPP protocol
« The IPX MTU is 1500 and is negotiated between the client and HiPer ARC.

Remote Computer
Setup

Your remote clients must have a modem supporting the remote access protocol
used (PPP or SLIP). Also, you may need other network software loaded on your
remote clients’ PCs such as:

« a Dial-Up Adapter to connect to PPP and HiPer ARC

« a TCP/IP Dial-Up Adapter to connect to the Internet and Wide Area Networks
(WANS)

= the Client for Microsoft Networks to connect to other PCs and servers.

Protocol drivers supporting these network components must be loaded on your
clients’ PCs. Also, if you're employing Windows 95 Dial-Up Networking, follow
the prompts after successively clicking My Computer , Dial-Up Networking and
Make New Connection icons. See your Administrator for configuration help.

When using the Windows’ Dial Up Networking facility to make a PPP
connection via HiPer ARC, the following problem could arise.

Configuring a Dial Up Networking session with the Bring up terminal window
after dialing box checked (found by clicking the Configure... button in the
start up screen followed by the Options tab) will generate a secondary screen
which prompts the user for a login name and password. If the user types a
name or password incorrectly and tries to backspace or delete the incorrectly
spelled text, Windows will display characters which appear to be errors. If the
user then tries to delete or backspace over these characters, the session will not
be configured correctly.



Simply typing the correct remaining login name or password following the
blacked out characters will result in the session proceeding correctly. We
recommend you do not check the Bring up terminal window after dialing
box to avoid this problem.

In addition, you’ll provide the HiPer ARC user with a:

= User name

« Telephone number to access HiPer ARC
Some other considerations:

« If PPP receive_authentication is set to Any, HiPer ARC auto-detects your
remote computer's authentication settings and negotiates MTU size. It
attempts CHAP authentication first, followed by EAP, MS_chap and PAP. You
may specify an IP address for your remote computer during the session. If
HiPer ARC is configured to negotiate an IP address with your remote PC, it
will automatically detect this address.

If your remote computer does not have an IP address configured and the
address selection type is negotiate, HiPer ARC terminates the call.

Your remote computer should be configured for the communications
parameters shown below:

« 8 bits, no parity, and 1 stop bit

« Hardware (RTS/CTS) flow control

» Normal Carrier Detect

These are default settings. If you change HiPer ARC’s communications settings,

you must provide the remote user with the appropriate settings as well. See
Chapter 10: Command Reference for more information.

Configuring
Address Pools

Dialin network users can be dynamically assigned IP addresses from a pool each
time they connect. HiPer ARC does this by configuring IP or IPX address pools.

The add ip pool command creates that pool, with the advantage of bundling
several IP addresses into one to limit RIP advertisements. The pool is created as a
range, starting from an initial address. As PPP or SLIP users dial in, IP allocates
addresses from this pool and assigns them to users. IP addresses are
automatically allocated on a public/private basis for users who are not assigned
to a pool (public) or for those who specifically are (private). If configured as an
aggregate address pool, the route will be added to the Routing Table
immediately, and advertised as a single network route. But if defined as
no_aggregate, a separate route will be added to the Routing Table for each user
when they dial into the chassis.

Different commands are used to configure an IPX pool. See the next section.

Users assigned to more than one pool will receive an address from the last
assigned pool in round-robin fashion. And, as a safeguard, if the administrator
reduces the size of the pool, users who have been deleted will not be denied
access until after their calls have terminated.
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Configuring an IP
Address Pool

Configuring an IPX
Address Pool

To configure an IP address pool:

Designate an IP address pool name and initial pool address:

add ip pool <name> <initial_pool_address>

For example:

add ip pool redsox initial_pool_address 172.32.142.2 ENTER

Set other variables with the set ip pool command. You can specify the size of
the pool from 1 to 4096 members, the state of the pool, either public or
private, and the pool’s route, either aggregate or no_aggregate. Addresses from
public pools can be assigned to any user while addresses from private pools are
assigned to users of that particular pool only.

For example:

set ip pool redsox size 25 state public route aggregate ENTER

Save your configuration. Type:
save all ENTER

To configure an IPX address pool:

Set the initial pool address and number of pool members with this command:

set ipx system name <name> initial_pool_address <ipx_address> pool_members <number>
For example:

set ipx system name hat initial_pool_address 10 pool_members 15 ENTER

Save your configuration. Type:

save all ENTER

User
Configuration
Overview

Defaults

ig

You configure all remote networking parameters within the profile of the user
that is dialing in. A user profile specifies the user's protocol, address parameters,
and other unique settings.

You can also specify network user information in RADIUS or TACACS+ servers.
For more information, see Appendix E: RADIUS and TACACS+ Systems.

A remote access user is defined as a network user in the database. When you
create a network user, the software builds an extensive user profile that includes
many default parameters. These defaults reflect most common types of user
configurations. This makes user configuration easier, as you may only need to
change a few parameters from their default settings.

When you add a network user, the IP and IPX protocols are enabled by default.



Remote Addressing
Options

Network User Types
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The options for assigning a network address to a remote user are as follows:

Datalink

Protocol Addressing Options

PPP From pool (assign, by default), negotiate, specified
SLIP From pool (assign, by default), specified

A network user can be one or a combination of the following types. Only
callback and dial_out user types are mutually exclusive.

« network - Access to network services (PPP, SLIP)

« network,login - Access to login (TELNET, rlogin, ClearTCP) or network services
= nhetwork,dialout - Dial out access to a remote site, with network services

= hetwork,callback - HiPer ARC dials the user back with network services

» network,login,callback - HiPer ARC dials the user back and provides network
or login services

= Mmanage - Access to the CLI with full administrative privileges

Configuring an
IP/IPX Network
User

Use the steps in the following subsections to configure an IP user.

In most cases, connecting to a network requires a password. For HiPer ARC,
only the user name is required. For additional security, use a password.

Add the User. Create a standard network user, specifying the user's name, type,
password (optional) and default network service. Use the following command:

add user <name>
password <string>
type [network | login | callback | dialout | manage]
network_service [slip | ppp]

Password
A text string no greater than 64 ASCII characters.

Type
A network user type can be one of those shown above.

Network Service

IP/IPX users can use either SLIP or PPP as their remote access protocol. Note:
SLIP is not supported for network users with negotiate address selected.

Tip: At this point, it may be helpful to issue the show user command to display
the user's default values. You can then decide which parameters to set, and
which to leave as defaults (D). For example:

INFORMATION FOR USER: gina

Status: INACTIVE
Type: NETWORK
Expiration: 00- -0000
Message: (D)

Phone Number: (D)



CHAPTER 5: NETWORK DIAL IN ACCESS

Alternate Phone Number: (D)

Input Filter: (D)

Output Filter: (D)

Modem Group: all (D)

Session Timeout 0 (D)

Idle Timeout: 0 (D)
PARAMETERS FOR NETWORK USERS:

Network Service PPP (D)
Header Compression: TCPIP (D)
MTU: 1514 (D)

IP Usage: ENABLED (D)
Address Selection: ASSIGN (D)
Remote IP Address: 0.0.0.0/H (D)
IP Routing: NONE (D)
IP RIP Routing Protocol: RIPV1 (D)

IP RIP Routing Policies:

IP RIP Authentication Key:

Default Route Option:

Spoofing:

PARAMETERS for NETWORK PPP USERS

DISABLED (D)
DISABLED (D)

Max Channels 1 (D)
Channel Decrement Percent: 20 (D)
Channel Expansion Percent: 60 (D)
Expansion Algorithm: LINEAR (D)
Receive ACC Map: fffffff (D)
Transmit ACC Map: fffffff (D)
Compression Algorithm: AUTO (D)
Compression Reset Mode: AUTO (D)

Min Compression Size: 256 (D)

For example, to add a network/manage user employing PPP over IP/IPX, type:

add user gina password cute type network/manage network_service ppp ENTER

2 Specify a Remote IP/IPX Address. If you want to explicitly specify the network
user's remote IP/IPX address, follow the instructions in this step. If you want the
remote IP/IPX address to be selected from a pool or negotiated, go to step 3.
When adding a remote IP address, HiPer ARC automatically chooses the
specified address selection method, so you do not need to configure the value.

Use either of the following commands:

set network user <name>ip
remote_ip_address <ip_address>

set network user <name> ipx
address <ipx_address>

For example:
set network user gina ip remote_ip_address 195.114.123.16 ENTER

set network user gina ipx address 100 ENTER



3 Set the Address Selection Method. For IP, if the network user's address is not

specified, you need to define whether the user's remote IP address is assigned
or negotiated.

set network user <name> ip
address_selection [assign | negotiate | specified]

» assign - Configure an IP address from the IP address pool, which is set
globally using the set ip pool command (see Configuring an IP Address Pool
on page 5-59).

« negotiate - PPP connections only. The remote computer must have an IP
address configured. HiPer ARC tries to learn the remote computer’s IP
address using IPCP address negotiation. If the remote computer does not
have an address configured, the user is disconnected.

SLIP is not supported for network users employing this method.

For example:

set network user gina ip address_selection negotiate ENTER

When creating a IPX network user, the default IPX address is set to 00000000.
Be aware that:

« If the remote computer has an IPX address configured on it, and an IPX
address is not specified in the user profile, HiPer ARC will negotiate the
remote address.

« If HiPer ARC can’t negotiate an IPX address, an IPX address is selected from
the pool, which is set globally using the set ipx system command described
in an earlier section.

Save Your Work. Use the following command:
save all ENTER

Continue with one of the following sections of this chapter for more
information on setting other network user parameters:

« Configuring PPP Parameters

« Configuring Additional Parameters

Configuring PPP
Parameters for
Network Users

If a remote user connects using PPP, you can also define several PPP parameters
that control how the remote access session is handled.

This section describes parameters that are mainly applicable for network dial-in
users. Many of the configurable PPP parameters are more often used for
LAN-to-LAN routing users only although channel decrement, channel expansion
and max channels parameters can all be configured for callback users to employ
bandwidth allocation. See Chapter 7: LAN-to-LAN Routing for more information.

Use the following command:

set network user <name> ppp
compression_algorithm [ascend | auto | microsoft | none | stac]
expansion_algorithm [constant | linear]
min_size_compression [value from 0-2048]
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receive_acc_map [hex_number - array of 4 bits]
reset_mode_compression [auto | every_packet | every_error]
transmit_acc_map [hex_number - array of 4 bits]
channel_decrement [0-100]

channel_expansion [0-100]

max_channels [0-16]

Compression Algorithm

Optional. Specifies which proprietary data compression algorithm PPP should
use. The default auto selection autodetects the correct algorithm for the
connection. Ascend, Microsoft, Stac and None are other choices.

The set ppp ccp_modemtype [digital,compressed_analog,
uncompressed_analog,none,all] command controls the offering of the
configured PPP compression algorithm.

If you know the type of traffic your connection will bear, using this command
will be beneficial. For example, type:

set ppp ccp_modemtype digital,compressed_analog ENTER

Afterwards, use the show ppp command to verify your settings. The default is
digital/uncompressed_analog. For example:

PPP AUTHENTICATION
DIAL_IN Users Authenticate PAP or CHAP: EITHER

System Transmit Authentication Name: HiPer

PPP offloading: ENABLED

CCP will be attempted for call type(s): DIGITAL
COMPRESSED_ANALOG

Primary NBNS Server address: 0.0.0.0

Secondary NBNS Server address: 0.0.0.0

Use system DNS configuration: ON

Expansion Algorithm

Optional. Specifies which type of expansion algorithm should handle bandwidth
allocation. Each algorithm measures traffic bandwidth over 60 second intervals.
Use constant if you want to take a conservative approach to bandwidth
allocation and not react to short-term bandwidth changes. Use linear if you
want to measure more current, higher weight traffic when allocating
bandwidth. Default: linear.

Minimum Compression Size

Optional. Specifies the minimum size at which PPP compresses a packet. Data
packets smaller than this value are not compressed. Default: 256.

Receive Asynchronous Character Control Map

Optional. Determines whether HiPer ARC uses the asynchronous control
character map to filter incoming data. Default: ffffffff.

Reset Compression Mode

Optional. Determines how often PPP should examine packets to decide when to
re-negotiate the optimum compression algorithm. Default: auto.



Transmit Asynchronous Character Control Map

Optional. Determines whether HiPer ARC uses the asynchronous control
character map to filter outgoing data. Default: ffffffff.

Channel Decrement

Indicates the channel decrement percentage. When total aggregate usage
(specified by the number of modems in the modem group) drops below this
percentage, PPP will drop a channel. Since the default is O, all channels are
available for use until you set this value. Recommended setting: 20

Channel Expansion

Indicates the channel expansion percentage. When total aggregate usage
(specified by the number of modems in the modem group) exceeds this
percentage, PPP will add another channel. Since the default is O, all channels are
available for use until you set this value. Recommended setting: 60

Maximum Channels

Specifies the maximum number of channels this user can use; in effect, turning
multilink PPP on or off. Specifying one channel disables multi-link PPP. The
default is 2. You can use as many channels as desired depending on the
specified modem group.

Configuring
Additional
Parameters

In addition to protocol-specific parameters that you configure for IP, you can
also set several standard network user parameters.

MTU

Determines the Maximum Transmission Unit (MTU), or largest packet size in
bytes HiPer ARC will accept. The default setting is 1514 for PPP and SLIP
although the maximum MTU SLIP will accept is 1006. PPP connections negotiate
the MTU while SLIP connections are not. Use the following command:

set network user <name> mtu <number>

Receive PPP Authentication

By default, HiPer ARC detects the type of authentication used by its clients for
PPP connections using either Challenge-Handshake Authentication Protocol
(CHAP), Password Authentication Protocol (PAP), Microsoft CHAP (MS_chap),
EAP (EAP_MDS5 native mode) or none.

The default setting is any. When a user dials in, HiPer ARC tries to authenticate
the user by first using CHAP (or an administrator-specified type using the
authentication_preference parameter). If the client does not support it, HiPer
ARC attempts to use EAP, MS_chap and PAP - in that order.

If the remote computer doesn't respond, the connection is dropped. You can
change the authentication setting by typing the following:

set ppp receive_authentication [none | pap | chap | any | eap | ms_chap | encrypted_any | [radius_eap_proxy]

If the any or encrypted_any value is selected, the authentication protocol tried
first from the group can be selected by specifying the authentication_preference
parameter (see below). Note the following choices:
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« [If receive_authentication is set to any, then authentication_preference can be
set to CHAP, MS_chap, EAP, proxy_eap, PAP or default (CHAP).

« |If receive_authentication is set to any, then authentication_preference can be
set to CHAP, MS_chap, EAP, proxy_eap, or default (CHAP).

« [If receive_authentication is set to any other value, then the
authentication_preference setting is ignored.

If you know what type of authentication your client will use, specify it:

set ppp authentication_preference <chap | default | eap | ms_chap | pap | radius_eap_proxy>

Phone Number

If the network user is a callback user, use the following command to set the
user's phone number. Note: this value does not apply to other dialin users.

set user <name> phone_number <number>

Alternate Phone Number

Callback users who want to supply an alternate phone number can do so with
this command. Note: this value does not apply to other dialin users.

set user <name> alternate_phone_number <number>

Idle and Session Timeouts

If you want to limit a user’s time on the line or end a call after a specified idle
period, type the following:

set user <name> idle_timeout <0-86400 seconds> session_timeout <0-86400 seconds>

Remote Access
Case Study A

Assumptions

How to Configure this

User

ig

In this case study, a network/callback user is configured for the IP protocol. This
user's IP address is negotiated, phone and alternate phone numbers provided,
and session and idle timeouts specified.

This case study assumes the following:

» A Windows 95 Dial-Up Networking connection has been created and
Network settings configured for the client

« HiPer ARC uses the correct IP address and netmask
» The IP network is configured

» CHARP is the preferred authentication type

» All other settings remain at factory defaults

To configure:

Add a user ""Gina” of the network/callback type with a password. Type:

add user gina type network,callback password yellow ENTER

Because the default network service is PPP, it needn’t be set.



How it Works

Enter phone and alternate phone numbers at which HiPer ARC calls Gina back.
Type:
set user gina phone_number 5085524438 alternate_phone_number 5085527867 ENTER

Gina’s home PC has an IP address configured on it. HiPer ARC will detect this
address by setting the address selection method to negotiate. Type:

set network user gina ip address_selection negotiate ENTER

Add idle and session timeouts to limit Gina’s time on the line. Type:

set user gina idle_timeout 300 user_timeout 6000 ENTER

Save the changes to FLASH memory. Type:
save all ENTER

Gina dials in to HiPer ARC using PPP (Dial-Up Networking) with the user name
and phone number supplied by the administrator. After Gina is authenticated by
CHAP (the authentication type supported on her network), the call is
disconnected and HiPer ARC dials Gina back at the phone or alternate phone
number. Once reconnected, HiPer ARC attaches the user to the host or gateway
specified in the Windows 95 Network dialog box from the Control Panel
under Settings . If Gina exceeds the timeouts, the call is disconnected.

By default, HiPer ARC autodetects the authentication method a remote
computer uses. HiPer ARC first tries CHAP, then other authentication types. If
the remote PC doesn’t support one of these methods, the call is dropped.

If the PPP link to HiPer ARC succeeds, the message below appears on Gina’s
screen:

= Druration: 000:04:16

B s, Connected at 28200 bps - |
= $ Dizconnect

Remote Access
Case Study B

Assumptions

In this case study, a network user is configured for the IP protocol. This user's IP
address is assigned by HiPer ARC, the authentication preference is PAP, and
session and idle timeouts are specified.

This case study assumes the following:

» A Windows 95 Dial-Up Networking session has been made and the client’s
Network settings configured

= HiPer ARC uses the correct IP address and netmask
« The IP network is configured

« All other settings remain at factory defaults
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How to Configure this
User

How it Works

To configure:

Create network user “Bridget” of network user type and a password. Type:

add user bridget password holliston type network ENTER

Set the type of authentication preferred by Bridget’s PC. Type:
set ppp authentication_preference pap ENTER

Bridget’s home PC has no IP address configured on it. The IP address will be

assigned by HiPer ARC to authenticate. Since the address selection method is
assign by default from an IP address pool, you do not need to configure the

value. But you need to create an IP pool with an initial pool address. Type:

add ip pool redsox initial_pool_address 177.143.045.9 ENTER
Now that you’ve added the address pool, set its size, state, and route.

For example, type:

set ip pool redsox size 25 state public route aggregate ENTER

Add idle (90 seconds) and session timeouts (1800 seconds) to limit Bridget’s
time on the line. Type:

set user bridget idle_timeout 90 session_timeout 1800 ENTER

After 90 seconds of idle time, Bridget’s PC will hang up; after 1800 seconds, her
session will end.

Save the changes to FLASH memory. Type:
save all ENTER

Bridget dials into HiPer ARC using PPP (Dial-Up Networking) with the user name
and phone number supplied by the administrator. Bridget is authenticated by
PAP (the authentication type supported on her network), and a network login
and password is prompted by Windows. If approved, the user is connected to
the host or gateway specified in the Windows 95 Network dialog box from the
Control Panel under Settings . If Bridget exceeds the timeout periods, the call
will be disconnected.

If the PPP link to HiPer ARC succeeds, the following message appears on
Bridget’s screen:

= Connected to HiPer PPP

]

_é-,. Connected at 28300 bpz Disconnect |
|

Duration: 000:04:16




Remote Access
Case Study C

Assumptions

How to Configure this
User

How it Works

In this case study, a network user is configured for the IPX protocol. This user's
IPX address is assigned by HiPer ARC from a pool, the authentication preference
is CHAP, and session and idle timeouts are specified.

This case study assumes the following:

« A Windows 95 Dial-Up Networking session has been made and the client’s
Network settings configured

« The IPX network is configured and HiPer ARC uses the correct IPX address
= All other settings remain at factory defaults

To configure:

Create network user “Brad” of network user type and a password. Type:
add user brad password holliston type network ENTER

Set the type of authentication preferred by Brad’s PC. Type:
set ppp authentication_preference chap ENTER

Brad’s home PC has no IP address configured on it. The IPX address will be
assigned by HiPer ARC to authenticate. Since the address selection method is
assign by default from an IPX address pool, you do not need to configure the
value. But you need to create an IPX pool with an initial pool address and
number of pool members. Type:

set ipx system redsox initial_pool_address 100 pool_members 8 ENTER

Add idle (90 seconds) and session timeouts (1800 seconds) to limit Brad’s time
on the line. Type:

set user bridget idle_timeout 90 session_timeout 1800 ENTER

After 90 seconds of idle time, Brad’s PC will hang up; after 1800 seconds, his
session will end.

Save the changes to FLASH memory. Type:
save all ENTER

Brad dials into HiPer ARC using PPP (Dial-Up Networking) with the user name
and phone number supplied by the administrator. Brad is authenticated by
CHAP (the authentication type supported on his network), and a network login
and password is prompted by Windows. If approved, Brad is connected to the
host or gateway set in the Windows 95 Network dialog box from the Control
Panel under Settings . If Brad exceeds the timeouts, the call is dropped. If the
PPP/HiPer ARC link succeeds, the message below appears on Brad’s screen:

= Connected to HiPer PPP

Curation: 000:04:16

B s, Connected at 28300 bps - |
= g Dizgconnect
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NETWORK DIAL-OUT ACCESS

Introduction

Modem ports on the Total Control Hub with HiPer ARC can be accessed by
network PCs and workstations to provide dial-out services. This allows network
users to send faxes, and connect to Bulletin Board Systems (BBS), information
services such as CompuServe, or the Internet over a dial-up PPP link.

Total Control
Hub with -
Dial-out Modem HiPer ARC —

Connection

EEEREIERRRERER

Figure 6-1 Dial-Out Topology

Overview

IP/IPX Dial-Out

ClearTCP Dial-out

HiPer ARC provides these network dial-out services:
» IP/IPX dial-out (modem sharing)

« ClearTCP

« TELNET dial-out

IP/IPX dial-out is commonly known as modem sharing, meaning that any
number of network Hubs can be configured for modem pools allowing network
user connections on a first-come, first-serve basis.

HiPer ARC supports ClearTCP daemon as a network service. ClearTCP is used by
some Internet providers to tunnel user data through a socket in rough form
without network protocols being applied.
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Network
Communications
Services Interface (NCSI)

TELNET Dial-Out

To perform IP/IPX dial-out, a client PC can use any Network Communications
Services Interface (NCSI)-compatible application to gain access to HiPer ARC on
the network. IP/IPX users can use any NCSI- or non-NCSI compatible Windows
95 communication application.

NCSIPort

Most Windows 3.x and Windows 95 communication applications support NCSI.
In case you happen to have an application that doesn't support NCSI, you can
bridge that gap by using Network Products Corporation’s NCSIPort application.
This application allows non-NCSI-aware communication applications to connect
to HiPer ARC. NCSIPort is a Windows virtual driver that redirects data meant for
a local COM (serial) port to the Hub’s modems without the communication
application knowing the difference.

How It Works

From the client’s perspective, when a network user wants to use a Hub modem
port to dial-out, the user executes the communication application from the
client PC (with the assistance of NCSIPort if necessary).

NCSI provides a network naming service that allows you to name each device
on your network, as well as the ability to name ports by both the type of service
they perform (for example, MODEM) and by a specific name (for example,
slot:9/mod:1). The user can then select a specific service, modem group, or
modem port from a list.

From the server’s perspective, a network service and modem group are made

available to the user. If authentication is required on that group’s port, the user
is prompted for a login name and password. Once authentication is successful,
a user can issue AT commands, initialization scripts or directly dial out the port.

HiPer ARC supports modem sharing for TELNET users in a manner similar to IP
dial-out. A network user can TELNET to HiPer ARC and access an interface or
modem group for dial-out.

After a modem is allocated to a user either individually or via a modem group,
the user is connected to a TELNET session. All characters received from the user
are sent to the modem (for example, AT command strings) and all characters
received from the modem are sent to the user. Once connected, the TELNET
user can issue AT commands and dial out the modem port.

Network Dial-Out
Configuration
Overview

To configure HiPer ARC for network dial-out services, follow these steps:

= Add modem groups or a specific interface (TELNET dialout).

« Add the dial-out service.

« Add dial-out users (TELNET users disregard).

= Set global dial-out service parameters.

« Optional - set TELNET Dial-Out parameters.

« Load and configure NCSI client software (TELNET users disregard).

This section assumes you have completed basic system configuration, including
adding and enabling the IP network.



Network Dial-Out

Configuration

Configure Modem
Groups

Configure Dial-Out
Service

ig

ig

By default, all modem ports on your HiPer ARC belong to modem groups all,
slot:1, slot:2, slot:3, etc. But, you can define modem groups (for all network

services except DialOut) that contain a range of interfaces in slots throughout
the Hub - modem interfaces can belong to more than one modem group.

To configure an interface rather than a modem group, skip to the next section.

When network users request the use of a modem group, they are assigned the
first available modem from that group. If all modems in the modem group are
being used, users receive a message indicating a modem could not be made
available. Users can either re-submit the request for a modem or select another
modem group.

Set modem groups by specifying interfaces you want to belong to the group:

add modem_group <group_name>
interface [slot:x/mod:[1-y], slot:x/mod:[1-y],etc.]

For example, configure two modem groups, one called abc, the other xyz:

add modem_group abc interface slot:2/mod:1,slot:2/mod:9,slot:2/mod:10,slot:2/mod:12 ENTER
add modem_group xyz interface slot:3/mod:2,slot:4/mod:[3-7] ENTER

Modem groups specified above for DialOut network service must match exactly
(case-sensitive) the modem group specified for the DialOut user to insure a
proper dial-out connection. For instance, if you create a DialOut network service
for the default modem group all, then the DialOut user you create must also
specify the modem grougll.

Adding a dial-out service configures HiPer ARC to listen for client requests
(TELNET users, skip to the Configure Dial-Out Users section). Use this command:

add network service <name up to 8 characters>
server_type dialout
data <modem group information>
socket <number>
close_active_connections <true | false>

name Name you specify for the service. Limit: 8 ASCII characters.

server_type | Designates the type of service. The parameter in this case is dialout.

data Used to assign one or more modem groups to the dial-out service. Note: You
must assign an interface or modem group but not more than one to the
DialOut service or it will not be enabled.

socket Dialout service uses TCP port 32773 which can’t be changed for this service
type

close_active_ | Indicates whether or not to close any active connections when a service is
connections | disabled by the disable network_service command. Default is FALSE.
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You’ll start by specifing an interface or modem group, expressed as follows:
data modem_group=<group_name>\
or

data interface=slot:x/mod:y

See Chapter 10: Command Reference and Chapter 9: Administrative Tools for
more on data values.

For example: add the network service ""modems", server type "dialout", that
specifies the default modem all, type:
add network service modems server_type dialout data modem_group=all ENTER

or, create the same network service but on a particular interface:

add network service modems server_type dialout data interface=slot:3/mod:1 ENTER

If any data value includes a space, enclose it in double quotations and
backslashes.

Configure Dial-Out Create a dial-out user. Use the following commands to add a user name, type
Users (passwords optional) and modem group. Remember to specify a modem group
exactly matching the modem group you specified earlier.

add user <name> password <name> type dial_out

set user <name> modem_group <name>

For example:
add user gil password fish type dial_out ENTER

set user gil modem_group abc ENTER

Set Global Dial-Out You can set three global configuration parameters with the following command.
Parameters
b This command does not apply to TELNET Dial-Out Service.

set dial_out
idle_timeout <minutes>
recovery_timeout <minutes>
security no

idle_timeout Determines the interval that HiPer ARC will wait before closing an inactive
dial-out connection. Default: 5 minutes. Limit: 65535 minutes.

recovery_timeout| When a client terminates a connection, this setting determines the interval
that HiPer ARC will wait before closing the session. For example, if a user
accidentally disconnects his LAN connection, he can plug it back in without
losing his session with the Hub. Default: 5 minutes. Limit: 65535 minutes.

security Determines whether to require a user name and password to dial out.
Default: yes
Note: Set value to no. Use the NCSI Security Login to build a secure link.

For example:

set dial_out idle_timeout 2 recovery_timeout 2 security no ENTER




Configure Telnet
Dial-out Service

vv

Follow these steps to configure TELNET dial-out service:

If you’ve already added a modem group and dial-out user as directed earlier, set
network service:

= server_type as telnetd
» socket number higher than 1024 (to avoid conflicts with existing sockets)
« DATA parameters:

« service_type=dialout

» interface=<name> or modem_group=<name> Specify an individual
modem (interface=slot:3/mod:1), a default modem group (all) or create a
modem group.

Optionally, if you want to provide a login banner or login prompt, they are
expressed as:

« login_banner=""string”
» login_prompt="string”

Adding backslashes and control characters \r\n\ to banners or prompts places a
carriage return after the string.

If you don’t want dial-out callers seeking authentication, add auth=off to the
DATA value of the network service (auth=on is the default). In this case, do not
add a user when setting auth=off.

An example using a modem group:

add network service modems server_type telnetd socket 6666
data service_type=dialout,login_banner=\"Hi y’all\r\n\”, modem_group=all ENTER

An example using a specific modem:

add network service modems server_type telnetd socket 6666 data
service_type=dialout,login_banner=\"Hi y’all\r\n\", interface=slot:3/mod:1 ENTER

IMPORTANT: You cannot assign more than one modem group to a TELNET
network service.

The previous example makes available modem ports assigned to the default
modem group all. If you want to make only one port available for TELNET
service, type the following and save your changes:

add modem_group telnet_users interface slot:6/mod:5 ENTER
add network service t1 server_type telnetd socket 6666 data
service_type=dialout,login_banner=\"Hi y’all\r\n\",

modem_group=telnet_users ENTER

save all ENTER

If any data string value contains a space, enclose it in double quotations and
backslashes as shown above.
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2 Type list network services to review network service settings. Be sure that
Administrative Status is enabled. If disabled, you’ll need to try again.

3 For example:

CONFIGURED NETWORK SERVICES

Server Admin
Name Type Socket Close Status
modems TELNETD 6666 FALSE ENABLED

DATA: modem_group="all",service_type=dialout,login_banner="“Hi y’all”

tftpd TFTPD 69 FALSE ENABLED
DATA:
telnetd TELNETD 23 FALSE ENABLED
DATA:

4 TELNET to Hiper ARC’s IP address with a TCP Port number matching the socket
number set earlier.

=  WIN 95 users: from the Start icon, click on Run and, in the dialog box, type
telnet 199.56.203.5 6666 in the Open field as shown below.

Run 3

Type the name of a program, folder, or document, and
WWindowes will open it far pou.

telnet 199.56.203.5 BEEE =l

k. i Cancel i Browse... i

« or, after opening the Run box, type telnet, press OK, and when the session
begins click Connect and Remote System to bring up the Connect box
below. Replace TELNET with socket humber 6666 in the Port field.

Connect Edit Temminal Help

Connect 1

Host Name: [199.56.203.5  ~|
Port: [6666] -
TermType: ivﬂ 0o :j

Connect Cancel i
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5 Configured users are prompted to login and upon authentication can issue AT

commands to the modem. Be aware that callers with the DATA value auth=off
are not prompted to login.

Important: Characters you type after providing a login and password do not
display on the screen.

For example, issue the ATI4 command:
login: gil
Password:.

USRobotics Analog/Digital Quad Settings...
Copyright, 1988-97, U.S. Robotics. All rights reserved.

BO C1 EO F1 QO VO XO
BAUD=38400 PARITY=N WORDLEN=8 DTE=GATEWAY NAC
DIAL=TONE ON HOOK TIMER  LINE=STANDARD ANALOG

&A0 &BO &C1 &D2 &GO &HO &I10 &K1 &LO0 &M4 &NO &PO &R1 &S0
&T4 &UO0 &X0 &Y1%N6 *U1=0 *U2=0 *U3=1 *V2=0 *X0=2048 *X1=2

S00=000 S01=000 S02=255 S03=013 S04=010 S05=008 S06=002 S07=060
S08=002 S09=006 S10=007 S11=070 S12=050 S13=000 S14=000 S15=000
S16=000 S17=000 S18=000 S19=000 S20=000 S21=010 S22=017 S23=019
S24=150 S25=005 S26=001 S27=000 S28=008 S29=020 S30=000 S31=000
S32=009 S33=000 S34=000 S35=000 S36=000 S37=000 S38=000 S39=011
S40=000 S41=000 S42=126 S43=200 S44=015 S45=000 S46=255 S47=032
S48=000 S49=016 S50=100 S51=000 S52=005 S53=000 S54=064 S55=000
S56=000 S57=000 S58=000 S59=000 S60=000 S61=000 S62=000 S63=000
S64=000 S65=000 S66=000 S67=001 S68=000 S69=000 S70=000 S71=001
S72=000 S73=001 S74=000 S75=000 S76=004 S77=000 S78=000

LAST DIALED #: T918479825092
LAST DNIS #: LAST ANI #:

or, for example, call the 3Com BBS site at 847 982 5092:
login: gill
Password:

CONNECT 28800/ARQ/V34/LAPM/V42BIS
CONNECT 115200 / 10-14-97 (13:23:44)
(Error Correcting Modem Detected)

USR Support BBS - Node 12 - Total Control Rack
PCBoard (R) v15.3/250 - Node 12
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ig

Editing Network
Services

ig

CONNECT 28800/ARQ/V34/LAPM/V42BIS

Testing your system capability...

Modem LEDs light only when modem calls are unhooked (amber) and
connected (green), not before. A TELNET connection (SHRMOD) will not light
the modem unless a call is placed.

You can change network service values using the set network service
command. But two caveats apply:

» Some DATA parameters may be lost when you re-issue the set network
service command. So re-enter any unsaved options.

» Before using the set network service command, you must first disable the
network service. Enable the network service again once the change is made.
The network service is enabled by default when you add it. To disable the
service, type:

disable network service <service_name>
To enable network service, type:
enable network service <service_name>

You cannot change the service name using the set network service command.
To change the service name, you must delete the network service using the
delete network service command and add it again.

NCSI Client
Software
Installation and
Setup

Installing NPC Client for
Windows 95

The NCSI Client Setup program is designed to run on any LAN workstation
using Windows 95 over the IP/IPX protocol connected to HiPer ARC. Support is
not available for DOS and 3.x clients.

To install the NPC Client software for Windows 95:

Start Windows 95, click on the Start button on the Windows Taskbar, then click
Run.

Insert the Windows 95 Client Installation diskette into the floppy disk drive. At
the Run ... command line, type:

a:\setup.exe ENTER
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3 At the Welcome screen, click on Install. See illustration below.

Welcome |

@ Mezzage
s MCSI Client for Windows 95 w122 68

Copyright (] 1984-1957 Metwork Productz Corp.

Dian't Install Help

Select the network protocol - TCP/IP and click OK. See illustration below.

Select the network [ 10p P -
protocol; J
1P
MHetBlOS

]9

In the Query panel, accept the displayed default directory where you want
to install NCSI, or enter a different directory in the open field, or click on
Browse. Click OK. See illustration below.

Query

Mezzage
% Pleaze enter the directom where
F—

wou want to inztall the product.

Cancel

To accept the defaulk, press enter
Help

Im Browse

i E[E

4 After a few moments when installation is complete, remove the Installation
Diskette and click on Yes to reboot your computer now. See illustration below.
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b You must restart Windows before using NCSI. We recommend you do it now.

Query

Mezzage
@ Setup needs ko restart your computer to complete
g

the inztallation of MCSI for Windows 95,

Click ez to Restart now
Click Mo to Bestart later

Hao Cancel

5 Continue setup with Configuring NCSlIport for 95 below.

Configuring NCSIport NCSlport for 95 is a 32-bit Windows application that redirects communications
for 95 calls to NCSI. It supports:

« NCSI-compatible DOS applications
« 16-bit Windows applications that support NCSI
« Native 32-bit Windows 95 applications
The NCSI Setup utility now automatically installs the NCSI Client Redirector on

COM4 so it isn’t necessary to go through the Add New Hardware step in
Control Panel. There are two steps to perform:

= Tell the Redirector where to get the name to connect to via the Port
Setup for NCSIPort 95 applet

« Set up security with a login name and password



To set up NCSlport for 95, follow the steps below.

1 In the Network Products Corp icon group, click on the NCSI Redirector Port

Setup icon. See illustration below.

I5 Network Products Corp M=l E
File Edit Yiew Help
b onitor Communicati...
Server List
ae (=
Bl
Windaws  NCS| ReadMe  Install HCSI
BTTY Redirector
28 8 R
Il ™ Ed
HCSI HCSI I ninztall
Redirector Port Redirectar
Setup Readke

2 Select the Communications Server (a HiPer ARC-named network service). Click
on Any Available Port, and when NCSI finds the HiPer ARC network service
you specified, choose the Server, and a Specific slot and port. Do not select a
General port. Click on Save when you’re finished. See figure below.

& NCSIDRY Port Selector =

ilable Port
= DlALOUT_

=-al
glob fmad: 1
- glob 9fmad2__
- glob 9fmad: 3
- glob 9fmod:4__
- glob fmad:5__
- glob 9fmad:E__
- glob fmad: ¥
- glot 3mod: 8

Save

s

= Current Setting for CORM4-
Server  DIALOUT

General  all

Specific  slatddmod:1__

— Special Options
[T Check to force CTSARTS

Cancel |
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Dialing Out Using a
NCSI Port

3 Back in the Network Products Corp icon group, click on the Password Setup

icon. In the Security Login box, type a User Name and Password and click OK.
See the following illustration.

& Security Login

e | & ]
o |

UserMame: |lcotese

Cancel
p—

Pazzword :

[™ Send all Uppercase

4 Now that you have configured NCSIport for 95, it will be available for any

communications application every time. To change this initial configuration,
simply follow the steps above to reconfigure.

Once NCSlport for 95 has been setup, you can begin using IP dial-out by setting
up a Windows-based Dial-Up Networking session to use the specified COM4
port.

Windows 95 has a feature that disables whatever protocol you are using over a
Dial-Up connection on the Local Area Network. Since the NPC Client program
for Windows 95 uses IP to communicate with HiPer ARC, you can only use a
server type of NetBEUI or TCP/IP. If you select IPX/SPX, this will cause your PC to
lock because that protocol will be disabled on the LAN.

To dial out a NCSI port, follow the steps below.

1 From your PC, double-click on the My Computer icon, double-click on the

Dial-Up Networking icon, and double-click on the Make New Connection
icon. See illustration below.

B2 Dial-Up Networking

File Edit “iew Connections Help

I@ Dial-Up Metwarking j J%||E,| il X|| EEIT_

Make Mew Connection!




2 In the Make New Connection panel, name your connection in the field
provided and select a modem: Courier V. Everything, if available, or Standard
Modem, if not. Click on Configure... See illustration below.

Make New Connection

Tvpe a name for the computer you are dialing:

IM_I,I Connection

LConfigure. .

¢ Back I = I Cancel

3 In the General tab select NCSI Shared Modem (COM4) and click on the
Connection tab. See illustration below.

Courier ¥_E verpthing Properties

General |I:|:|nnecti|:|n| Options |

Courier . Evenpthing

Pot: Shared Modem [COMA4]

— Speaker volume

0ff -—J On

— Masimum speed

115200 =l

™| Enleennest &6 this epeed

| k. I Cancel
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4 In the Connection panel, don’t change the standard 8 Data bits, Normal
Parity and 1 Stop bits values and leave all Call preferences boxes blank. Click
on Port Settings... See graphic below.

Courier ¥_E verything Properties [ 2]

Geperal  Caonnechan I Dptinnsl

— Connection preferences

Data bits: IE j

Parity: I Maone j

Stop bitz: I 1 j

— Call preferences

™ wiait for dial tore befare dialing

[ Cancel the call if not connected withir IEU sECE

I Disconnect a callif idle for more than |3|:| minz

Fart Settings... | Advanced... |

] I Cancel |

5 Leave the Use FIFO buffers field blank and click OK. See illustration below.

Advanced Port Settings

| ilze FIFO buffers [requires 16550 compatible AR T §

Select lower settings to corect connection problems.

Select higher sethings for faster performance. Cancel

Defaultz

Flek

Besene Buttern Lowill] J H b (1]

Tiramsmit Butien Lowili] J Higtn [ 1E]




6 Click on the Advanced... button. In the Advanced Connection Settings
panel, leave the fields at their default settings unless you want to change the
flow control default. Click OK. See illustration below.

Advanced Connection Settings [ 2]

v | Llze flow contral

™ Required to connect % Hardware [(RTS/CTS)

W
I Compress data  Software PRONAKOFF]

[T Usze cellular pratocal

= A dulEtion hpe
| [~
— Estra zettings

™ Record a log file

k. I Cancel

7 Click on the Options tab. Leave all boxes blank and click OK and Next >. See
illustration below.

Courier ¥_Everything Properties [ 2]

General | Connection | Optio |

— Conhection control
[™ Bring up terminal window befare dialing

[ Bring up terminal window after dialing

— Dial contral
[ Operator assisted or manual dial

Whait far credit card tone: II:I 3: zecands

— Statuz contral

[ Dizplay modem status

0k, I Cancel
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Back at the Make New Connection panel, enter a Telephone number, Area
code and Country Code, (if necessary). Click on Next >. Click on Finish.

8 Hover over your new connection icon and click the right mouse button. Click on
Properties from the menu that appears. See illustration below.

Connect

Create Shorkout
Delete
Fiename

9 In the My Connection panel, click on Server Type... In the Server Types box,
deselect all the check boxes except TCP/IP and click OK and OK again in My
Connection. See illustration below.

Server Types

Type of Dial-Up Server:

| PPP: Wwindaws 95, Windows NT 3.5, Intemet 7|

—Advanced options:
[ Log on to network
[ Enable software compression

[ Require encrppted password

— Allowed nebwork: protocolzs:
[~ MetBEUI
[~ {IP%/5P% Compatible

W TCPAP TCEAP Settings... |

Ok I Cancel |

10 Your new connection icon is added to the Dial-Up Networking screen.
Double-click on the icon, select Dial Properties... and enter appropriate
information. Click OK, and click Connect.
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The following table lists NPC’s Windows-based options. You may prefer the
NCSI-compliant Windows Btty program to non-NCSI compliant HyperTerminal. .

Option Purpose

NCSI ELS This is the TSR (Terminate and Stay Resident) program file which is
Environment loaded upon Windows start-up allowing you to set up particular COM
Program Port parameters to be used by the client software.

NCSIPort 95 This COM Port re-director re-routes Windows communications calls to the

NCSI driver. NCSIPort 95 allows both 16 and 32-bit applications to access
the NCSI interface.

Windows Btty This option allows you to connect to the first available idle device dial-out
port and issue AT commands to that modem or dial-out port.

Uninstall This option un-installs, or removes, the Client software from your
Windows environment and any related files.

Monitor This option allows you to view the activity on a specified port.

Clist32 for Windows This option displays the communications servers available for use by NCSI

95 and IP Dial-out.

Security This option allows you to password protect NCSI Client programs
NCSIPort This option provides an overview of the NCSIPort program and
Information instructions on its setup.

For more information on NCSI options, read the product documentation
included in your package.

Dial-out Case
Studies

Case Study A

This section provides examples of how to configure IP and TELNET dial-out
service. Case Study A configures IP dialout with NCSI. Case Study B configures
TELNET dial-out service without NCSI.

This configuration sets up IP dialout service on the HiPer ARC using the NCSI
client to access the desired destination. The example assumes the following:

= user “surfer” is on a Windows 95 network

=« HDM cards are installed in the Hub

» all basic system and network configuration is complete
= NCSI client software is loaded on surfer’s PC

« NCSIPort parameters are configured

» user name “surfer” and password “dude” is supplied by the System
Administrator

»« A Windows 95 Dial-Up Networking session is configured for surfer

» Proper Windows Network settings are configured for surfer
To configure network dial-out service using NCSI, follow these steps:

If you don’t wish to use existing default modem groups, add a modem group
specifying slot and interface numbers. Type:

add modem_group boston interface slot:2/mod:1-24,slot:3/mod:12-24 ENTER

Configure the dial-out network service, specifying the server_type and
mandatory data parameters:

add network service internet_service server_type dialout data “modem_group=\"boston\”” ENTER
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3 Add user “surfer” name, password and type:

add user surfer password dude type dial_out ENTER

Set global dial-out service parameters to limit on-line usage. Be sure that
Security is disabled on HiPer ARC - you’ll enable NCSI Security Login below.

Type:

set dial_out idle_timeout 2 recovery_timeout 2 security no ENTER

Save your HiPer ARC configuration. Type:
save all ENTER

6 Double click on the Port Set Up icon in the NCSI95 icon group.
7 Select a General or Specific NCSI port on HiPer ARC by clicking on the displayed

fields.

In the Network Products Corp icon group, click on the Password Setup icon
shown on page 6-82. In the Security Login box, type a User Name and
Password and click OK.

Click on your earlier-configured Dial-Up Networking icon (bringing up the screen
shown on the next page) with a preconfigured user name and phone number
and click on Connect to dial-out.

If you want a simple, NCSI-compliant terminal emulation session, select the
Windows BTTY option in the NCSI icon group.

_':: £ Connect To EH

L]
= vg Surfer

Lser name: Isurfer

Pazswoard: I

[ Save pazsword

Fhaone number: I“ 234567

Dvialing from: IDefauIt Location j Dial F'ru:uperties...l
| Connect I Cancel |

How it Works

The user accesses the HiPer ARC modem interface as the virtual COM4 port
using IP via NCSI. The user is then queried for the name and password supplied
by the Administrator and authenticated. Next, the user dials out to the
destination of choice. If the call exceeds the specified timeout periods, the user
is disconnected.
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This configuration sets up TELNET dialout service on the HiPer ARC, using a
modem to access the desired destination. The example assumes the following:

» user “rock” is on a Windows 95 PC
« Quad modem cards are installed in the Hub
» all basic system and network configuration is complete

To configure network dial-out service, follow these steps:

If you don’t wish to use existing default modem groups, add a modem group,
specifying slot and interface numbers. Type:

add modem_group boston interface slot:4/mod:1-4 ENTER

Add user “rock’ name, password and type:

add user rock password climber type dial_out ENTER

Configure the TELNET network dial-out service, specifying the server_type,
socket_number and mandatory and optional data parameters. Type (abbr.):

ad ne se modems ser telnetd so 6666 da “service_type=dialout,login_banner=\"Hello\r\n\”,
modem_group=\"boston\"” ENTER

Save your configuration. Type:
save all ENTER

TELNET to Hiper ARC’s IP address with a TCP Port number matching the socket
number set earlier.

= WIN 95 users: from the Start icon, click on Run and, in the dialog box, type
telnet 199.56.203.5 6666 in the Open field as shown earlier.

= or, after opening the Run box, type telnet and click on Connect and click on
Remote System to bring up the Connect box below. Replace TELNET with
the socket number in the Port field, as shown on page 6-76.

Configured users are prompted to login and upon authentication can issue AT
commands to the modem and either dial-out to a remote location or issue other
commands as shown below.

For example:

atdt918479825092 ENTER
For example:

ati4 ENTER
How it Works

The TELNET user is configured to “share” a HiPer ARC modem allocated in a
modem pool for dial-out service. The user is prompted to login and provide a
password. Once the TELNET session is authenticated and established on the
modem over the predetermined socket, the user dials out to a remote location
via AT commands.
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LAN-TO-LAN ROUTING

HiPer ARC can perform IP or IPX routing with a remote Hub or third-party router
over analog/digital lines.

This chapter assumes that basic installation of all routing devices has already
been performed, and that networks on the LAN (Ethernet) side of the Total
Control Hub have been configured.

Figure 1 below depicts a typical LAN-to-LAN routing scheme.

LAN A LAN B

‘ ] Sl] r
‘ Total Control Hub B

EREEEEFEFEEFTEE EEERR
Total Control Hub A

Figure 7-1 LAN-to-LAN Topology

LAN-to-LAN Routing
Overview

The concept of users is not limited to end users who connect to the Total
Control Hub from a terminal or PC. You can also configure users that represent
remote routing devices. The remote routing device and the Hub work together
to create a LAN-to-LAN routing link over analog or digital lines.

A remote routing device is defined as a network/dialout user by HiPer ARC. So,
configuring a LAN-to-LAN routing connection is very similar to configuring a
network user, with some additional dial-out and routing parameters such as:

= How the connection is established: on-demand, timed, continuous or manual
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Connection
Establishment

Dynamic Routing
Settings

Dial-Out Scripts

ig

Bandwidth Allocation

»« How dynamic routing protocol packets (RIP and SAP) are handled
» What Dial-out scripts are used to connect to the remote location

» How bandwidth can be increased or decreased automatically

You can establish remote LAN connections in the following ways:

=« On-Demand - An on-demand connection is established when a user attempts
to access an address that is located at a remote site. The
connection is closed after it has been idle for a specified interval.

» Timed - A timed connection is established and closed at a particular time of
day.

» Continuous - A continuous connection is always open, as long as HiPer ARC
is on-line.

= Manual - A manual connection is initiated by the system administrator using
a dial command.

When HiPer ARC establishes a remote connection to a user (i.e., a user
endstation) it is not usually necessary to send periodic router updates such as
RIP and SAP messages. But, in a LAN-to-LAN connection, when the remote
connection is to a routing device, these messages may be needed. HiPer ARC
can be configured to send and receive these messages on a per ""user' (router)
basis for IP or IPX protocols. Be sure to ““turn on” routing, though, since the
default value is none (see instructions on page 7-100).

All dial-out users can have a number of dial-out scripts defined in the user
profile. The script can consist of up to six send/receive pairs. The script can
contain all of the AT commands and other login commands needed to access
the remote location.

The command providing this function (set dialout user) overrides the phone
number and alternate phone number values specified in the set user command.

HiPer ARC can provide variable bandwidth automatically, depending on the
amount of traffic delivered. This bandwidth allocation capability is provided
using multi-link PPP (MLPPP).

It works this way. Every 5 seconds, PPP takes a sampling of network traffic, a
snapshot that consists of the number of characters received on a bearer channel
divided by its line speed (baud rate). This result is used to calculate the
percentage of channel use during the sample. If that percentage is higher than
the expansion value you specify, a second channel will be brought up.

If, on a second sample, line usage drops below the decrement value you set,
the second bearer channel is dropped. The sampling interval is hard-coded and
can not be changed but you can configure expansion and decrement thresholds
to meet your system’s needs. MLPPP is on by default with expansion/decrement
defaults of 0.



IP Routing

IPX Routing

Dynamic and Static
Routes

How Packets are Routed

To perform IP routing, you should know the following:

» The IP address to be used for the point-to-point routing link. Both a local
and remote address are specified for the configured user. You can use an
un-numbered interface or a numbered interface:

« un-numbered interface - defaults to address of HiPer ARC. The advantage
is you save addresses

« numbered interface - the traditional specification of an address for each
end of the link

Some routers have an IP address assigned to each interface rather than one IP
address for the entire device. If this is the case with your remote device, use the
address of the interface you want to link to.

« The remote access protocol (PPP) HiPer ARC will use

» The remote system’s netmask

« MTU for PPP is 1514, and is negotiated between the client and HiPer ARC
«  Whether the remote device is set for TCP/IP (Van Jacobson) compression

Configure the user profile to specify a unique IPX network number that will
represent the link between HiPer ARC and the remote device for the duration of
the connection, or configure HiPer ARC to assign an IPX network number from
a pool. You should know:

= |IPX remote access sessions must use PPP

= MTU is 1500 and is negotiated between the remote device and HiPer ARC

Fortunately, most networks do not require you to build routing tables manually.
All IP/IPX networks can use a dynamic routing protocol that builds routing tables
dynamically to reflect changing network conditions. Dynamic routing protocols

supported by HiPer ARC include IP RIPv1 and RIPv2, and IPX RIP.

For example, network devices running RIP (either version) broadcast the
destination addresses to which they can forward packets. Routing tables are
built by listening to the broadcasts of other devices. If HiPer ARC does not
periodically hear a broadcast for a given (dynamic) route, the route will be
assumed unavailable and deleted from the table. Static routes remain in the
table until removed by the administrator.

Static routes are user-defined. By adding entries to the Routes Table, you tell
HiPer ARC how to forward packets bound for specific networks rather than
relying on RIP to dynamically learn the routes. If you have defined a static route
to a given location, the Hub assumes you want to use that route and ignores
dynamic routing broadcasts pointing to the same location.

When HiPer ARC receives a packet, it looks up the packet’s destination in its
routing table. If a static route is found, the packet is sent to the gateway listed.
If a static route is not found, the Hub will use a dynamic route. If the routing
table contains no routes to the destination, it will send the packet to the
specified defaultroute gateway. If no such gateway has been defined, the packet
is discarded.
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Establishing
Connections to Remote
Gateways

Configuring an Internal
Network for
Unnumbered Links

Spoofing

HiPer ARC can easily forward a packet to a gateway for which there is an
established connection, such as a gateway on the same segment of the local
LAN or at the other end of an active dial-up connection. All the Hub has to do
in these situations is send the packet out the correct interface.

However, when there is no existing connection, HiPer ARC has to do a bit more
work. When you define a dial-out user in HiPer ARC that is intended to connect
to another routing device, the entry contains a list of remote gateways that
HiPer ARC can dial into. When HiPer ARC does not have a connection to a
packet’s next hop, it looks up the address of the gateway in the user table.

The user table should contain a dial script and other information which tells
HiPer ARC how to contact the remote location. Dial scripts are most useful for
on-demand routing sessions. In these situations, HiPer ARC connects to a
remote gateway only when it has packets queued for that location.

You can also create a defaultroute gateway as a means of reaching a remote
network your router is not aware of by manually specifying such a gateway.
Besides the advantage of successfully forwarding traffic across an unknown
route, this approach avoids having to run RIP across the connection.

HiPer ARC provides a global or internal IP address for simple and secure network
connectivity over an unnumbered link. We recommend this mechanism for:

« Administrators who want to maintain connectivity to remote networks even
if a LAN interface goes down, and,

» Administrators who want to maintain a uniform view of the dial-in network -
with users given the same local IP address (internal) and assigned remote IP
addresses from a pool.

Configuring an internal address on the same network as your primary data
interface will help ensure continued routing even if an Ethernet interface fails.
And a single internal IP address can serve a supernet totaling dozens of IP
addresses. Behind the scenes, the proxy arp protocol is utilized to sort out traffic
going to remote and local hubs, automatically obtaining host IP addresses at the
remote end of PPP or SLIP connections when their addresses match the network
address portion of a LAN/WAN interface.

HiPer ARC supports spoofing between other Total Control chassis. Spoofing is a
cost-saving way to make two sides of a disconnected circuit believe that the
connection still exists in order to limit network traffic and maintain the
advantages of on-demand service. HiPer ARC spoofs RIP broadcasts.

Authentication
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HiPer ARC supports auto-detecting the PAP and CHAP methods of login
authentication on PPP links.

HiPer ARC also provides comprehensive RADIUS authentication support for PPP
connections. For more information on using RADIUS to provide authentication
services, refer to Appendix E: RADIUS and TACACS+ Systems.



PAP Authentication

CHAP Authentication

PAP supplies a clear text password sought by the authenticating system.
Although the Hub will not initiate dial out PAP authentication, you can
accomplish the same effect by creating a dial script containing the expected
prompts and the required responses.

The Hub will respond to a dial-in PAP authentication request, though. All you
need is a User Table entry for the remote device.

CHAP is a bit different from PAP. Instead of actually sending a clear text
password over the link, CHAP relies on a “shared secret”, a password that both
sides of the connection know, but never send. When a remote system requests
CHAP authentication, the authenticating host replies with a challenge packet.
The challenge packet contains (among other things):

»« A user name for the host. The challenged system needs this to look up the
correct “shared secret™ password.

« A “challenge value” (a randomly generated string of characters).

The challenged system then concatenates the challenge value with the shared
secret and passes the new string through a hashing algorithm. When the
hashing algorithm forms a response based on this string, the challenged system
replies with a packet containing both the response value and a user name.

The authenticating host looks up the correct password for the user name
received and then performs the same calculations the client performed,
comparing the result to the response value received. If the results match, the
challenged system is allowed to pass through. However, the authenticating host
can issue additional CHAP challenges at any time during the connection.

Both ends of the connection must use the same hashing algorithm to work.
HiPer ARC uses the MD5 or MD4 Microsoft (Win95) algorithm.

Configuring

LAN-to-LAN Routing

ig

This section provides instructions and examples for setting the required
parameters necessary to perform LAN-to-LAN routing. Since connecting to a
remote LAN is really no different than connecting to a remote user station (with
the requirement that a few more parameters be defined), remote LANs are
simply defined as users.

For detailed information about CLI commands, refer to Chapter 10: Command
Reference.

To configure a LAN-to-LAN routing connection:

Add the User. Create a standard network user, specifying the user's type of
dialout/network and password (optional). Type:

add user <name> password <password>
type dialout,network

Type A LAN-to-LAN user is always a dialout and network user type since
HiPer ARC dials out to the remote router and performs framed network services.
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It may be helpful now to issue the show user command to display the user's
b default parameters (labeled as (D). This allows you to decide which parameters
you need to set, and which parameters you can leave as defaults.

An example of a network/dialout user:

add user main_user password boston type dialout,network ENTER

2 Configure IP/IPX Network Parameters. Set network parameters you'll need for
LAN-to-LAN routing. You do not need to specify network service since only PPP
is supported for this link. Type:

set network user <name>|P or IPX
header_compression [tcpip | none]
mtu <number>

spoofing <enable | disable>
usage <enable | disable>

Header Compression  Applies or turns off TCP compression to the header
portion of the packet. The default is TCPIP

MTU  The MTU specifies the size of the largest packet that may be sent to
this location. The default is 1514.

Spoofing  Enables or disables spoofing. The default is disable.
Usage Turns IP or IPX on or off. Default: enable.

A network user example:

set network user main_user mtu 1000 spoofing enable ENTER

3 Specify a Remote Address. Unlike a remote end user connection, you must
specify a remote IP address for the type of LAN-to-LAN connection you are
configuring. You can choose an:

= un-numbered interface - uses the HiPer ARC IP address with the advantage
of saving IP addresses

» numbered interface - uses the IP address of a specific port on the remote
device

If you plan to run RIP over an unnumbered IP connection, we recommend you
specify a global or internal IP address to the remote and local Hubs.

With this method, when an ondemand user is configured, the link between the
Hubs comes up and RIP runs across it. The local Hub learns about any networks
the remote Hub knows about. If no additional traffic needs to be sent the link
comes down. When the local Hub has any traffic to send to the remote
networks, the ondemand link comes up again and packets are sent. This global
IP address is useful by letting RIP preserve awareness of remote networks even if
a LAN interface goes down.

If you elect not to run RIP over an unnumbered link, you’ll still configure a
global IP address on both the remote and local HiPer ARC and, configure a
framed route to each remote network on the remote Hub. When the user is
enabled the framed routes are added to the Forwarding Table.



So if the local Hub has any traffic to send to these networks the ondemand link
will come up and the packets be sent.

An IPX address requires an eight numeral number of the remote network.

Remote IP Address  Sets the IP address a user accesses on a remote system.
This, also, is the remote system’s local IP address, set by set dialout user.

For a remote IP connection, the IP network address is assigned to a client in the
format nnn.nnn.nnn.nnn, with or without a mask specifier. The mask specifier
can be in IP address format (255.0.0.0 or greater and contiguous) or ‘A", ‘B’, ‘C’,
or a numeric value from 8 to 30 that describes the number of one bits in the
mask. If setting a user’s IP address, the mask specifier is set to ‘H’ (for Host) or a
numeric value of 32. If you do not specify a mask, the system will generate it
for you from the network address. The default is 0.0.0.0./H

You can set this value with either of the following commands:

set network user <name>ip
remote_ip_address <host_name or ip_address of remote network/mask_specifier>

set dialout user <name> site
remote_ip_address <host_name or ip_address of remote network/mask_specifier>

Remote IPX Address  Configures the remote IPX network address in the
format xxxxxxxx. ffffffff or fffffffe values are prohibited. Use this command:

set network user <name> ipx address <ipx network address>

Global IP Address  To specify a global (internal) IP address and enable
routing on the LAN where the HiPer ARC exists, use the following commands.

Important: If more than one HiPer ARC exists on your LAN, do not specify
identical internal IP addresses for them.

add ip network <name>
interface internal
address <IP_address of remote HiPer ARC>

set ip network <name>
routing_protocol [ripv1 | ripv2 | none]

You can verify the newly added internal network by issuing list interfaces.
Issuing show ip settings will also display this internal network. But, be aware
that if you do not configure a global IP network, the IP System Host Address
displayed by show ip settings will be the IP address of the first Ethernet
interface enabled on your system.

Framed Route User  Add this user when using an unnumbered link:

add framed_route user <name>
gateway <host_name or IP_address of remote HiPer ARC>
ip_route <host_name or IP_address of remote network>
metric <number>

You should run RIP when setting up a global IP network if you intend to
support a TCP service such as TELNET. Without RIP on the internal network, you
will not learn of remote networks should the Ethernet interface be disabled.
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Examples of remote IP and IPX addresses:

set network user main_userremote_ip_address 244.175.124.243/c ENTER

set network user name main_user ipx address ffff111f ENTER

4 Set the Remote Device Phone Number and Modem Group. Specify the remote
device's phone number and modem group using the following command.
Setting a modem group lets you allocate modems use. Specify a default modem
group (e.g.: slot:4) or create one with the add modem_group command.

set user <name> phone_number <number> modem_group <name>

Optionally, specify an alternate phone number that HiPer ARC will dial if it
cannot connect using the primary phone number. Use the following command:

set user <name> alternate_phone_number <number>

For example (abbr.):

set user main_user phone 5555555555 modem slot:4 alternate 6666666666 ENTER

Dial scripts specified with the set user command are not used in conjunction
with phone and alternate phone numbers specified here. You can specify either
one or the other value - not both.

5 Configure Dialout Parameters. Dialout parameters determine how HiPer ARC
initiates and handles the dialout connection to the remote router. Use the
following command as well as the set user command described later:

set dialout user <name> site
address_selection specified
type [on_demand | timed | manual | continuous]

start_time <hh:mm:ss>
end_time <hh:mm:ss>

When a remote IP address is configured, address selection is automatically set to
specified. Assign and negotiate parameters are not applicable.

Type Determines when HiPer ARC will dial out to the remote device. The
default is manual. Choices are:

= On Demand - HiPer ARC dials out to the remote device when it has packets
queued for that location. It then maintains the connection as long as there is
traffic on the line, closing the link when the idle timeout lapses. Note that
dynamic routing information is updated while there is a connection between
the two devices, but not before HiPer ARC dials or after it hangs up unless
spoofing is on.

» Timed - HiPer ARC dials out at the time of day that you specify. See the start
time and end time parameters for more information.

« Manual - (Useful for troubleshooting). The Hub dials out only when it
receives a dial command from the CLI. See Chapter 10: Command Reference
for more information on the dial command.

» Continuous - The Hub will attempt to maintain the connection at all times. If
the connection is broken it will dial again.



Start Time  Specifies the time to start a timed connection in
hours:minutes:seconds. The default is 00:00:00 (connection always up).

End Time  Specifies the time to end a timed connection in
hours:minutes:seconds. The default is 00:00:00 (connection always up).

Idle Time-out - Configured with the set user command  Applies to
manual and ondemand locations only. These values configured using the set
user command specify the interval a dial out connection can remain idle (no
packets sent or received) or how long the user session can last before HiPer
ARC disconnects. The idle timer ignores RIP, SAP and keepalive packets, allowing
ports to time-out even though RIP is running. The default is O (not active).
Range: 1-86,400 seconds. If spoofing is enabled, though, it accomplishes the
same purpose as setting an idle or session timeout.

You must set the Idle Time-out field to something other than its default (no
time-out) for on-demand sites. If not, the initial connection always stays up.

Use the following additional command for time-out values:

set user <name> idle_timeout <hh:mm:ss> session_timeout <hh:mm:ss>

An example of a dialout user configuration with the addition of time-outs:
set dialout user main_user site type on_demand start_time 05:00:00 end_time 17:00:00 ENTER

set user main_user idle_time 00:03:00 session_timeout 00:20:00 ENTER

Configure IP/IPX Routing Parameters. These values set periodic router updates
(RIP and SAP) parameters on a per user basis, “turning on” the type of routing
you prefer. Use these commands:

set network user <name> ip
default_route_option [disable | enable]
rip [ripvl | ripv2]
rip_authentication_key [string]
rip_policies_update [see Chaper 11: Command Reference]
routing [listen | send | both | none]
usage enable

set network user <name> ipx
rip_age_multiplier [1-1080]
rip_update [1-500]
routing [all | listen | send | respond | hone]
sap_age_multiplier [1-1080]
sap_update [1-500]
usage [disable | enable]
wan [enable | disable]

Default Route  Automatically sets the IP address of a remote default route
gateway. If your destination is remote, and the router is unaware of the remote
network, and you do not wish to run RIP, select enabled. Default: disabled

RIP  Specifies the RIP version used for IP. The default is RIPv1.

RIP Authentication Key  Authorizes RIP updates using a stored password
with a maximum string length of 64 ASCII characters
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IP/IPX Routing  Sets the level of RIP messaging the devices exchange on a
connection. For IP routing, you must select listen, send or both since the default
is none. The IPX routing options are similar although the default is respond.

IP routing need not be set on a user basis when setting an unnumbered link.

» Listen - Listen for RIP (IPX: & SAP) packets destined for nets (but not send)

» Send - Transmits RIP (IPX: & SAP) packets destined for the remote network
(but not listen)

= Both (IPX: All) - Listen for and send RIP (IPX: & SAP) packets to remote nets
= None - Ignore all RIP (IPX: & SAP) packets. Default
= Respond (IPX) - if requested, will send RIP & SAP packets to remote networks

IP users: Be sure to activate RIP on both sides of the WAN, otherwise it will not
work. Also, if IP routing is set to none, you will need to enter static routes to
networks not directly connected.

A user dialing up the Internet typically would not want to run RIP, while a user
making a LAN-to-LAN connection would.

Usage Enables or disables the IP or IPX protocol. Both are on by default.

Rip and SAP Age Multiplier  These parameters set a holding multiplier for
data received in RIP/SAP periodic updates. The default is 4.

RIP and SAP Update These values configure an interval, in seconds,
between RIP/SAP periodic updates. The default for both parameters is 60.

WAN  Enables/disables the IPX WAN protocol which is used between two IPX
networks negotiating the network number for a WAN connection. Both ends of
the connection must enable this protocol for it to work. The default is disabled

Examples of IP and IPX routing with most defaults retained:
set network user main_userip rip_authentication_key secret routing both ENTER

set network user main_user ipx rip_update 350 routing listen sap_update 350 wan enable ENTER

Configure Dialing Scripts - Optional. You can configure up to six send and reply
scripts per connection. Send/reply scripts specify modem commands to establish
and close remote connections.

Dial scripts specified with set user are not used in conjunction with phone/
alternate phone numbers. Specify either one or the other value - not both.

Set up dialing scripts using the following command:

set dialout user <name>
sendl_script <"'string"
send2_script <"'string"
send3_script <"'string"*
send4_script <"'string"*
send5_script <"'string"
send6_script <"'string"*
reply1_script <"'string"
reply2_script <''string"">

VVVVVVV
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reply3_script <"'string"*>

reply4_script <''string"'>

reply5_script <"'string"*>

reply6_script <"'string"*>

8 Configure PPP Parameters. If you are using PPP, configure several PPP-specific

values with this command:
set network user <name> ppp

channel_decrement <0-100%>
channel_expansion <0-100%>
compression_algorithm [ascend | auto | microsoft | none | stac]
expansion_algorithm [ linear | constant]
max_channels <maximum number of channels used>
min_size_compression <0-2048>
receive_acc_map <hexadecimal value - array of 4 bytes>
transmit_acc_map <hexadecimal value - array of 4 bytes>
reset_mode_compression [auto | every_packet | every_error]

Channel Decrement  Sets the channel decrement percentage. For Quad
modem cards, when second channel usage drops below this percentage, PPP
will use the first channel only. For HDM cards, when usage of up to 16 channels
drops below this percentage, PPP uses fewer channels. Since the default is 0, all
channels are available for use until you set this value. Recommended setting: 20

Channel Expansion  Sets the channel expansion percentage. For Quad
modem cards, when first channel usage exceeds this percentage, PPP adds a
second channel. For HDM cards, when first channel usage exceeds this
percentage, PPP add ups to 16 additional channels. Since the default is 0, all
channels are available for use until you set this value. Recommended setting: 60

Compression Algorithm  Specifies which proprietary algorithm PPP
negotiates to use for compression. The default is auto, which automatically
chooses the method satisfactory to both sides of the link. Ascend, Microsoft,
Stac and None are the other choices.

Expansion Algorithm  Specifies which type of expansion algorithm is used
to handle bandwidth allocation. Each algorithm measures traffic bandwidth over
60 second intervals. Use constant if you want to take a conservative approach
to bandwidth allocation and not react to short-term bandwidth changes. Use
linear if you want to measure more current, higher weight traffic when
allocating bandwidth. The default is constant.

Maximum Channels  Specifies the maximum number of channels this user
can use. This value either invokes PPP to negotiate for multilink PPP with the
remote system (more than 1) or does not try to negotiate for multi-link PPP (1).
The default is 2. If using Quad modem cards, you are limited to four channels
per card. If using HDM cards, you can employ up to 16 channels (modems) per
card for multilink provided you’ve provisioned your phone service.

Minimum Compression Size  Specifies the minimum size at which PPP
compresses a packet. Data packets smaller than this value are not compressed.
The default value is 256.

Receive Asynchronous Character Control Map  Determines whether HiPer
ARC uses the asynchronous control character map to filter incoming data. The
default value is ffffffff.



Transmit Asynchronous Character Control Map  Determines whether
HiPer ARC uses the asynchronous control character map to filter outgoing data.
The default value is ffffffff.

Reset Compression Mode  Determines how often PPP should examine
packets to decide when to re-negotiate the optimum compression algorithm.
The default is auto.

A network user example with MLPP and bandwidth allocation enabled (abbr.):
set net us main_user ppp channel_d 20 channel_e 60 max 16 co stac ex lin min 200 ENTER

Configure PAP/CHAP Authentication Parameters. You can set PAP and
CHAP-related authentication parameters using the following commands:

set ppp receive_authentication [chap | pap | either | none]
set system transmit_authentication_name <remote_user_name> name <system_name>

set network user <name> send_password <password>

PAP or CHAP Authentication By default, HiPer ARC is configured globally
to accept either PAP or CHAP authentication for PPP connections. For example:

set ppp receive_authentication pap ENTER

Set System Authentication Name  This name is sent to the remote system
for authentication. It is needed by PPP, which requires a user at the remote
system with the same authentication name. It is employed when HiPer ARC
receives a challenge while making a PPP connection to a remote system or
router over the WAN. For example:

set system transmit_authentication_name main_user name main_office ENTER

Send Password  This parameter is needed for a two-way LAN-to-LAN routing
connection. It must match the password specified by the user at the remote
location. For example:

set network user branch_user send_password boston ENTER

10 Save Your Work. Use the following command:

save all ENTER
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LAN-to-LAN Routing
Case Study

Assumptions

This case study provides an example of how to set up two Total Control Hubs
located on separate LANs to perform LAN-to-LAN routing over a dial-up PPP
link. The diagram below depicts two LANs connected by two Hubs: main_office
and branch_office. This configuration enables the IP protocol to be routed
across a standard PPP link with CHAP/PAP authentication. Users of the type
specified (with remote and local IP addresses configured on numbered or
unnumbered networks) can make dial up, on-demand calls to modem groups
on either side of the connection. Spoofing is activated to contain expenses and
multilink PPP enabled if necessary to maximize channel utilization of the HDM
cards. The configuration can then be tested by manually dialing out or pinging
either HiPer ARC.

= =

192.112.226.2 192.112.227.2
255.255.255.0 255.255.255.0
Default Router: 192.112.226.1 Default Router: 192.112.227.1
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Novell Cliert: IPXpc
Novell Server: IPXpcl IPX address: 8
IPX address: 7
LANL PPP Link LAN2

Figure 7-2 Sample LAN-to-LAN Routing Case with a Numbered IP Network

This case study assumes the following:

» HiPer ARC’s Main Office system name is main_office

= HiPer ARC’s Branch Office system name is branch_office

» HiPer ARC main_office is on LAN1, the main data center of the company
» HiPer ARC branch_office is on LAN2, a remote office

» HiPer ARC main_office establishes an on-demand link to HiPer ARC
branch_office, and vice versa

» A user configured on each HiPer ARC, each of which is supplied with a
password known to the opposite HiPer ARC, negotiates the connection

» Each Hub is populated with HDM-24 cards

« Enough phone numbers are provisioned by the phone company to support
multilink PPP (optional)

« [If traffic on the connection becomes too great, HiPer ARC main_office will
open additional channels; if traffic on the connection diminishes, HiPer ARC
main_office will close those channels

» Each Hub is populated with one HiPer ARC



Configuring HiPer ARC
main_office

Configuration of HiPer ARC main_office is broken down into these sections:

» Configuring LAN Networks

» Adding User Parameters

» Configuring Connection Parameters
» Setting Authentication

» Configuring Multilink PPP - Optional
» Saving the Configuration

» Testing the Connection - Optional

» Capsule Summaries A, B and C

Configuring LAN Networks

Follow these steps to establish an IP network on HiPer ARC main_office's LAN
interface (eth:1):

Add an IP network called *‘ipnet-1'* with the class C IP address 192.112.226.1,
ethernet_IlI frame type on interface eth:1:. Type:

add ip network ipnet-1 address 192.112.226.1/c interface eth:1 ENTER
Since the default network frame type is ethernet_ll, you do not need to set it.

Add an IPX network called "ipxnet-1"" with the IPX address 7, ethernet_Il frame
type on eth:1:. Type:

add ipx network ipxnet-1 address 7 interface eth:1 ENTER

Configure the LANs on which HiPer ARC main_office reside to do routing. Type:
set ip network ipnet-1 routing ripvl ENTER

set ipx network ipxnet-1 routing on ENTER

Adding User Parameters
Follow these steps to add a user:
Add ““branch_user” of network/dial-out user type with the password *“chicago”.

add user branch_user password chicago type network,dialout ENTER

Set the user's remote IP address to 78.0.0.2 and IPX address to 8. This
command assumes you want to configure a numbered network. If you’d prefer
to set up an unnumbered network, see the note below.

set network user branch_user ip remote_ip_address 78.0.0.2 ENTER

set network user branch_user ipx address 8 ENTER

Alternatively, you can configure an unnumbered IP network by specifying the IP
address of HiPer ARC branch_office (192.112.227.1). We recommend that if you
want unnumbered links you set an internal interface and enable RIP. Type:

add ip network branch_office interface internal address 192.112.227.1/32 ENTER

In addition, if you do not plan to run RIP over an unnumbered link, you will still
configure a global IP address to the remote HiPer ARC and configure a framed
route to each remote network on the remote Hub. Type:

add framed_route user branch_user gateway 192.112.227.1 ip_route 192.112.227.2/32 metric 1 ENTER



If you specify HiPer ARC’s IP address with either method above, your user
supports IPX only, or you want an unnumbered IP link, skip step 3.

Set the user's local IP address to 78.0.0.1:

set dialout user branch_user local_ip_address 78.0.0.1 ENTER

Configure the user to listen for RIP packets destined for main_office’s networks
and send RIP packets destined for branch_office's networks. But, if you’'ve
configured an unnumbered network, skip this step.

set network user branch_user ip routing both ENTER

set network user branch_user ipx routing all ENTER

Specify phone number and modem_group to use for branch_office. The modem
groups used below are default groups.

set user branch_user phone_number 5085555555 modem_group slot:1,slot:2 ENTER

Configuring Connection Parameters

Connection parameters determine how the LAN-to-LAN connection is handled
by HiPer ARC. Follow these steps:

Configure the user as an on-demand user. Type:

set dialout user branch_user site type ondemand ENTER

Enable spoofing to fully benefit from the ondemand connection. Type:

set dialout user branch_user site spoofing enable ENTER

Setting Authentication

Configure authentication parameters. This example sets PAP authentication on
both sides of the link (you may also choose CHAP, either or none):

Specify the system authentication name to match the name of the user
(main_user) created on the remote HiPer ARC and name for this HiPer ARC:

set system transmit_authentication_name main_user name main_office ENTER

Set the authentication type to PAP:

set ppp receive_authentication pap ENTER

Set branch_user user's authentication password to correspond to remote
main_user’s password:

set network user branch_user send_pass boston ENTER

Configuring Multilink PPP - Optional
Enable MLPPP for user branch_user. Type:

set network user branch_user ppp channel_decrement 20 channel_expansion 60 max_channels 16 ENTER

Saving the Configuration
Save your configuration using the following command:
save all ENTER



Configuring HiPer ARC
branch_office

Testing the Connection - Optional

Test your configuration by performing a manual dialout to bring up the
connection or, additionally, issuing ping commands. Follow the steps below:

Manually dialup the remote HiPer ARC. Type:

dial branch_office ENTER

Test a dynamic dialout by pinging the remote HiPer ARC. Type:

ping branch_office ENTER

Configuration of HiPer ARC branch_office is very similar to HiPer ARC
main_office configuration, except for some network address and user values.

Configuring LAN Networks
Set an IP network on HiPer ARC branch_office’s LAN interface (eth:1) as follows:

Add an IP network called "‘ipnet-2** with the Class C IP address 192.112.227.1,
ethernet_IlI frame type on interface eth:1:

add ip network ipnet-2 address 192.112.227.1/c frame eth interface eth:1 ENTER

Add an IPX network called "ipxnet-2" with the IPX address 8, ethernet_Il frame
type on eth:1:. Type:

add ipx network ipxnet-2 address 8 interface eth:1 ENTER

Set the LAN on which HiPer ARC branch_office resides to do routing. Type:

set ip network ipnet-2 routing ripvl ENTER

set ipx network ipxnet-2 routing on ENTER

Adding User Parameters
Follow these steps to add a user:
Add “main_user” of network/dial-out user type with the password *““boston”:

add user main_user password boston type network,dialout ENTER

Set the user's remote IP address to 78.0.0.1 with a Class A address mask and
IPX address to 7:

set network user main_user ip remote_ip_address 78.0.0.1/a ENTER

set network user main_user ipx address 7 ENTER

Alternatively, you can configure an unnumbered IP network setup by specifying
the IP address of HiPer ARC branch_office (192.112.227.1). We recommend that
if you are using unnumbered links you configure a global (internal) interface and
enable RIP. Use this command:

add ip network main_user interface internal address 192.112.226.1/32 ENTER

In addition, if you do not plan to run RIP over an unnumbered link, you will still
configure a global IP address to the remote HiPer ARC as well as configure a
framed route to each remote network on the remote Hub. Type:

add framed_route user main_user gateway 192.112.226.1 ip_route 192.112.226.2/32 metric 1 ENTER
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If you specify HiPer ARC’s IP address with either method above, the user
supports IPX, or you want an unnumbered IP link, skip step 3 below.

Set the user’s local IP address to 78.0.0.2:

set dialout user main_user local_ip_address 78.0.0.2/a ENTER

Configure the user to listen for RIP packets headed to HiPer ARC branch_office's
networks and send RIP packets destined for HiPer ARC main_office's netwaorks.
But, if you’ve set an unnumbered network, skip this step.

set network user main_user ip routing both ENTER

set network user main_user ipx routing all ENTER

Specify phone number and modem_group to use for main_office. The modem
groups used below are default groups.

set user main_office phone_number 5085556666 modem_group slot:3,slot:4 ENTER

Configuring Connection Parameters

Connection parameters determine how the LAN-to-LAN connection is handled
by HiPer ARC. Follow these steps:

Configure the user as an on-demand user type:

set dialout user main_user site type ondemand ENTER

Enable spoofing to fully benefit from the ondemand connection. Type:

set network user main_user spoofing enable ENTER

Setting Authentication

This example uses PAP authentication on both sides of the link (you may also
choose CHAP, either or none):

Set the system authentication name to match the name of the user
(branch_user) created on the remote HiPer ARC and name for this HiPer ARC:

set system transmit_authentication_name branch_user name branch_office ENTER

Set the authentication type to PAP:

set ppp receive_authentication pap ENTER

Set main_user's authentication password to match remote branch_office user’s
password:

set network user main_user send_pass chicago ENTER
Configuring Multilink PPP - Optional
Enable MLPPP for user main_user. Type:
set network user main_user ppp channel_decrement 20 channel_expansion 60 max_channels 16 ENTER

Saving the Configuration
Save your configuration using the following command:
save all ENTER



Testing the Connection - Optional

Test your configuration by performing a manual dialout to bring up the
connection or, additionally, issuing ping commands. Follow the steps below:

1 Manually dialup the remote HiPer ARC. Type:
dial main_office ENTER

2 Test a dynamic dialout by pinging the remote HiPer ARC. Type:

ping main_office ENTER
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This script is one possible configuration derived from the previous section. Issue
the following commands to build this IP/IPX LAN-to-LAN with single HiPer ARC
and HDM cards installed on each Hub, all modems on slots 1-4 enabled, a
numbered network, multilink PPP, RIPv1 routing and PAP authentication set.
HiPer ARC main_office

add ip network ipnet-1 address 192.112.226.1/c interface eth:1 ENTER

set ip network ipnet-1 routing ripvl ENTER

add ipx network ipxnet-1 address 7 interface eth:1 ENTER

set ipx network ipxnet-1 routing on ENTER

add user branch_user password chicago type network,dialout ENTER

set network user branch_user ip remote_ip_address 78.0.0.2 ENTER

set network user branch_user ipx address 8 ENTER

set dialout user branch_user local_ip_address 78.0.0.1 ENTER

set network user branch_user ip routing both ENTER

set network user branch_user ipx routing all ENTER

set user branch_user phone_number 5085555555 modem_group slot:1,slot:2 ENTER

set dialout user branch_user site type ondemand ENTER

set dialout user branch_user site spoofing enable ENTER

set system transmit_authentication_name main_user name main_office ENTER

set ppp receive_authentication pap ENTER

set network user branch_user send_pass boston ENTER

set network user branch_user ppp channel_decrement 20 channel_expansion 60 max_channels 16 ENTER

save all ENTER
dial branch_office ENTER
ping 78.0.0.2 ENTER

HiPer ARC branch_office
add ip network ipnet-2 address 192.112.227.1/c frame eth interface eth:1 ENTER
set ip network ipnet-2 routing ripvl ENTER
add ipx network ipxnet-2 address 8 interface eth:1 ENTER
set ipx network ipxnet-2 routing on ENTER
add user main_user password boston type network,dialout ENTER
set network user main_user ip remote_ip_address 78.0.0.1/a ENTER
set network user main_user ipx address 7 ENTER
set dialout user main_user local_ip_address 78.0.0.2/a ENTER
set network user main_user ip routing both ENTER
set network user main_user ipx routing all ENTER
set user main_office phone_number 5085556666 modem_group slot:3,slot:4 ENTER
set dialout user main_user site type ondemand ENTER
set network user main_user spoofing enable ENTER
set system transmit_authentication_name branch_user name branch_office ENTER
set ppp receive_authentication pap ENTER
set network user main_user send_pass chicago ENTER

set network user main_user ppp channel_decrement 20 channel_expansion 60 max_channels 16 ENTER

save all ENTER



Capsule Summary B

This script is another possible configuration derived from the previous section.
Issue the following commands to build this LAN-to-LAN with dual HiPer ARC
and HDM cards installed on each Hub, all modems on slots 1 and 2 enabled, an
unnumbered network created, CHAP authentication configured, and multilink
PPP and RIP disabled.

HiPer ARC main_office

set chassis slot 1 card_type quad_modem owner yes ports 24 ENTER

add ip network ipnet-1 address 192.112.226.1/c interface eth:1 ENTER

add user branch_user password chicago type network,dialout ENTER

set network user branch_user ip remote_ip_address 192.112.227.1/c ENTER
set user branch_user phone_number 5085555555 modem_group slot:1 ENTER
set dialout user branch_user site type ondemand ENTER

set system transmit_authentication_name main_user name main_office ENTER

add framed_route user branch_user gateway 192.112.227.1 ip_route 192.112.227.2/32 metric 1

set ppp receive_authentication chap ENTER
set network user branch_user send_pass boston ENTER
set network user branch_user ppp max_channels 1 ENTER
save all ENTER
dial branch_office ENTER
ping 192.112.227.1 ENTER
HiPer ARC branch_office
set chassis slot 2 card_type quad_modem owner yes ports 24 ENTER
add ip network ipnet-2 address 192.112.227.1/c frame eth interface eth:1 ENTER
add user main_user password boston type network,dialout ENTER
set network user main_user ip remote_ip_address 192.112.226.1/c ENTER
set user main_office phone_number 5085556666 modem_group slot:2 ENTER
set dialout user main_user site type ondemand ENTER
set system transmit_authentication_name branch_user name branch_office ENTER

add framed_route user main_user gateway 192.112.226.1 ip_route 192.112.226.2/32 metric 1

set ppp receive_authentication chap ENTER
set network user main_user send_pass chicago ENTER
set network user main_user ppp max_channels 1 ENTER

save all ENTER
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This script is another possible configuration derived from the previous section.
Issue the following commands to build this LAN-to-LAN with dual HiPer ARC
and HDM cards installed on each Hub, all modems on slots 1-4 enabled, and an
unnumbered network, framed users added, CHAP authentication configured,
and RIP and multilink PPP disabled.

HiPer ARC main_office

set chassis slot 1-4 card_type quad_modem owner yes ports 4 ENTER

add ip network ipnet-1 address 192.112.226.1/c interface eth:1 ENTER

set ip network ipnet-1 routing ripv2 ENTER

add user branch_user password chicago type network,dialout ENTER

set network user branch_user ip remote_ip_address 192.112.227.1/c ENTER
set user branch_user phone_number 5085555555 modem_group slot:1-4 ENTER
set dialout user branch_user site type ondemand ENTER

set dialout user branch_user site spoofing enable ENTER

set system transmit_authentication_name main_user name main_office ENTER
set ppp receive_authentication chap ENTER

set network user branch_user send_pass boston ENTER

set network user branch_user ppp max_channels 1 ENTER

save all ENTER

dial branch_office ENTER

ping 192.112.227.1 ENTER

HiPer ARC branch_office

set chassis slot 5-8 card_type quad_modem owner yes ports 4 ENTER

add ip network ipnet-2 address 192.112.227.1/c frame eth interface eth:1 ENTER
set ip network ipnet-2 routing ripv2 ENTER

add user main_user password boston type network,dialout ENTER

set network user main_user ip remote_ip_address 192.112.226.1/c ENTER

set user main_office phone_number 5085556666 modem_group slot:5-8 ENTER
set dialout user main_user site type ondemand ENTER

set network user main_user spoofing enable ENTER

set system transmit_authentication_name branch_user name branch_office ENTER
set ppp receive_authentication chap ENTER

set network user main_user send_pass chicago ENTER

set network user main_user ppp max_channels 1 ENTER

save all ENTER






TUNNELING WITH HIPER ARC

Introduction

HiPer ARC supports two, largely similar methods of tunneling IP/IPX traffic: the
Layer Two Tunneling Protocol (L2TP), an open tunneling protocol, and the
Point-to-Point Tunneling Protocol (PPTP), the Microsoft protocol supporting
connections to a Windows NT host.

These protocols provide a path and secure environment for PPP sessions over a
Virtual Private Network (VPN). By creating a L2TP or PPTP tunnel, HiPer ARC
extends a dial-in user’s PPP session across a TCP/IP network without granting
access to that network. This allows a private network to set up a host with the
power to grant or deny access to that user as if the host were the Network
Access Server terminating the user’s call.

HiPer ARC also supports another kind of tunneling using the Virtual Tunneling
Protocol (VTP). This protocol is employed by multiple HiPer ARC clients when
Multi-link PPP traffic is passed between them and a HiPer ARC server. VPT is
used in conjunction with the Multi-link PPP Interspan Protocol (MPIP) which
allows links of a PPP Multilink bundle to be physically terminated at different
HiPer ARCs on the network - VTP tunnels channel these links logically to a
single HiPer ARC. While L2TP can support multi-link PPP, it doesn’t support MPIP.

This chapter provides instructions to configure the following protocols:

m L2TP
m PPTP
= MPIP

Using L2TP

The Layer Two Tunneling Protocol (L2TP) provides “virtual dial-up” - the
tunneling of PPP client sessions to a host network server located across the
Internet from the HiPer ARC where clients initially connect. This flexible topology
provides:

m non-proprietary, multi-protocol sharing of network resources such as
modems, Remote Access Servers and ISDN routers

the use of unregistered IP and private IPX addresses

the placement of local calls by clients

multilink PPP support even for physically dispersed Remote Access Servers
end-system transparency for remote clients and their home-site hosts
various types of authentication support (MS-CHAP, PAP, EAP)

addressing and authorization by the home site, not the ISP

RADIUS and TACACS+ support for those requiring it



How it Works

A remote client dials into a HiPer ARC serving as the L2TP Access Concentrator
(LAC) and initiates an asynchronous or synchronous PPP connection through the
Internet over either a Public Switched Telephone Network (PSTN) or Integrated
Services Digital Network (ISDN). HiPer ARC establishes the PPP link and begins
authentication of the client based on its user name and a specified endpoint -
the L2TP Network Server (LNS). After authentication is accepted, client data is
passed to the LNS (another HiPer ARC or any Network Access Server) and this
host either accepts or rejects the dialup call. See illustration below.

Then, using the User Datagram Protocol (UDP), a tunnel (defined as a LAC-LNS
pair) to a specified LNS is initiated. Once the tunnel is up, control messages are
passed between the LAC-LNS to manage the tunnel. An unused slot within the
tunnel - a session - is then prompted from the LNS, as well as authentication
data. If the LNS successfully authenticates the dialup session a second time
(using CHAP, PAP or MS CHAP) a virtual interface for PPP is created, allowing
the passage of packets through the tunnel in both directions.

At this point, connectivity is established via a point-to-point PPP session whose
endpoints are the remote user's networking application on one end and the
termination of this connectivity at the LNS's PPP support on the other. Because
the remote user has become simply another dial-up client of the LNS, client
connectivity can now be managed using traditional methods of authorization,

protocol access, and packet filtering. Accounting can be performed on both the
HiPer ARC (LAC) and host network server (LNS).
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Figure 8-1 L2TP Implementation
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Configuring a Tunneled
Dialin User

Tunnels can presently be established only on the LAC side of the LAC-LNS pair
although PPP traffic can be transmitted in either direction.

Tunneling over L2TP is configured on HiPer ARC by creating fully-fledged dial-in
tunnel users or, creating dial-in tunnel users mapped to an associated LNS.
These users can share data transmitted from either side of the tunnel originating
from a LAC. Support is not available for dial-out calls originating from an LNS.
See illustration below.

L2TP tunnels are enabled by configuring users or up to 9 LNS’s. If you want to
keep accounting records for users, create a user and specify a server_endpoint
(LNS name or IP address), and type (tunneling protocol - L2TP). Alternatively, you
can create one user to be shared by multiple users provided a global LNS is
configured with one tunnel server endpoint rather than separate endpoints for
each user. Optionally, you can ensure that no accounting records are maintained
for users by not specifying an endpoint in their profile.

Authentication is available both for users (password) and tunnels (security).
Tunnel security can be set at one of four layers: data packets only, control
packets only, both data and control packets or none. Group values are optional
while medium_type (ipv4) is set by default. Similar security is available if you
choose to configure an LNS instead of individual users.

If you specify a LNS name, be sure that a DNS server is up and running to
resolve the server’s IP address.

To create a dial-in tunnel user, use the following commands:

add user <user_name>
password < string>

set tunnel user <user_name>
group <name>
medium_type ipv4
type 12tp
password <string>
security <both_data_and_control | control_only | data_only | none>

server_endpoint <LNS_name or IP_address>

Parameters Description
<user_name> Name of user, previously defined using add user. Limit: 64 ASCII chars.
type The tunneling protocol this user will employ. Choices:

n none - No tunneling specified
n  pptp - Point-to-Point Tunneling Protocol. Default
n 12tp - Layer 2 Tunneling Protocol

medium_type The transport layer of the tunnel medium used to create tunnels: ipv4

client_endpoint |IP address required for dialout calls only. Limit: 64 ASCII characters

server_endpoint | IP address of the server-end of the tunnel. Limit: 64 ASCII characters

password The shared secret between tunnel server and client. Limit: 63 ASCII chars.
group Group ID of the tunneled session. Limit: 64 ASCII characters
security Additional security to perform on control or data packets for this tunnel.

Choices: none, control-only, data-only, or both-data-and-control.




save all

1 Create a user with a password provided for user authentication. Type:

add user nancy password gina ENTER

2 Configure this new user as a tunnel type user with the default medium type of

ipv4, type I2tp and server_endpoint of 2.2.2.2. Type:

set tunnel user nancy password gina type 12tp server_endpoint 2.2.2.2 ENTER

If you’d rather create a tunnel user that’ll be shared by many dialin callers, set
an LNS ID, server_endpoint, shared_secret and security. Be aware that no
accounting records are kept for users without endpoints. Use these commands:

add I12tp Ins <1-9>

set I2tp Ins <1-9>
address <LNS IP_address>
security_level <both | control | data | none>

shared_secret <secret>

Parameters | Description

<I2tp server | An indexed value for the specified L2TP network server. Range: 1-9
number>

shared_secret | The password shared by the L2TP network server and access concentrator
(LAC). Limit: 256 ASCII characters.

security_level | Type of HMAC-MD5 packet encryption the L2TP network server performs:
n data - encryption for data packets only

n control - encryption for data packets only

n both - encryption for data and control packets

n none - no encryption performed. Default

For example:

set tunnel user earth password watch type 12tp security none ENTER

add I12tp Ins 1 address 2.2.2.2 shared_secret watch security_level none ENTER
Save your work. Type:

save all ENTER

After a tunnel has been established, verify it is properly configured by issuing
the list 12tp tunnel command. Also, issue the list connections command to
verify the Data Link Layer (DLL) type is L2TP for all tunneled calls on the LAC
only. The list 12tp tunnels command displays information on the LNS only, for
example:

L2TP TUNNELS
TunID Status IP Address
1 2.2.2.2

The list connections command will display, for example:

I[fName User Name Type DLL Start Date Start Time
slot:3/mod:1 nancy DIALIN L2TP 05-AUG-1998 13:56:1
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L2TP also supports outgoing (dialout) calls (manual dialout only). A tunneled
(L2TP) outgoing call is initiated from the tunnel server (LNS) by issuing the
dialout I2tp command. Once the dialout command is executed the LNS
initiates a tunnel from the LNS to the tunnel client (LAC). The LAC then dials
the phone number specified for the dialout user at the LNS. That phone number
is sent by L2TP from the server to the client.

In the following section, you configure:

m Dialout using a HiPer ARC as the tunnel server endpoint

m Dialout using a HiPer ARC as the tunnel client endpoint

m Dialout using another router/HiPer ARC where PPP session is terminated
Dialout with one HiPer ARC acting as the LNS

To configure this part of a dialout tunneled call, you create a user and
password, set a client endpoint name or address (for the LAC), provide remote
and local IP addresses at either end of the connection, specify a phone number
to access that connection, turn on routing, configure the system transmit
authentication name (the same name as the user at the remote end of the
connection) and set a system name on the LNS.

You don’t have to specify the following parameters because they are correct by
default: dialout user type <manual>, tunnel user medium_type <ipv4>, and
tunnel user type <I2tp>.

Use the following commands:

add user <user_name>
password <password>
type <dialout/network>

set tunnel user <user_name>
client_endpoint <LAC_name or IP address>

set network user <user_name>
remote_ip_address <IP_address>
ip_routing <both>

set user <user_name>
phone_number <number>

set dialout user <user_name>
local_ip_address <IP_address>

set system transmit authentication <user_name>

set system name <name>

For example:

add user gina password gina type network,dialout ENTER

set tunnel user gina client_endpoint 4.4.4.4

set network user gina remote_ip_address 5.5.5.5 ip_routing both ENTER
set user gina phone 5554545 ENTER

set dialout user gina local_ip_address 9.9.9.9 ENTER

set network user gina send_password gina ENTER

set system transmit authentication gina ENTER

set system name hiperarc ENTER



2 Dialout with a second HiPer ARC acting as the LAC.

This part of the dialout call involves creating a dialout user name and password,
a network type of dialout/network, and a phone number on the LAC. Be sure
that the user name is identical to the system name of the tunnel server (LNS).
Also, note that the phone number you specify will be overwritten by the phone
number of the user you created earlier (this value is optional). Use the following
commands:

add user <user_name>

password <password>
type <dialout/network>

set user <user_name>
phone_number <number>

For example:

add user hiperarc password none type network,dialout ENTER
set user hiperarc phone_number 4445656 ENTER

Dialout call terminates on third HiPer ARC/Windows NT or other router

This part of the dialout call involves another router to which the tunnel client
(LAC) dials out using a phone number obtained from the user configured on the
LNS. The remote IP address you set here will be the local IP address you set on
the LNS while the local IP address set here will match the remote IP address set
on the LNS.

For example:

add user gina password gina type network,login ENTER
set network user gina remote_ip_address 9.9.9.9 ip routing_both ENTER
set network user gina send_password gina ENTER
set dialout user gina local_ip_address 5.5.5.5 ENTER
set network user gina send_password gina ENTER
set system transmit authentication gina ENTER

Save your configuration.

Save your settings on both HiPer Arcs with the following command:
save all ENTER

Dial the call

Use the following command to dial the call:
dialout I2tp <user_name>

For example:
dialout I12tp gina ENTER

Once the dialout call is established, PPP negotiation will occur between the LNS
and the *““other” router on which the call is terminating.



Configuring an L2TP
Tunnel on a RADIUS
Server

Setting up L2TP on a RADIUS server is similar to HiPer ARC configuration in that
users can be set up on either the LAC or LNS side of the tunnel. Follow the
steps detailed below.

On the LAC side of the tunnel, configure a PPP user of tunnel type 12tp, with a
user password, tunnel password, tunnel security and other framed values on the
RADIUS server.

For example:

User-Name=gina
User-Password=bean
Service-Type=Framed
Framed-Protocol=PPP
Framed-IP-Netmask=255.255.255.255
Framed-MTU=1500
Framed-IP-Address=0.0.0.0
Tunnel-Type=L2TP
Tunnel-Server-Endpoint=<IP_address of LNS>
Tunnel-Security=both_data_and_control

Set the transmit authentication name for the LAC. This name is sent to the
remote system for authentication. It is needed by PPP, which requires a user at
the remote system with the same authentication name. It is employed when
HiPer ARC receives a challenge while making a PPP connection to a remote
system or router over the WAN. This value must match the name of the user
configured on the LNS. Type the following:

set system transmit_authentication_name <name>

For example:

set system transmit_authentication_name boston ENTER

On the LNS side of the tunnel, configure a standard PPP user (with the same
user name created earlier) on the RADIUS server and, if you want to employ
tunnel security, configure a second user matching the system transmit
authentication name created earlier.

For example, the first user with no security specified:

User-Name=gina
User-Password=bean
Service-Type=Framed
Framed-Protocol=PPP
Framed-IP-Netmask=255.255.255.255
Framed-MTU=1500
Framed-IP-Address=0.0.0.0

For example, a second user with security provided:

User-Name=boston
User-Password=bean
Tunnel-Password=candy



Using PPTP
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The Point-to-Point Tunneling Protocol (PPTP) provides Virtual Private Network
(VPN) support for corporate networks across the Internet in much the same
fashion as L2TP. “Virtual dial-up” is provided, tunneling PPP client sessions to a
host network server located across the Internet from the HiPer ARC where
clients initially connect.

The chief differences between the protocols is PPTP’s support for a Windows NT
server acting as the PPTP Network Server (PNS) and its lack of tunnel security.
PPTP relies on PPP’s built-in security and other IP-based mechanisms (such as
IPSEC) because it is designed primarily for IP network while PPTP utilizes security
mainly for non-IP networks.

The protocols also differ in that PPTP uses TCP for control channel and GRE for
data channel communications while PPTP uses UDP for control as well as data
channel communications.

Tunneling over PPTP is configured on HiPer ARC by creating fully-fledged dial-in
tunnel users or, creating dial-in tunnel users mapped to an associated PNS.
These users can share data transmitted from either side of the tunnel originating
from a PAC. Support is not available for dial-out calls originating from an PNS.

PPTP tunnels are enabled by configuring users or up to 9 PNS’s. If you want to
keep accounting records for users, create a user and specify a server_endpoint
(PNS name or IP address), and type (tunneling protocol - PPTP). Alternatively,
you can create one user to be shared by multiple users provided a global PNS is
configured with one tunnel server endpoint rather than separate endpoints for
each user. Optionally, you can ensure that no accounting records are maintained
for users by not specifying an endpoint in their profile.

Authentication is available both for users (password) and tunnels (security).
Tunnel security can be set at one of four layers: data packets only, control
packets only, both data and control packets or none. Group values are optional
while medium_type (IPv4) is set by default. Similar security is available if you
choose to configure an PNS instead of individual users.

If you specify a PNS name, be sure that a DNS server is up and running to
resolve the server’s IP address.

A remote client dials into a HiPer ARC serving as the PPTP Access Concentrator
(PAC) and initiates an asynchronous or synchronous PPP connection through the
Internet over either a Public Switched Telephone Network (PSTN) or Integrated
Services Digital Network (ISDN). HiPer ARC establishes the PPP link and begins
authentication of the client based on its user name and a specified endpoint -
the PPTP Network Server (PNS). After authentication is accepted, client data is
passed to the PNS (another HiPer ARC or any Network Access Server) and this
host either accepts or rejects the dialup call. See illustration below.

Then, using the Transmission Control Protocol (TCP), a tunnel (defined as a
PAC-PNS pair) to a specified PNS is initiated. Once the tunnel is up, control
messages are passed between the PAC-PNS to manage the tunnel. An unused
slot within the tunnel - a session - is then prompted from the PNS, as well as
authentication data. If the PNS successfully authenticates the dialup session a
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second time (using CHAP, PAP or MS CHAP) a virtual interface for PPP is
created, allowing the passage of packets through the tunnel in both directions.

At this point, connectivity is established via a point-to-point PPP session whose
endpoints are the remote user's networking application on one end and the
termination of this connectivity at the PNS's PPP support on the other. Because
the remote user has become simply another dial-up client of the PNS, client
connectivity can now be managed using traditional methods of authorization,
protocol access, and packet filtering. Accounting can be performed on both the
HiPer ARC (PAC) and host network server (PNS).

PPTP also supports outgoing (dialout) calls (manual dialout only). A tunneled
(PPTP) outgoing call is initiated from the tunnel server (PNS) by issuing the
dialout PPTP command. Once the dialout command is executed the PNS
initiates a tunnel from the PNS to the tunnel client (PAC). The PAC then dials
the phone number specified for the dialout user at the PNS. That phone number
is sent by PPTP from the server to the client.

In the following section, you configure:

m Dialout using a HiPer ARC as the tunnel server endpoint

m Dialout using a HiPer ARC as the tunnel client endpoint

m Dialout using another router/HiPer ARC where PPP session is terminated
Dialout with one HiPer ARC acting as the PNS. To set up this part of a dialout
tunneled call, you create a user and password, set a client endpoint name or
address (for the PAC), provide remote and local IP addresses at either end of the
connection, specify a phone number to access that connection, turn on routing,
configure the system transmit authentication name (the same name as the user
at the remote end of the connection) and set a system name on PNS.

You don’t have to specify the following parameters because they are correct by
default: dialout user type <manual>, tunnel user medium_type <ipv4>, and
tunnel user type <PPTP>,

Use the following commands:

add user <user_name>
password <password>
type <dialout/network>

set tunnel user <user_name>
client_endpoint <PAC_name or IP address>

set network user <user_name>
remote_ip_address <IP_address>
ip_routing <both>

set user <user_name>
phone_number <number>

set dialout user <user_name>
local_ip_address <IP_address>

set system transmit authentication <user_name>

set system name <name>



For example:

add user gina password gina type network,dialout ENTER

set tunnel user gina client_endpoint 4.4.4.4

set network user gina remote_ip_address 5.5.5.5 ip_routing both ENTER
set user gina phone 5554545 ENTER

set dialout user gina local_ip_address 9.9.9.9 ENTER

set network user gina send_password gina ENTER

set system transmit authentication gina ENTER

set system name hiperarc ENTER

Dialout with a second HiPer ARC acting as the PAC. This part of the dialout call
involves creating a dialout user name and password, a network type of
dialout/network, and a phone number on the PAC. Be sure that the user name
is identical to the system name of the tunnel server (PNS). Also, note that the
phone number you specify will be overwritten by the phone number of the user
you created earlier (this value is optional). Use the following commands:

add user <user_name>

password <password>
type <dialout/network>

set user <user_name>
phone_number <number>

For example:

add user hiperarc password none type network,dialout ENTER
set user hiperarc phone_number 4445656 ENTER

Dialout call terminates on third HiPer ARC/Windows NT or other router

This part of the dialout call involves another router to which the tunnel client
(PAC) dials out using a phone number obtained from the user configured on the
PNS. The remote IP address you set here will be the local IP address you set on
the PNS while the local IP address set here will match the remote IP address set
on the PNS.

For example:

add user gina password gina type network,login ENTER

set network user gina remote_ip_address 9.9.9.9 ip routing_both ENTER
set network user gina send_password gina ENTER

set dialout user gina local_ip_address 5.5.5.5 ENTER

set network user gina send_password gina ENTER

set system transmit authentication gina ENTER

Save your configuration. Save your settings on both HiPer Arcs with the
following command:

save all ENTER

Dial the call. Use the following command to dial the call:

dialout PPTP <user_name>

For example:

dialout PPTP gina ENTER



Configuring a PPTP
Tunnel on a RADIUS
Server

Once the dialout call is established, PPP negotiation will occur between the PNS
and the “other” router on which the call is terminating.

Setting up PPTP on a RADIUS server is similar to HiPer ARC configuration in that
users can be set up on either the PAC or PNS side of the tunnel. Follow the
steps detailed below.

On the PAC side of the tunnel, add a PPP user of tunnel type PPTP, on the
RADIUS server.

For example:

User-Name=gina
User-Password=bean,
Tunnel-Type = PPTP,
Tunnel-Server-Endpoint = <IP_address of LNS or fully qualified domain name>

Set the transmit authentication name for the PAC. This name is sent to the
remote system for authentication. It is needed by PPP, which requires a user at
the remote system with the same authentication name. It is employed when
HiPer ARC receives a challenge while making a PPP connection to a remote
system or router over the WAN. This value must match the name of the user
configured on the LNS. Type the following:

set system transmit_authentication_name <name>

For example:

set system transmit_authentication_name boston ENTER

On the PNS side of the tunnel, configure a standard PPP user (with the same
user name created earlier) on the RADIUS server and, if you want to employ
tunnel security, configure a second user matching the system transmit
authentication name created earlier.

For example, the first user with no security specified:

User-Name=gina
User-Password=bean
Service-Type=Framed
Framed-Protocol=PPP
Framed-IP-Netmask=255.255.255.255
Framed-MTU=1500
Framed-IP-Address=0.0.0.0

4 Verify the PPTP tunnel as the PNS side by issuing the list tunnel connection

command.
For example:
IfName User Name Type Start Start

Date Time
tun:1 gina PPTP 19-SEP-2041 03:39:58



Using MPIP

How it Works

Multi-link PPP Protocol (MPPP) provides greater bandwidth for a PPP connection
by allowing multiple physical PPP links to comprise a single logical link. As a
rule, multi-link PPP logical connections require termination on the same router
(HiPer ARC), but MPIP overcomes this limitation by communicating among
multiple physical terminating endpoints (within a HiPer ARC client-server
configuration) and specifying a single logical endpoint. MPIP uses the User
Datagram Protocol (UDP) to communicate between clients and server.

So, if more than one HiPer ARC accepts dial-in calls in a Point-of-Presence (POP)
or same numbering plan, the possibility exists that calls for the same user may
terminate on different HiPer ARCs. MPIP helps to solve this problem. It does so
by selecting one of the HiPer ARC to logical terminate each call. Other HiPer
ARCs then use the Virtual Tunneling Protocol (VTP) to tunnel their calls on the
selected HiPer ARC while MPIP helps decide which HiPer ARC terminates the
calls. Be sure that NTP is enabled, otherwise VTP won’t work. Otherwise, no
other configuration is required for VTP - it functions mostly as a data pathway.

A remote user dials in to a HiPer ARC client configured to accept multi-link PPP
traffic. This first physical connection where the multi-link PPP call is terminated
(the destination) is specified as the bundle owner of all packets associated with
the call. When traffic reaches a certain level on this HiPer ARC client, another
link is established on a second configured HiPer ARC client and so forth for any
additional clients. See the illustration below.
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Figure 8-2 MPIP Connection



Configuring a Multi-link
PPP connection with
MPIP

Next, configuring either HiPer ARC as an MPIP server allows the second HiPer
ARC client to learn the existence and primacy of the first HiPer ARC client,
enabling the passage of packets to their correct endpoint. The MPIP server,
which can reside on any UNIX machine (and in this case can be on either HiPer
ARC or even a separate HiPer ARC not participating in PPP call handling), acts as
a central database for link information regarding all MPIP clients and resolves
bundle ownership of any incoming MPIP packets.

MPIP clients and servers are configured with a shared secret known to
eachother for authentication purposes. Multiple MPIP servers can be configured
for purposes of redundancy but all MPIP clients must share the same secret with
their MPIP server pairs. When more than one MPIP server is configured, they
communicate with each other periodically periodically to synchronize their link
databases.

Once all MPIP clients and servers have communicated and are aware of each
other, the bundle owner MPIP client uses VTP to build a tunnel between itself
and all other MPIP clients, establishing the user’s PPP connection. At this point
connectivity is established and data traffic is transmitted over the tunnel
between the user and HiPer ARC terminator.

Configuring a multi-link PPP connection using MPIP is accomplished by adding
MPIP clients with a shared secret for each client-server pair and adding one or
more MPIP servers with a priority value for each server, the shared secret (1-16
ASCII characters) associated with its clients, and a type (hiper or netserver).
Servers and clients can be located on the same HiPer ARC.

Optionally, a port number specifying the UDP port on which the server listens
for control traffic can be specified although the default port setting is 5912.

No special user configuration is required to configure MPIP (dialin users are still
configured though).

If two MPIP servers have the same priority setting, the MPIP server with the
smaller IP address takes precedence.

Follow the steps below:

Create an MPIP client using the following command:

add mpip client <IP_address>
sharedsecret [string]
type [hiper | netserver]

For example, add two MPIP clients:
add mpip client 149.112.214.140 sharedsecret cashews type hiper ENTER
add mpip client 149.112.214.142 sharedsecret cashews type netserver ENTER

Create an MPIP server using the following command:

add mpip server <IP_address>
sharedsecret [string]

For example, add two MPIP servers:



add mpip server 149.112.214.140 priority 1 sharedsecret cashews ENTER
add mpip server 149.112.214.142 priority 2 sharedsecret cashews ENTER

3 HiPer ARC doesn’t normally act as an MPIP server, and therefore is disabled by
default. You must turn the server on (MPIP clients are ON by default). Use the
following global command:

set mpip
server_state [on | off]
client_state [on | off]

For example:
set mpip server_state on ENTER

4 Save your configuration. Type:
save all ENTER
5 You can verify your MPIP settings by issuing the show mpip settings, list

mpip clients and list mpip servers commands. The commands will return the
following information, for example:

HiPer>>show mpip servers ENTER

MPIP Server State ON
MPIP Client State ON
MPIP UDP Port 5912

HiPer>>list mpip clients ENTER

Client Type

149.112.214.140 HIPER
149.112.214.142 NETSERVER

HiPer>>list mpip servers ENTER

MPIP Servers
IP Address UDP Port Priority
149.112.214.142 5912 1

6 Set parameters for the Simple Network Time Protocol client process, which
references a server-based clock for HiPer ARC to synchronize with VTP. Use
these commands:

set ntp primary_server <ip_address>
enable ntp

show ntp



7 Once the VTP tunnel is established and the multi-link PPP connection is up, you
can use the list mpip bundles and list mpip links commands to verify packet
transmissions. For example:

HiPer>>list mpip bundles ENTER

MPIP Bundles

Bundle EndPoint Descriminator No. User
Owner Value Type Links Name
149.112.214.140 61626364656600000000 1 3 john
149.112.214.142 78787879797900000000 1 2 larry

HiPer>>list mpip links ENTER

MPIP Links

Bundle Owner Link Owner Link ID User Name
149.112.214.140 149.112.214.140 11 john
149.112.214.140 149.112.214.140 12 john
149.112.214.140 149.112.214.142 13 john
149.112.214.142 149.112.214.142 14 larry

149.112.214.142 149.112.214.140 13 larry
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PACKET FILTERS

This chapter describes how to set up packet filters on HiPer ARC. The topics are:

» Filtering Overview

» Filter Types

» Creating Filters

« Configuring Filters
« Managing Filters

» General Filter Setup
» Filter Examples

This chapter describes how to use a text editor and the CLI to use filters. HiPer
ARM provides the same functionality using a graphical interface - for more
information, see HiPer ARM on-line Help.

Filtering Overview

Filtering Capabilities

Packet filters are used primarily in networks that cross organizational or
corporate boundaries. They control inter-network data transmission by accepting
or rejecting the passage of specific packets through network interfaces based on
packet header information.

When data packets are received by a network interface such as a modem, a
packet filter analyzes packet header data against its set of rules. Based on rules
that you define, the filter permits the packet to pass through or discards it.

HiPer ARC supports the following filtering capabilities:
« Input/output filtering - packet filters can be used to control inbound or
outbound data packets

» Source/destination address filtering - a packet filter can accept or deny access
to a host or user based on the address of the source and/or destination

» Protocol filtering - inbound or outbound network traffic can be evaluated
based on the protocol

» Source/destination port filtering - a packet filter can control what services
local or remote users can access

« Call filtering can control whether a packet can initiate an outgoing call

» Controls the content of IP Routing Information Protocol (RIP) packets sent or
received on specific ports.

» RADIUS and TACACS+ filtering; see Appendix E: RADIUS and TACACS+
Systems for more information.



Information Sources

Internet packet filtering and security are complex issues. The chapter aims to
provide an overview of the filtering capabilities provided by HiPer ARC. For more
detailed information on this topic, refer to the following information sources:

» Cheswick and Bellovin, Firewalls and Internet Security: Repelling the Wily
Hacker, Addison Wesley, 1994, ISBN 0-201-63357-4

»« Siyan and Hare, Internet Firewalls and Network Security, New Riders
Publishing, 1995, ISBN 1-56205-437-6

Filter Types

Data Filters

Advertisement Filters

Call Filters

Filters can be classified by the following types:

« Data filters - based on protocol-specific packet information
» Advertisement filters - based on broadcast packet information
» Generic filters - based on packet structure

« Call filters - based on outgoing/incoming calls

Data filters control network access based on protocol, source/destination
address, and source/destination port designation (e.g., TCP/UDP port
designations) of the packet.

HiPer ARC supports IP and IPX-related filters. This filter tpe controls network
access based on the protocol and source/destination address. IP filter rules allow
filtering on source address, destination address, protocol type, source port, and
destination port of the IP packet. IPX filter rules allow filtering on source
network, destination network, protocol type, source socket, destination socket,
source node, and destination node of the IPX packet.

Advertisement filters act on network protocol packets that contain information
such as RIP. Filtering these packets is performed by the specific protocol process.

IP-RIP, IPX-RIP and IPX-SAP are supported by HiPer ARC. The IP-RIP filter type
controls the content of IP Routing Information Protocol (RIP) packets that are
sent out or received. The IP- and IPX-RIP filtering process filters addresses from
the RIP packet upon transmission (output filter), and does not enter routes into
the Routing Table upon receipt (input filter).

The IPX-SAP filter type controls the content of Service Advertising Protocol (SAP)
packets which are transmitted or received. The IPX-SAP filter rules allow
filtering on service type, server name, network address, node address, and the
socket number fields of the service entry. The forwarding process uses the filter
information to prevent service data from being included in the SAP packet.

IP-Call filters are employed to screen outgoing calls for an ondemand user or a
per interface basis. Filtering rules can comb source, destination and host
addresses, port numbers of TCP, and UDP protocols, ICMP messages and
protocols.
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Generic filters are set by byte and offset values in a packet. Packets are filtered
by comparing theirs offset value and byte information with the values you
define in the filter. The Hub accepts or rejects the packet based on the result.

Creating generic filters can be a complex task. Only experienced users should
use generic filters, and strictly in cases where data and advertising filters cannot
provide necessary filtering capabilities.

Creating Filters

Filter File Components

HiPer ARC performs packet filtering based on rules you create. This section
describes how to create packet filters

Filte rules are defined within filter files. Filters are text files stored either in
FLASH memory or on a RADIUS server. You can create and modify filter using:
« The CLI edit command

» The Windows-based HiPer ARM (refer to HiPer ARM on-line documentation)

= An off-line text editor

File Descriptor
To be valid, a filter file must always have this file descriptor on the first line:
#filter

Eliminate blank space before the descriptor, otherwise an error will occur.

The remainder of the filter file is partitioned into protocol sections. Each
protocol section has a descriptive header preceding filter rules for that protocol.

Protocol Sections

A single filter file can contain protocol sections in any order, but sections cannot
be repeated. The following conditions cause errors or prevent filtering:

« If you don’t specify a protocol section in the filter file, no filtering will occur
and packets of that protocol type will be accepted

« If you specify a protocol section but don’t define rules, an error will occur.

« If you omit a line number or insert a line out of sequence, errors will occur.

To comment out a protocol section, you must place a pound (#) sign before the
section header and before all rules defined in that section.

The table below describes valid protocol sections you can define in the filter file:

Protocol Section Description

IP: IP protocol data filter section
IP-CALL: IP protocol call filter section
IP-RIP: IP RIP advertising filter section
IPX: IPX protocol data filter section
IPX-CALL: IPX protocol call filter section
IPX-RIP: IPX RIP advertising filter section
IPX-SAP: IPX SAP advertising filter section
LOGIN-ACCESS: Login Access filter section




Protocol Rules

You define protocol rules within each protocol section in the filter file. These
rules set which packets may and may not access the network. The rule syntax is:

<line #> <verb> <keyword> <operator> <value>;

The combination of keyword, operator, and value forms a condition which,
when combined with a verb, sets whether packets are accepted or rejected.

When a packet is filtered, an IP packet for example, HiPer ARC parses each rule
defined in the IP protocol section sequentially according to the line number.
Filtering is performed based on the first occuring match. Without a match, the
packet is accepted by default. For this reason, you should order your protocol
rules so that rules you expect to be most frequently matched are situated early
in the section to reduce parsing time during filtering.

The following table describes each field used in the rule syntax:

Field Description

line # Each rule must have a unique line number (1-999). You must arrange rules in
increasing order.

verb This field can be one of the following:
« ACCEPT - allow packet access if condition is met
« REJECT - do not allow packet access if condition is met

= AND - logically use the AND condition with condition of the next rule to
determine if packet is accepted or rejected: both defined conditions must be
met. IMPORTANT: No more than 15 consecutive AND rules are permitted.

keyword |For descriptions, see page 9-147

operator |Describes the relationship between the keyword and its value. The operator field
must be one of the following that applies to the specific keyword used:

= Equal
1= Not equal

>  Greater than

< Less than

>= Greater or Equal
<= Less or Equal
=> Generic

value Contains an entity appropriate for the keyword. For descriptions, see page 9-147.

The OR operation can be implemented by successive ACCEPT rules. For example,
to accept a packet if the source address is xxx, or the destination address is yyy,
the following rules are used:

IP:
010 ACCEPT src-addr = xxx;
020 ACCEPT dst-addr = yyy;

Generic Filter Rules

Generic filter rules are similar in format to protocol filter rules. The following
shows the rule syntax. The rule syntax is:
<line #> <verb> <keyword> <operator> origin = <DATA | FRAME>/

offset = <value>/length = <value>/mask = <hexadecimal value>/
value = <hexadecimal value>;
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The following table describes each field used in the rule syntax:

Field Description

line # Each rule must have a unique line number (1-999). You must arrange rules in
increasing order.

verb This field can be one of the following:
« ACCEPT - allow packet access if the condition is met
« REJECT - do not allow packet access if the condition is met

= AND - logically use the AND condition with condition of the next rule to
determine if packet is accepted or rejected. Both defined conditions must be
met. IMPORTANT: No more than 15 consecutive AND rules are permitted.

keyword| The keywords for a generic filter rule is always GENERIC.

operator | The operator for a generic filter rule is always: =>

origin | Can be either FRAME or DATA

offset | Number of bytes offset from the origin.

length | Number of bytes to compare and mask.

mask Bit mask in hexadecimal format for logical and packet content.

value Value in hexadecimal format used to compare with contents of masked packet

For example, a generic filter rule might look like this:

010 ACCEPT generic => origin = data/offset = 22/length = 6/
mask = OXFFFFFFFFFFFF/value = 0x0800096f39c8;

Specifying the Filtering Action

You can specify the filtering action for each protocol section that determines
whether a packet is accepted or rejected if no match occurs with any of the
rules defined in the section. To do so, enter one of the following values as the
last rule line of the section:

« ACCEPT
« DENY

For example, the following entry would reject IP packets that did not match any
of the rules defined in the IP protocol section:

#filter

IP:

010 ACCEPT tcp-dst-port> = 24;

020 ACCEPT src-addr = 128.100.033.001;
030 ACCEPT dst-addr = 200.135.038.009;
040 DENY;

If you do not specify a filtering action, the default filtering action is permit.

There are two methods to create and edit filter files. One method uses edit, a
simple line editor on the CLI. Edit is most effective when creating small or
editing large filter files. It is less convenient creating large filter files. Edit is
described in Chapter 10: CLI Reference and Chapter 9: Administrative Tools. If
you want to use edit, go to step 1.

The alternative is to use a text editor on your PC to create or edit a filter file.
You’ll then use the Trivial File Transfer Protocol (TFTP) to load the file in HiPer
ARC’s FLASH memory (TFTPing an edited file to HiPer ARC replaces the original
file).



Be careful, the following steps require frequent switching between your PC and
HiPer ARC. To create a filter file on your PC:

Create a new text file. Enter a file descriptor on the first line:
#filter

Eliminate blank space before the descriptor, otherwise an error will occur.

Enter a file section header followed by a colon to begin a protocol section. For
example, to define IP filtering rules, enter the following section header:

IP:

If you want to comment a section header out, put a # (pound) sign before the
header. It’s useful to insert a placeholder for a protocol section you’ll define
later.

Enter the protocol rules for the protocol section you are defining. Be sure to:
» Begin each rule with a unique line number (1-999)
« Arrange rules in increasing order within each protocol section

» Arrange rules so that the rules you expect to be matched most frequently
are at the top of the list

» Delimit each rule with a semi-colon ( ;)

For example:

#filter

IP:

010 ACCEPT src-addr = 128.100.033.001;
020 ACCEPT dst-addr = 200.135.038.009;

Add filtering action if different from the default value of PERMIT.

For example:

030 DENY;

Continue to define protocol rules for each protocol section you want to filter,
then check the file to ensure it meets HiPer ARC requirements. And save the
file. If you're using the edit command, skip to step 8.

To set up RADIUS filter files, see Appendix E: RADIUS and TACACS+.

Access the CLI on HiPer ARC. Configure your PC as a Trivial File Transfer
Protocol (TFTP) client by entering the following command:

add TFTP client <hostname or IP address>

Return to your PC. From a machine that has access to the same network as
HiPer ARC, use the following TFTP commands to transfer the filter file to HiPer
ARC ‘s FLASH memory.

tftp <HiPer_IP_ address>

put <filter_filename>
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8 Return to the CLI on HiPer ARC. HiPer ARC does not recognize a filter file

stored in its FLASH memory until you add it to the Managed Filter Table. Use
the following command:

add filter <name>

When the filter is added, HiPer ARC automatically verifies filter file syntax. If the
syntax is valid, no message is generated and the command prompt returns. If
the syntax is not valid, an error message is generated detailing the error source.

Type list files to ensure the filter file was successfully stored in FLASH memory.

Use the verify filter command to ensure filter file syntax is correct. Type:

verify filter <filter name>

If a filter fails to verify, used the CLI edit command or, return to your text editor,
edit the file, TFTP the file back to HiPer ARC and re-verify. Go to the Configuring
Filters section.

Any subsequent entry of same name filter files requires they be reverified and
reapplied using set interface. Use show filter <filter name> to view your file.
If you are applying a filter to a RADIUS user, use show remote user.

Configuring Filters

Setting Filter Access

A
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Once a filter has been added to the managed filters list, turn filter access on or
off, and assign the filter to HiPer ARC’s interfaces or users.

When filters are assigned to an interface, the filter access parameter must
remain off (default setting). But, if configuring a filter for a user, you must
enable filter access. This parameter acts as a toggle switch for interface or user
filtering and, when enabled, overrides the default interface setting.

If your filters are inoperative, it more than likely is because you have not
correctly set filter access.

To enable filter access for a specific user, use the following command:

set interface <slot:x/mod:[1-y]> filter_access on

To enable filter access for a specific interface, use the following command:

set interface <slot:x/mod:[1-y]> filter_access off

Filter file changes take effect on an interface immediately when you issue the
set interface command. The set switched interface and set modem_group
commands can also be issued to turn filter access on or off.

You can configure interface filters for any interface or modem group. Interface
filters control access to all networks available for both modem and non-modem
(eth:1 or eth:2) interfaces.

You can specify whether a filter applies to packets entering the interface (input
filter), leaving the interface (output filter), and packets that can initiate a call out
(call filter). HiPer ARC examines the filtering rules to determine whether the
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interface accepts or rejects the packet. Interface filters can be applied
dynamically without having to disable and re-enable each network on that
interface.

If you prefer to configure a filter through a modem group, first issue the add
modem group <name> interfaces <slot:x/mod [1-y]> command.

Use either of the following commands:
set interface <slot:x/mod [1-y]> input_filter <filter_name> output_filter <filter_name>

set modem_group <name> input_filter <filter_name> output_filter <filter_name>

Input Filter

If an input filter is configured on an interface, all received packets are checked
against the filtering rules before being forwarded to another interface. In other
words, an input filter handles data from an interface.

Output Filters

If an output filter is configured on an interface, all outbound packets are
checked against the filtering rules before exiting the interface. In other words,
an output filter handles data to an interface.

Call Filters

If a call filter is configured on an interface, all transmitted packets are checked
against the filtering rules. The filtering rules determine whether the packet can
initiate an outgoing call. Call filters are checked only after the packet has passed
the output filter check. An interface without a call filter configured will allow
packets from all properly configured users to initiate an outgoing call.

This filter is used for an ondemand call only.

Input Filters vs. Output Filters

When possible, use the input filter to filter an incoming packet rather than wait
to catch a packet as it attempts to exit.. This is recommended because:

= A packet is prevented from entering, keeping potential intruders from
attacking HiPer ARC.

=« The routing engine does not waste time processing a packet that is going to
be discarded anyway.

= Most importantly, HiPer ARC does not know which interface an outgoing
packet came in through. If a potential intruder forges a packet with a false
source address (in order to appear as a trusted host or network), there is no
way for an output filter to tell if that packet came in through the wrong
interface. An input filter, on the other hand, can filter out packets purporting
to be from networks that are actually connected to a different interface.

You can configure filters for a specific user to control network access for that
user. This filter type is applied for the duration of the user’s network connection
only. As with interface filters, a user filter can be configured as an input, output
or call filter. Remember, input filters handle data from a user, while output filters
handle data to a user.
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User filters are dynamic only via RADIUS. Filter access must be turned ON before
the user connects and attempts a RADIUS request for filters.

To configure input or output filters on a specified interface, use the following
command. The default filter access setting (off) need not be set unless you have
previously enabled filtering for a user. Use the following command:

set interface <slot:x/mod:[1-y]>
input_filter <filter_name>
output_filter <filter_name>
filter_access off

For example, if you haven’t enabled a user filter on the interface, type:
set interface slot:4/mod:8 input_filter infilter.fil ENTER

If you have enabled a user filter on the interface, you must reset access. Type:

set interface slot:4/mod:8 output_filter outfilter.fil filter_access off ENTER

If you want to set slot:4/mod:8 input and output filters at the same time, type:
set interface slot:4/mod:8 input_filter infilter.fil output_filter outfilter.fil ENTER

Filter files take effect on an interface immediately on enabled networks when
you issue the set switched interface or set modem_group commands.

To configure an input or output filter for a specific user, use these commands.

Filter access must be turned on (off by default) on the interface to be used
when setting a user filter.
set user <user_name>
input_filter<filter_name>

output_filter<filter_name>

set interface <slot:x/mod:[1-y]> filter_access on

For example:

set user nancy input_filter infilter.fil ENTER
set interface <slot:5/mod:[1-24]> filter_access on ENTER

Filters take effect for a user the next time that user makes a connection.

Managing Filters

This section provides information about how to manage filters, including:

« Displaying the managed filter list

» Adding filters to the managed filter list

» Deleting filters from the managed filter list
« Verifying filter file syntax

» Displaying the contents of a filter

An important consideration to remember about managing filters: If you edit an
existing filter and do not first remove it from every interface or user profile for
which it is configured and then reapply the new filter, the previously unedited
version will still apply. See Removing a Filter ... sections on the next page.
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To display the list of managed filters, use the following command;

list filters <filter_name>

The resulting display might look like this:

FILTERS

Filter Name Status Protocols
xfilter.in NORMAL IP IP-RIP
xfilter.out VERIFY FAILED IPX
ljc_filter fil NORMAL IP-CALL

The add filter command verifies filter syntax before adding a filter to the
managed list. If syntax is valid, no message is generated and the command
prompt returns. If syntax errors exist, messages are sent describing them.

If the syntax is invalid, the filter is still added to the managed list with a status
of verify failed. To correct filter file errors, you must make the changes to the
original filter file using a text editor, and re-TFTP the file to FLASH memory. You
must then use the verify filter command to check the filter file syntax. For
more information about verify filter, see Verifying Filter File Syntax.

To add a filter file to the list of managed filters, use the following command:

add filter <filter_name>

It’s helpful to use list files to see files successfully stored in flash memory.

Removing a filter assigned to an interface is mandatory when editing it. The “”
value is a null value which removes a defined filter from the interface.Type:

set interface <interface_name>
input_filter "
output_filter ™"

For example, to remove an output filter from the eth:1 interface, type:
set interface eth:1 output_filter """ ENTER

Now be sure to reapply the filter with the set interface command. Type:

set interface eth:1 output_filter <filter_name>

Removing a filter assigned to a user profile is mandatory when editing it. The **”
value is a null value which removes the defined filter from the user profile. Type:

set user <user_name>
input_filter "
output_filter ™"
For example, to remove an input filter from a user named ““john_d”, type:
set user john_d input_filter """ ENTER

Now be sure to reapply the filter with the set user command. Type:

set user john_d input_filter <filter_name>
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This command does not dynamically remove a filter from a user profile.

To delete a specific packet filter, removing the filter file from the filter list and
permanently from FLASH memory, use the following commands:

delete filter <filter_name>

delete file <file_name>

The verify filter command is useful if you make changes to a filter file that has
already been added to the managed list and re-TFTP the file back into FLASH
memory (using the same filename). This command checks the filter syntax,
compiles it and if valid, generates no message and returns the command
prompt. If invalid, error messages are generated detailing the error sources.

Filter file changes are designed to take effect on an interface immediately after
you issue the set interface command. So remember to remove and reapply
the filter to ensure new filter rules apply to all affected interfaces.

To verify a filter file, use the following command:

verify filter <filter_name>

To view the contents of an entire filter file that has been added to the managed
list of filters, use the following command:

show filter <filter_name>

To display the contents of the filter file by protocol, use the following command:

showv filter <name> protocol [ ip | ip-call | ip-rip | ipx | ipx-call | ipx-rip | ipx-sap | login-access ]

You can save filtered packets to a configured SYSLOG server, allowing you to
track down a potentially malicious user. Due to the large amount of traffic this
command could generate, its anticipated use would only be for a short time.

Remember to configure the SYSLOG server before using these commands. See
Appendix D: Event Messages for information on using SYSLOG.

Use the following command:

set packet_logging
logging [all | radius | none]
packet_size [0-493 bytes]

A description of each parameter follows.

» All - Creates SYSLOG messages globally for all filtered packets.

= Radius - Checks the RADIUS profile (Filter-Log-Packet attribute in the
Access-Accept packet) on a per-user basis.

= None - No SYSLOG messages generated.

»  0-493 bytes - Use a number between 0 and 493 to specify how many bytes
of the discarded packet to send to SYSLOG. Setting to O causes the entire
packet to be included in the SYSLOG message.



General Filter Setup

This section describes the steps to configure a filter on HiPer ARC.

Create a filter using the filter rules described in the Creating Filters section. You
may use the CLI edit command or an off-line editor and TFTP the file to HiPer
ARC. For the purposes of this example, the input filter is named: hiper.fil

If you’re configuring a user filter - not an interface filter - enable filter_access
(off by default) with the following command. Filter access should remain off for
an interface filter.

set interface slot:x/mod:y filter_access on ENTER

Add the filter to HiPer ARC’s Managed Filter Table with the following command:
add filter hiper.fil ENTER

HiPer ARC automatically verifies that new filters are sytactically correct. For
added insurance, issue the following command:

verify filter hiper.fil ENTER

Issue the following command to ensure the filter was stored in HiPer ARC’s
FLASH memory:

list files ENTER

Assign the filter to a previously created user with the following command. If
using RADIUS, specify the Framed-Filter-ID attribute.

set user <any_user_name> input_filter hiper.fil ENTER

Verify that the filter was applied to the user with either of the following
commands:

show user <user_name>

show remote user <user_name>
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Filter Examples

IP Packet Filter Rule
Examples

This section provides specific filter examples.

This section briefly describes IP packet filtering options, and provides rule
examples for each IP packet filtering capability. It includes the following topics:

= Source and Destination Address Filtering
«  Masks

» TCP and UDP Parameter Filtering

= IP/IPX-RIP Packet Filtering

= IPX-SAP Filtering

» |ICMP Packet Filtering

» |P/IPX-Call Filtering

» Login-Access Filtering

Source and Destination Address Filtering

Source and destination address filtering is generally used to limit permitted
access to trusted hosts and networks only, to explicitly deny access to hosts and
networks that are not trusted, or to limit external access to a given host (for
example, a Web server or a firewall).

Only the part of the IP address specified by the mask field is used in the
comparison. If a match is found, the packet is forwarded (rules containing
accept) or discarded (rules containing reject).

The following rule example rejects forwarding of IP packets with a source
address of 192.77.100.32:

#filter
IP:
010 REJECT src-addr = 192.77.100.32;

The following rule example prevents forwarding of IP packets with destination
addresses that match the first 24 bits of the given IP address (that is, addresses
beginning with 188.039.150):

#filter
IP:
010 REJECT dst-addr = 188.039.150.000/24;

The following rule example allows forwarding of IP packets with source address
192.077.100.032 and destination address 201.128.011.034:

#filter

IP:

010 AND src-addr = 192.077.100.032;
020 ACCEPT dst-addr = 201.128.011.034;

The following rule example limits a user to one host with an input filter:

#filter

IP:

010 ACCEPT dst-addr = 143.134.45.56;
020 DENY;



Masks

These fields specify the number of bits to be used in the source address and
destination address comparisons. Valid values are:

» 0 - Match all packets with any IP address. The contents of source address or
destination address fields are unimportant

» 8 - Compare the first byte (octet) in the IP addresses.

» 16 - Compare only the first two bytes of the IP addresses
= 24 - Compare only the first three bytes of the IP Addresses
= 32 - Match the entire IP address (default)

The masks are separated from source address and destination address by
forward slashes (/).

TCP and UDP Parameter Filtering

TCP and UDP packets are typically sent from and destined for standard port
numbers that provide common network services, such as Domain Name Service,
SNMP, and TELNET. You can filter TCP and UDP packets by source and
destination ports by defining filter rules that compare the port number in a TCP
or UDP packet to a specific value.

The following rule example accepts only TCP packets that have a source port
number of 24 or greater.

#filter

IP:

010 ACCEPT tcp-src-port >= 24;
020 DENY;

The following rule example accepts only TCP packets that have a destination
port number that is in the range of 24 to 39:

#filter

IP:

010 AND tcp-dst-port > 23;
020 ACCEPT tcp-dst-port < 40;
030 DENY;

The following rule example accepts only UDP packets that have a destination
port number that is in the range of 24 to 39:

#filter

IP:

010 AND udp-dst-port > 23;
020 ACCEPT udp-dst-port < 40;
030 DENY;

The following rule example rejects TCP and UDP packets:

#filter

IP:

010 REJECT protocol
020 REJECT protocol

tcp;
udp;
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Standard Port Numbers

The table below lists standard port numbers for common services. For a
complete list, see the most recent “Assigned Numbers” RFC.

TCP UDP Description

20 - File Transfer Protocol (data)

21 - File Transfer Protocol (control)
23 - Telnet

25 - Simple Mail Transfer Protocol
43 43 Who Is

53 53 Domain Name Service

- 69 Trivial File Transfer Protocol

70 70 Gopher

79 79 Finger

80 - World Wide Web HTTP

88 88 Kerberos

110 - Post Office Protocol - Version 3
111 111 Sun Remote Procedure Call
113 113 Authentication Service

119 - Network News Transfer Protocol
123 123 Network Time Protocol

161 161 SNMP (Total Control Manager)
162 162 SNMP trap

220 220 Interactive Mail Access Protocol v3
512 - remote process execution

513 - remote login (rlogin)

- 513 remote who (rwhod)

514 - remote command (rsh)

- 514 Syslog accounting

515 - Ipd spooler

517 517 talk (terminal to terminal chat)
518 518 ntalk (new terminal chat)

- 520 RIP

540 540 uucp (UNIX to UNIX copy)

540 540 uucp-rlogin

543 543 klogin (Kerberized login)

1642 - PortMux daemon

- 1645 RADIUS security

- 1646 RADIUS accounting

IP and IPX-RIP Packet Filtering

Routing Information Protocol (RIP) packets identify all attached networks and
the number of router hops required to reach them. These responses are used to
update a router’s routing table. Define IP/IPX-RIP filtering rules in the IP-RIP and
IPX-RIP protocol sections of the filter.

For example, to filter all routes except the IP network address 195.120.254.145:

#filter

IP-RIP:

010 ACCEPT network = 195.120.254.145;
020 DENY;



This filter allows route 195.120.254.145 into the table, rejecting all othe